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Abstract

The purpose of this paper is to understand the role of schools in protecting students from cyberbullying in the digital age.  Cyberbullying is becoming a more pertinent topic as youth become more connected to technology.  Cyberbullying distinguishes itself from traditional bullying due to the unique affordances of electronic devices.  This paper reviews scholarly articles about cyberbullying from recent, peer-reviewed journals with a focus on Canadian content.  The main argument is that schools are responsible for intervening in cases of cyberbullying that take place off school property if the effects of which severely disrupt learning.  This redefines the authority school has over the child.  To support this argument, schools need to define policy including intervention and prevention strategies to clarify their role.  Such policy would include a restorative justice for violations and preventative measures like education programs about proper netiquette for students, teachers, and parents.  Schools  are increasingly finding themselves in legal battles over cyberbullying (Shariff & Hoff, 2007; Willard, 2007).  Educators need to be informed of what rights they have in protecting their students in order to avoid legal action.

It is suggested that future research study the impact of cyberbullying on students as current impacts are extrapolated from research done on traditional bullying.  Also, future studies should evaluate the effectiveness of anti-cyberbullying programs or other preventative measures.
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Understanding a School's Role in Cyberbullying in the Digital Age


The purpose of this paper is to understand the role of schools in protecting students from cyberbullying in the digital age.  This relates to the theme of module eight for “The Foundations of Educational Technology” in the Masters of Educational Technology program at the University of British Columbia.  In one of the readings for module eight, Turkle (2004) referred to cyberspace as being a place for adolescents to resolve social and identity issues.  This was compared to Erik Erikson's mid-20th-century theory of “psycho-social moratorium” when adolescents were allowed to act without consequence.  Currently, this model has been replaced by cyberspace.  Since cyberspace is usually not monitored by adults, adolescent behaviour can often turn ugly, analogous to the movie, “The Lord of the Flies.” (Shariff & Hoff, 2007).


Cyberbullying is an important topic because the effects can be very severe.  Shariff and Hoff (2007) note the case of Ghyzlain Reza, from Québec, whose home video was unknowingly posted on a website by classmates.  The website received 15 million hits.  Reza withdrew from school because of the relentless bullying that followed.  His classmates were charged with criminal harassment.  Cyberbullying has even resulted in victim suicide.  For example, Phoebe Prince, Megan Meier, Ryan Halligan, and Tyler Clementi were all teenagers who took their own life after being bullied on the internet (Collins, 2008; Halligan, 2005; Schwartz, 2010).


Research on cyberbullying is at an early stage (Beran & Li, 2005; Brown, Jackson & Cassidy, 2006; Kowalski & Limber, 2007; Li, 2005; Shariff & Hoff, 2007; Smith et al., 2008).  It is clear that schools must protect students from any type of bullying when they are under school supervision.  This paper argues that schools are responsible for intervening in cases of cyberbullying that take place off school property if the effects of which severely disrupt learning.  To support this, schools should develop a separate cyberbullying policy and inform themselves of the legal implications involved.
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An effort was made to review important scholarly articles from recent, peer-reviewed journals.  In order to find pertinent articles, the following databases were searched: ERIC, EBSCOHost, Google Scholar, and JSTOR.  In order to narrow the search, only those resources that discussed a school's role in cyberbullying were considered.  The primary sources for this paper were chosen because they address school policies and/or applicable legal standards.  Secondary sources include quantitative research on cyberbullying.  The secondary sources were chosen because of either the large number of participants in the studies and/or the Canadian content.  


Firstly, this paper will give some background of cyberbullying including a definition.  Then, cyberbullying will be further clarified by highlighting its differences compared to traditional bullying.  Thirdly, the details of an effective school policy for cyberbullying will be described including intervention and prevention strategies.  Finally, relevant legal implications for schools will be presented.

Background


The literature reviewed for this paper does not agree on one definition for cyberbullying.  Beran and Li (2005), Brown et al. (2006), The Canadian Teacher's Federation (n.d.), Kowalski and Limber (2007), Li (2005), and Smith et al. (2008) define cyberbullying as happening through electronic means whereas Shariff and Hoff (2007) indicate the medium is electronic text and Willard (2007) states the 

medium is speech.  The latter definitions exclude images and/or video which are also used in cyberbullying.


From the papers reviewed, Beale and Hall (2007), Bhat (2008), Shariff and Hoff (2007), and      

Smith et al. (2008) state that the acts of bullying must happen over time.  This is important to include when defining bullying because misunderstanding exists between parents and the school community over what bullying is.  Parents will often complain that their child has been bullied on one occasion and 
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demand action.  However, traditionally, one event is not considered bullying (Kowalski & Limber, 2007; Olweus, 1993 as cited in Smith et al., 2008).


For the purpose of this paper, Smith et al.'s (2008) definition of cyberbullying will be used 

which is, “An aggressive, intentional act carried out by a group or individual, using electronic forms of contact, repeatedly and over time against a victim who cannot easily defend him or herself” (p. 376). This definition is preferred because it identifies the hostile and purposeful nature of the act of cyberbullying, specifies bullies as a group or an individual, generalizes “electronic” instead of listing technologies, indicates bullying happens over time, uses the term victim instead of student or teacher, and suggests a power imbalance between the victim and bully.  

Prevalence


Beran and Li (2005) surveyed 432 students, aged 11-15, in Calgary, Alberta of whom 42% said they never experienced cyberbullying personally.  However, “more than two thirds of students (69%) heard of incidents of cyber-harassment” (Beran & Li, 2005, p. 2).


Jackson, Cassidy, and Brown (2009) questioned 365 students in British Columbia, aged 11-15, about their involvement in cyberbullying.  They found between 85% to 98% of students had never been cyber-bullied.  However, “over one-third of all participants report(ed) receiving inappropriate messages”  (Jackson et al., 2009, p. 3).


Kowalski and Limber (2007) examined 3,767 American middle school students and found 78% had never been involved in cyberbullying.  


Li (2005) interviewed 177 students aged 12-13 in Calgary, Alberta of whom approximately 78% said they had never been cyberbullies and approximately 75% said they had never been cybervictims.  However, 52.4% said they knew of someone who had been cyberbullied.  


Smith et al. (2008) studied 533 students between the ages of 11-16 or whom 82.7% said they 
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had never been cyberbullied.  When interviewing a focus group, Smith et al. (2008) found that 67-100% of these students thought that their peers had experienced cyberbullying.


Beran and Li (2005), Li (2005), and Smith et al. (2008) illustrated that the number of students who had heard of cyberbullying was significantly higher than the number of students who had reported experiencing it personally.  Even though these three studies were anonymous, perhaps the students still felt ashamed to report such behaviour.  Beran and Li (2005) and Kowalski and Limber (2007) suggest that the participants might consider this behaviour normal or expected.  Thereby, not reporting the behaviour as cyberbullying.    


The studies by Kowalski and Limber (2007) and Smith et al. (2008) found that the younger students were less likely to be involved in cyberbullying.  Therefore, the reports of cyberbullying may not have been high in these studies because 25% of students in the former and 46% of students in the latter study involved students aged 11-12.  

Differences between Cyberbullying and Traditional Bullying 


According to Beale and Hall (2007), “Technology has escalated bullying to a new and particularly insidious level” (p. 8).  The following characteristics make cyberbullying potentially more appealing and/or damaging than traditional bullying:


Anonymity -  students can easily hide behind secret identities when cyberbullying (Beale & Hall, 2007; Beran & Li, 2005; Brown et al., 2006; Kowalski & Limber, 2007; Li, 2005; Shariff, 2005 as cited in Bhat, 2008; Shariff & Hoff, 2007; Smith et al., 2008).


Public nature - cyberbullying often happens on the internet exposed to an infinite number of people who may participate (Kowalski & Limber, 2007; Shariff, 2005 as cited in Bhat, 2008; Shariff & Hoff, 2007; Smith et al., 2008).


Accessibility - cyberbullying infiltrates the victim's home who could be tormented around the 
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clock (Beale & Hall, 2007; Harmon, 2004 as cited in Shariff & Hoff, 2007; Kowalski & Limber, 2007; Shariff, 2005 as cited in Bhat, 2008).


Disinhibition - the impersonal nature of technology often blocks important social cues that students may have otherwise reacted to if tormenting their victims in person (Beale & Hall, 2007; Brown et al., 2006; Kowalski & Limber, 2007; Sheriff & Hoff, 2007).  Also, cyberbullies may not feel legally responsible when bullying from the safety of their own home (Willard, 2003 as cited in Brown et al., 2006).


Revenge - victims of traditional bullying may be more comfortable retaliating through electronic means than face to face (Markward, Cline, & Markward, 2002 as cited in Beran & Li, 2005; Willard, 2003 as cited in Brown et al., 2006).

The School's Role in Cyberbullying


There are often misconceptions about what a school's role is in cyberbullying when it occurs away from school (Bhat, 2008; Shariff & Hoff, 2007).  Even if cyberbullying happens at home or elsewhere, the significant emotional impact on students can affect their learning and school climate (Bhat, 2008; Brown et al. 2006; Devlin, 1997; Sheriff & Strong-Wilson, 2005 as cited in Sheriff & Hoff, 2007; Kowalski & Limber, 2007; Smith et al., 2008; Willard, 2007).  Schools have a responsibility to protect their students and offer an optimal educational environment (Beale & Hall, 2007; Bhat, 2008). Schools are increasingly finding themselves in legal battles because of the lack of knowledge of their authority (Sharrif & Hoff, 2007; Willard, 2007).  Therefore, schools need to create a   policy including intervention and prevention strategies to clarify their role.  

Policy 


“Policy direction is established by governance systems for subsequent decisions and actions to resolve the problem” (Dye, 2005 as cited in Brown et al., 2006, p. 1).  All articles, except one (Li, 
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2005), of the research reviewed for this paper agrees that cyberbullying needs to be addressed by schools in some sort of policy or code of conduct in order to have clear direction on how to respond (Beale and Hall, 2007; Beran & Li, 2005; Bhat, 2008; Brown et al., 2006; Canadian Teacher's Federation, n.d.; Kowalski & Limber, 2007; Jackson et al., 2009; Shariff & Hoff, 2007; Smith et al., 2008; Willard, 2007).  Brown et al. (2006) and the Canadian Teacher's Federation (n.d.) offer the most detailed and comprehensive examples of what such a policy would look like. 


Bhat (2008) writes that the “school counsellors/personnel (should) solicit support from federal and state departments of education to develop and regularly update specific policies related to cyberbullying” (p. 61).  Levison and Sutton (2001) as cited in Brown et al. (2006) would disagree as they say school policies should be created at the local level where educators can tailor the policy to suit their own culture and needs.  


Beale and Hall (2007) advise that cyberbullying policies should be written into existing anti-bullying policies.  Given the stark differences between the two types of bullying, this paper argues that cyberbullying needs to be approached with a separate policy.  The policy should enable students, parents and teachers to contribute to its development and continued evaluation of its effectiveness (Brown et al., 2009; Canadian Teacher's Federation, n.d.; Jackson et al., 2009).


Intervention


Firstly, a clear definition of cybermisconduct as well as a complaints process is needed in the policy which educators and parents can refer to when deciding if and how to intervene (Canadian Teacher's Federation, n.d.; Willard, 2007).  The cyberbullying policy proposed by the Canadian Teacher's Federation (n.d.) states that the policy and process should apply to any cyberbullying that  “negatively affects the school environment regardless of whether it originated from the school” (p. 2).  Secondly, there needs to be “identifiable consequences for those who engage in cybermisconduct.” 
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(Canadian Teacher's Federation, n.d., p. 4).  


Shariff and Hoff (2007) propose that it is ineffective to respond to cyberbullying in a traditional way because of its distinct nature.  Beale and Hall (2007, p. 12) suggest  administrators “can advise parents to contact the parents of the cyberbully and request that the behaviour stop.”  However, this could be inutile if the parents of the cyberbully are not supportive.  Consequences should include a restorative justice for infringements (Campbell, 2005 as cited in Brown et al., 2006; The Canadian Teacher's Federation, n.d.).


Prevention


Preventative measures like education programs about proper netiquette for students, teachers and parents are recommended in cyberbullying literature as the best way to combat cyberbullying (Beale & Hall, 2007; Beran & Li, 2005; Brown et al., 2006; Canadian Teacher's Federation, n.d.; Jackson et al., 2009; Smith et al., 2008; Willard, 2007).  The span of the education program needs to be school wide because most students would have the opportunity to be a bystander, if not a bully or victim, due to the public nature of cyberbullying.  Salmivalli et al. (1996) and Boulton (1993) noted that typically 30% of onlookers and by-standers support perpetrators instead of victims (as cited in Shariff & Hoff, 2007). 


  Currently, many cybervictims do not speak about their experiences to adults (Bhat, 2008; Brown et al., 2006; Li, 2005; Smith et al.,  2008).  Raising awareness through these programs should help students feel more comfortable in approaching parents and teachers for support (Beran & Li, 2005; Bhat, 2008).  


Schools should promote a safe and caring environment by creating a positive school climate (Beale & Hall, 2007, Beran & Li, 2005; Bhat, 2008; Jackson et al., 2009).  This could be done with various character education programs, school spirit assemblies, and the modelling of desired behaviour 
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by adults.  Shariff and Hoff (2007) suggest that education programs reconnect young people “to their sense of ethics so they can think critically about the impact of their online actions and attitudes” (p. 109).   


Parent education.


Much of the cyberbullying research presented in this paper suggests that parents are not connected with what their children are doing online (Beale & Hall, 2007; Bhat, 2008; Brown et al., 2006; Shariff & Hoff, 2007; Smith et al., 2008).  Parents need to supervise their children when online (Shariff, 2005 as cited in Bhat, 2008).  However, Willard (n.d.) says, “if more adults begin supervising and monitoring their children’s electronic environment, there is an increased likelihood that children will use increasingly new and advanced technological strategies to secret their online activities” (as cited in Brown et al., 2006, p. 22).  Kowalski and Limber (2007) suggest that students don't want to approach their parents for fear that their internet privileges may be revoked.  It is very important that parents keep open communication with their children about proper netiquette and technologies they use (Brown et al., 2006; Canadian Teacher's Federation, n.d.).


Beale and Hall (2007) and the Canadian Teacher's Federation (n.d.) recommend “students and their parents sign an “Acceptable Internet Use policy in which parents agree to be responsible for their children’s internet use outside of school” (p. 11).  However, this doesn't address the needs of students that don't have supportive parents.  It is important to recognize that in these cases, school staff members may be their only available support system.  

Legal Implications for Cyberbullying


Shariff and Hoff (2007) offer the most extensive review of legal standards for schools amongst the articles considered for this paper.  Legal standards are important to be aware of as schools could “be held liable if they fail to act when students are being harassed at school” (Shariff & Hoff, 2007, p. 106).  
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Brown et al. (2006) indicate that “some areas of cyber-bullying are considered criminal acts under the Criminal Code and therefore are outside of the authority of educational authorities” (p. 26).   


Schools need to do a balancing act between protecting their students and infringing upon their students' rights to free speech and privacy (Canadian Teacher's Federation, n.d.; Wallace, 1999; Shariff & Johnny, as cited by Shariff & Hoff, 2007; Willard, 2003 as cited in Brown et al., 2006; Willard, 2007).  


Shariff and Hoff (2007) cite past rulings from the judicial system that could affect future cyberbullying cases.  “Until the courts provide schools and internet providers with policy directions that specifically address cyberbullying, these rulings at least provide reasonable guidelines to inform educational policy and practice” (Shariff & Hoff, 2007, p. 107).  Willard (2007) observes, “as this (cyberbullying) is a new concern, there is not extensive case law to guide decision-making” (p. S64).


The most relevant case for cyberbullying seems to be “Tinker v. Des Moines Indep. Cmty. Sch. Dist. 393 U.S. 503 (1969)” (Willard, 2007, p. S64).  The Tinker Standard upholds that if cyberbullying has the potential to cause substantial disruption of the ability for an individual to participate in educational activities or shows a significant negative impact on the school environment, schools have a legal right to intervene and take action against students even if the bullying did not occur on school property (Canadian Teacher's Federation, n.d.; Shariff & Hoff, 2007; Willard, 2007).

Conclusion


In order to reduce the impact of cyberbullying, Smith et al. (2008) advocate that victims limit or stop using the devices with which they were cyberbullied.  However, this seems unrealistic given the dependence that most adolescents have on technology.  This could further isolate them from their peers thereby possibly increasing the amount of emotional damage done (Beran & Li, 2005).  Given the nature of adolescents and cyberspace, it is evident that cyberbullying will not stop without adult 
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intervention.  Even though parental involvement is invaluable when disciplining cyberbullies or supporting cybervictims, it is not a guarantee.  Therefore, it is imperative that schools take a proactive stance by developing a unique cyberbullying policy that meets their local needs.  Such policies should be developed with contributions from students, parents, and school personnelle.  A clear definition of cybermisconduct will help school authorities know when to intervene in cyberbullying that happens on and off school property.  Educators need to be informed of what rights they have in protecting their students in order to avoid legal action.  Most importantly, preventative measures like school wide education programs emphasizing the “golden rule” and teaching proper netiquette are thought to be most effective in reducing instances of cyberbullying.


Is is suggested that future research study the impact of cyberbullying on students as current impacts are extrapolated from research done on traditional bullying.  Also, future studies should evaluate the effectiveness of anti-cyberbullying programs or other preventative measures.  
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