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ABSTRACT 
Wireless networks implementing the latest 802.11 standards 
continue to be victims of Denial of Service (DoS) attacks 
due to vulnerabilities found within the specification 
measures for protecting management frames.  Even in the 
802.11w-2009 amendment, the protected management 
frame scheme can be exploited, resulting in DoS for 
connected clients.  Current research shows that 802.11w 
vulnerabilities allow forged management frames, and 
authentication protocol attacks to prevent clients from 
maintaining their connection. Furthermore, new 
vulnerabilities have been discovered risking threat of DoS 
attacks. This work surveys current research centered on 
specific vulnerabilities and attacks which cause DoS. The 
802.11w specifications are discussed, along with 
vulnerabilities, attacks, and control measures for mitigating 
the threat of attacks. 

Categories and Subject Descriptors 
C.2.0 [Computer-Communication Networks]: General – 
security and protection.  

General Terms 
Algorithms, Design, Security, Standardization, Theory. 

Keywords 
802.11, Authentication, Media-Access-Control, Denial-of-
Service, Management Frame Protection, Secure Control Packet 

1. INTRODUCTION 
There is a lot of research on wireless vulnerabilities, 
attacks, and controls specifically in terms of Denial of 
Service.  This paper considers the most recent security 
amendment for 802.11, and surveys the current body of 
security analysis works centered on 802.11w, along with the 
latest control mechanism for mitigating wireless 
vulnerabilities.  Security features are outlined, including 
vulnerabilities, attacks, and controls. This paper is unique 

since it brings together some of the latest research for 
802.11w security into one paper. 

Over the years, 802.11 has incorporated security 
enhancements--802.11i was the first which created the 
Wired Equivalent Privacy (WEP) for secure authentication.  
Secure authentication alone was not enough to completely 
secure a wireless network from attack.  

    There has been a thoroughly documented study on 
802.11i which outlines vulnerabilities on OSI layer 1 and 2, 
exposes authentication protocol weaknesses, as well as 
outlines problems with drivers and firmware [9]. These 
aspects of wireless networking harbor vulnerabilities which 
allow the threat of DoS, even under 802.11i. Specifically, 
the physical layer is threatened by radio jamming, the MAC 
layer by management frame spoofing, authentication 
protocol can be interrupted, and drivers and firmware 
modified. 

    One of the easiest DoS attacks to carry out is via client 
station de-authentication, and disassociation. This is due to 
the weakness in management frames.  802.11w was created 
to mitigate this threat by adding new security features, 
however in recent surveys and analysis, has shown not to be 
100 percent effective [1][7]. 

 
Table 1. Capability bit field numbers and descriptions for 
management frame body Robust Security Network 
Information Elements (RSN IE).  Bits six and seven 
advertise 802.11w specific capabilities. 
 
Bit # Description 
0 Pre-Authentication 
1 No Pairwise 
2-3 PTKSA Replay Counter 
4-5 GTKSA Replay Counter 
6 Management Frame Protection Required 

(MFPR) 
7 Management Frame Protection Capable 

(MFPC) 
8 Reserved 
9 Peer Key Enabled 
10-15 Reserved 
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2. SECURITY FEATURES OF 802.11w  
802.11w was an amendment in 2009 to protect the integrity 
of connections and network sensitive information [10].  It 
was an upgrade to 802.11i which already provided Robust 
Security Network (RSN) capabilities.  The new amendment 
includes provisions for Robust Management (RM) frames 
that secure certain management frames classified as 
Deauthentication, Disassociation, and Action management 
frames [1].  The key security components of RM frames 
prevent stations from masquerading as another station, 
allow replay detection, prevent forgery, and hinder 
eavesdropping. For an 802.11w capable device to be 
recognized on a network, management frame RSN 
Information Element (IE) bits have been added to the 
current set found in 802.11i that are set with various 
parameters to advertise the new features (see Table 1). 

    Management Frame Protection (MFP) of RM frames is 
currently employed by Cisco Systems which prevents data 
forgery.  When capable or required, MFPR and MFPC bits 
are set to 1 respectively. However, it is only after Unicast 
frames are protected and Pairwise Transient Key (PTK) 
keys are established via WPA/WPA2 that MFP is 
initialized. To ensure message integrity protection of 
Broadcast Management frames, a new encryption key was 
added called Integrity Group Transient Key (IGTK). 
However, frames transmitted before the keys are 
established remain unprotected.  

    In 802.11w, the WEP protocol is deprecated, and 
Broadcast Integrity Protocol (BIP) is the specification to 
provide message integrity and access control, including 
replay protection for broadcast RM frames.  It uses the 
IGTK, within a Message Integrity Code (MIC) information 
element.  The MIC contains a packet ID, IGTK key ID for 
MIC computations, a non-negative monotonically 
increasing number (IPN), and a cryptographic hash derived 
from a packet’s MAC header and payload (see Figure 1).  
The AP inserts the IPN into the MIC every time it generates 
a group addressed RM frame. The number is what is 
validated to detect replayed frames.  A replayed frame is 
ignored if the number has already been used previously [7]. 

 

 
 

Fig 1. Message Integrity Check (MIC) during BIP 
 
    The Security Association Query Request procedure (SA 
Query) has been added to address the issues of association 
request attacks which cause deadlock, leading to DoS.  This 
procedure uses to new RM frames, namely SA Query  

 
Fig 2. Security Association Query Procedure. 

 
Request, and SA Query Response.  Anytime a client sends a 
request for association, synchronization between the AP 
and client is required, and the AP sends an SA Query 
Request to the client.  The client decrypts the request with 
its PTK, and transmits an SA Query Response, verified 
upon receipt (see Figure 2). 

    Lastly, a new Timeout Information Element type (TIE) is 
added for setting association comeback time during 
situations where a client station is securely connected with 
MFP, yet the AP receives an Association Request (see 
Table 2). The AP responds with a rejection notice and a 
time interval for when it will be ready to accept another 
Association Request. Also, this comeback time is returned 
for re-association requests that are invalid. 
 

Table 2. Timeout Information Element types (TIE). Type 3 is 
added for an AP to inform a STA of re-association readiness. 

TIE Type Description 
0 Reserved 
1 Re-association deadline interval 
2 Key lifetime interval 
3 Association Comeback Time 

> 3 Reserved 
 

3. VULNERABILITIES 
The resilience of 802.11w amendment against known 
disconnection based DoS attacks was scrutinized recently, 
then shown was that the amendment creates new 
vulnerabilities increasing risk of DoS [1][7].  

3.1 RF 
Interestingly, 802.11w does not provide any new protection 
against malicious radio frequency RF broadcasts [1][5]. 
This means that with the new amendment, integrity and 
availability of a wireless network is still vulnerable to 
jamming attacks.  It is important to address this because this 
vulnerability has been known for many years, and 
scrutinized by many [2, 8, 11, 12]. 

    RF vulnerabilities will be indefinitely present in wireless 
networks due to the hardware limitations and the inherent 
properties of wireless technology. Hence, attacks and 
controls specifically tailored to RF are considered out of 



scope to the 802.11w amendment, and not covered further 
in this paper.  

3.2 Management and Control Frames 
Management authentication frames in 802.11w are not 
provided any new protection with the recent amendment. 
This means that open system authentication, and de-
authentication frames may still be forgeable by an attacker 
[1, 7]. Furthermore, protected broadcast de-authentication 
and disassociation frames can be forged by anyone with 
knowledge of proper encryption keys.  

    Beacon frames are also still vulnerable, and their 
timestamps can be forged with incorrect values, or 
maliciously replayed [11]. This creates vulnerabilities in the 
network discovery process. 

    Control frames used during delivery and confirmation of 
receipt of data frames are not protected in the 802.11w 
amendment.  They are sent in clear text, and vulnerable to 
forgery. These frames include request-to-send (RTS), clear-
to-send (CTS), acknowledgement (ACK), contention-free 
end (CF-E), and contention-free acknowledgment (CF-
ACK) [5][6]. Within these frames is a network allocation 
duration field (NAV) which can be set maliciously, and 
exploited with larger than acceptable values.  

    While protected by 802.11w security features, the SA 
Query procedures’ association request and response frames 
may still be forged [1].  Management and control frame 
vulnerabilities are further discussed in the following 
sections as they apply to various protocols and procedure 
within 802.11w protected networks.  

3.3 Authentication 
The 4-way handshake is vulnerable during the AP’s 
transmission and Client’s receipt of message one during the 
four-way handshake.  First, there is no way to prevent a 
forged message one from being sent to the Client. This is 
because 802.11w does not 
 

 
Fig 3. Four-way handshake. 

provide security to any frames before the PTK has been 
constructed. This vulnerability has been present since 
802.11i [8]. 
    Second, when the AP sends the first ANonce to the 
Client, the client must construct the initial PTK and MIC, 
which takes some time (see Figure 3).  This creates a 
window of opportunity for an attacker to send forged de-
authentication, and disassociation frames before the client 
has a chance to reply with the SNonce + MIC message two 
of the handshake. Also, there is no security mechanism to 
prevent eavesdropping of the four way handshake 
whatsoever.  This creates the vulnerability where the 
encrypted PMK used to construct the PTK can be obtained, 
along with all the data during communication. This 
information can be used in brute-force dictionary attacks 
threatening the confidentiality of the WPA-PSK password, 
and integrity of the data [11].  

3.4 BIP 
Broadcast Integrity Protocol is good protection against 
malicious users who aren’t on the network; however, when 
a malicious user is already on the network BIP is ineffective 
to prevent forged de-authentication and disassociation 
frames from being replayed. Since IGTK is only used 
during broadcast by the AP, any connected client does not 
need it for communication.  This means that it is easy to 
forge de-authentication and disassociation frame by a user 
on the network.   

3.5 Deadlock 
A new deadlock vulnerability was found during 
experimental wireless protocol modeling [4].  The deadlock 
can occur after data transmission, even if both AP and 
Client are in a successful association or re-association state. 
If another Open System authentication request is received 
by the AP on behalf of the Client, the security association is 
dropped by the AP.  Without a security association, data 
frames are dropped, and re-association never occurs.  
Deadlock occurs because both the AP and Client are still 
associated and re-association never commences. 

3.6 SA Query 
The recovery procedure for lost PTKSA by the AP is 
vulnerable to message deletion, or RF jamming; deleting 
messages or jamming the signal will result in timeouts for 
association requests [3]. The SA Query procedure also does 
not provide a mechanism to prevent forged Association, 
and Re-association Request frames on behalf of an already 
connected client [11]. This gives rise to the weakness of 
this procedure, where once interrupted, PTKSA key-state 
synchronization between Client and AP is also lost.  



 
Fig. 4. Deadlock vulnerability. Both the AP and Client 
remain in the associated state after spoofed (re)association 
during data transmission. 
 

 
Fig. 5. SA Query cases.  Case 1: If Client decrypts AP 
request, AP ignores Client request for association.  Case 2: 
If Client times-out during decryption, AP deletes security 
association, leading to a lost key state, forcing client re-
association. 

    The SA Query protocol includes two configurable 
parameters: first, a temporary waiting time the AP sends to 
the client as an initial response to an SA request; second, a 

PTKSA validation request from the AP to the Client. Figure 
5 shows cases where these parameters are used in the SA 
Query procedure.  When the client sends an SA request, the 
AP will respond with one or more validation requests 
informing the Client to wait for a specified amount of time 
until it is OK to send a response. During this time, the 
Client will decrypt each request and send a validation 
response after the time is up.  If the Client validates to the 
AP its decryption, then there is no need for the AP to 
continue association requests.  It is possible for the Client to 
timeout, never sending a response to the AP. If this should 
occur, the AP will assume the security association is not 
valid and will delete it.  When the security association is no 
longer present by the AP, the Client must restart the entire 
authentication procedure. The configurable parameters of 
validation request quantity, and timeout interval could 
create a lot of problems if exploited.  

 

4. ATTACKS 

4.1 Wireless Adversary Model 
Before turning to specific DoS attacks threatening 802.11w, 
we first consider the adversarial model of an 802.11 
wireless attacker.  We first describe the objective of the 
adversary, its capabilities before the attack, and any 
capabilities during the attack. The adversary can be a 
human being, network interface devices, or a computer. 

“Objective” 
The main objective is to create a wireless network denial of 
service (DoS). Nodes on the network will be either 
prevented from maintaining a connection to the wireless 
network, and/or will be disrupted during established 
connection. Furthermore, DoS can be a pre-cursor to 
password cracking, which opens doors to a number of 
malicious possibilities for an attacker. 

“Capabilities before the attack” 

An 802.11 wireless adversary has the ability to conduct 
reconnaissance and surveilance on a target wireless network 
to gain information as to where, when, and how to conduct 
the attack. This includes hiding its own network MAC 
address, and in some cases creates a forged one.  A popular 
tool for this is macchanger [14]. The adversary must be 
able to read the wireless airwaves or “packet-sniff” and 
analyze the wireless traffic with a network device.  By 
humans this is usually done with a laptop grade computer 
with an 802.11 capable NIC on the machine. However, the 
adversary can also be a Node on the network with these 
capabilities as well.  Traffic can be captured, saved, and 
analyzed by a program or human being.  

    Another capability is the ability to inject packets into the 
wireless network.  This requires a wireless transmitter to 
support this feature, and an operating system capable of 



running drivers for it.  For example, Backtrack is an Linux 
operating system which includes drivers to control such a 
transmitter, with Linux as the core operating system.  These 
types of wireless cards and transmitters are common in 
modern laptops. However, Linux is not necessary to control 
NIC as many embedded systems run custom OS and drivers 
to control the transmitter. 

    A generalized limitation to the capabilities is for an 
adversary to not be able to decrypt traffic. This is because 
the initial DoS is used to often gain passkeys for cracking. 
However, there are circumstances and vulnerabilities which 
require an adversary to have snooped and found pass keys, 
either by dictionary attacks, or brute forcing, thereby 
allowing some DoS to be causes from an adversary on the 
network already. 

”Capabilities during the attack” 

During the DoS attack, an adversary must be able to read 
traffic, analyze packet content in real-time, and make quick 
decisions about when to inject specific packets.  For 
example, to get clock values, an adversary must be able to 
read and analyze field values.  This leads to the capability 
of synchronizing with other devices on the network. Lastly, 
since the strength of wireless antennas are close, the 
adversary must be within an effective range if the target 
transmitter.  This requires the usability of information 
obtained from reconnaissance and surveillance.  
Maintaining the attack through completion requires a 
degree of stealth, masquerade, and anonymity. An 
adversary can analyze the traffic and spoof its own MAC 
address such that the vendor id it represents is the same as 
the other devices on the network. During the attack, the 
adversary should be able to forge meaningful packets. 
Tools such as those found in the Aircrack suite make this 
very easy to do. 

4.2 Authentication Attacks 
It has been shown that 802.11w is unable to secure against 
the forged message 1 attack which afflicted 802.11i [8], and 
the so-called “authentication attack” outlined in [3]. 

 “Authentication Attack” 

A Client with a lost key state synchronization is unable to 
send back a Deauthentication frame to the AP, forcing the 
Client to re-authenticate without Deauthentication first.  If 
the re-authentication was not allowed, deadlock would 
occur [3].  This exploit forces the Client to authenticate. 
The adversary sends a forged Open system Authentication 
Request to the AP.  The next time the Client sends some 
data, the AP responds with a Disassociation message, 
causing the Client to delete the security association.  This 
causes the client to re-authenticate.  Constant bombardment 
of forged Open system Authentication Requests from the 
Adversary to the AP will keep a Client disconnected and  

 
Fig. 6. The “authentication attack” resets the security 
association such that the client must re-authenticate. 
 

 
Fig. 7. Forged Message 1 attack 

 
always trying to re-authenticate. While this doesn’t prevent 
a Client from connecting, it does prevent it from staying 
connected, hence the authentication attack creates a denial 
of service reliability. 

“Forged Message 1” 

Another authentication attack requires the Adversary to be 
capable of eavesdropping on the authentication process, and 
forging Message 1 (ANonce) of the 4-way handshake 
between AP and Client (see Figure 7).  This particular 
attack is carried out during the authentication process 
between AP and Client.  When the AP has sent Message 1 
to the Client, the Client must generate the PTK, which 
leaves a window of opportunity for the Adversary to re-rend 
a forged Message 1.  If the Message 1 is sent in time before 
the Client is able to reply to the AP with Message 2, the 
Client is forced to generate a new PTK.  Repeated Forged 
Message 1’s during the re-authentication process will cause 
DoS. This will always keep the Client in the Authenticating 



state, and if the PTKs are saved it could cause memory 
exhaustion [8]. 

4.3 Spoofing Deauthentication Frames   
Deauthentication attacks caused by frame spoofing have 
been around since 802.11i, whereby an adversary is able to 
send spoofed Deauthentication frames which force the 
connection between AP and Client to terminate, and reset.  
In 802.11w, this is still an issue, since after Message 1 of 
the four-way handshake the generation of the PTKSA 
causes a delay.  During the security association phase, the 
Client is vulnerable to a spoofed Deauthentication frame 
sent by an attacker, which forces the connection to 
terminate.  Deauthentication attacks can occur as one frame,  
or repeated bombardments of frames all of which cause 
DoS. 
 

 
Fig. 8. Deauthentication Attack 

 
    There are well known software based tools to conduct the 
Deauthentication attacks. The Aircrack-ng suite of Python 
tools allows wireless network engineers to audit wireless 
networks, and test their integrity under various software 
based attacks [13].  It allows for password cracking, frame 
spoofing, and other useful tools.  The software is free, and 
the attack is quite easy to perform. The flow of the attack 
for deauthenticating a client goes as follows: 

1. Load airckark-ng suite on a host capable of packet 
injection. 

2. Sniff the wireless traffic for Clients connected to 
APs 

3. Send Deauthentication requests to all connected 
stations 

4. Repeat from two until no Client is left connected 
(loop) 

    These steps are a rather crude approximation to the 
attack, however this illustrates the ease at which the attack 
is conducted.  As part of this survey, the Aircrack-ng suite 
was used to create a Deauthentication daemon to do an 
informal Deauthentication experiment for creating a 
persistent DoS on a network. The above steps were 
performed by creating a Python wrapper to manage the 
various calls to the Aircrack-ng tools, put into a loop, and 
run continuously.  It is important to mention that the test lab 

was not conforming to 802.11w, however, this experiment 
was worth trying since it was doable, and as is, a threat to 
802.11w in the same format. 

    The results are quite interesting because the attack is very 
easy.  With one Client to deauthenticate, the Adversary has 
a very easy job; however with two or more Clients, a single 
adversary has to do more work.  During the time it takes the 
Adversary to deauthenticate a Client, any previously 
deauthenticated Client has time to recover from termination 
and re-connect. Increasing the number of clients makes it 
even more difficult for an Adversary to keep all Clients 
offline.   

    The above scenario leads to a natural control for 
Deauthentication vulnerabilities: a large Client base, and 
many access points.  Unless an attacker knows the MAC 
station address of a single victim to single out, it will be 
difficult to keep all Clients from having service in this 
manner.  A University wireless network infrastructure has 
many access points any Client can connect to, not to 
mention that these Aps have a very large client base.  It is 
infeasible for a single attacker to try and launch a DoS to a 
generalized cluster of clients on such a network.  
Deauthentication with more than one packet injection 
capable NIC would make the attacker’s job easier, and if an 
entire group of machines with this hardware combine their 
capabilities, a small or medium sized network would be 
vulnerable to DoS.  This survey doesn’t take the experiment 
much farther that this short discussion, however it would be 
worth the time and effort to conduct an “integrity audit” in a 
more formalized fashion. 

4.4 RTS/CTS NAV Attack 
To avoid frame collisions between nodes on a network, the 
802.11 Request-to-Send (RTS), Clear-to-Send (CTS) 
scheme was developed for traffic management. RTS and 
CTS (and other control packets mentioned earlier) are used 
in the protocol so that only one node is transmitting at a 
time (see Figure 8).  A Node requesting to send data to 
another Node must wait for a CTS frame with the Network 
Allocation Vector clock set to the wait time. This wait time 
can be exploited with the NAV field set to a large or 
maximum value.  

    Since control frames are un-encrypted, an adversary can 
forge any of the control frames to increase the value of the 
NAV clock [1,5]. If an adversary intervenes with the 
exchange, sending a spoofed CTS frame with the NAV set 
to a large value, the request requesting Node must now wait 
to send any data until the NAV clock fully counts down. 
This causes all Nodes communicating to wait for data to be 
sent, or the countdown to finish.  Repeatedly sending 
spoofed control frames can cause DoS very quickly, and 
consume resources on the Network. An AP can crash from 
too many false control packets being sent. 
 



 

 
Fig 8. Forged control frame attack. 

 

 
Fig. 9. SA Query Manipulation Attack. 

 

4.5 SA Query Manipulation 
The SA Query procedure can be exploited due to 
the vulnerabilities in the frame and timeout NAV fields. 
This can be exploited with both Virtual and RF NAV 
Jamming [1,3,10,11]. An associated AP and Client 
normally exchange and Decrypt frames with a common 
PTKSA with a known Time Information Element (TIE). An 
attacker can forge an Association Request to the AP on 
behalf of the Client. The AP responds with a rejection 
to the request as if it came from the Client. Since the 
communication is unencrypted an adversary can get the 
clock time and use this to forge an SA request before the 
Client has decrypted and replied to the AP. The forged SA 
request contains a NAV time larger than the SA connection 
will stay alive.  Consequently, since the AP is only going to 

wait for the original NAV time the connection will reset 
with the security association released. The security 
association is used to decrypt the communication after the 
NAV clock runs out, and the Client sends a validation 
response to the original SA request. The AP is unable to 
decrypt the frames from the client since the security 
association is released. In response to this failure, the AP 
sends a Deauthentication request in plain text to the Client. 
Since the security association is still alive in the Client the 
Deauthentication is ignored, since plain text requests will 
be ignored and without a validated response. This creates a 
deadlock condition where the AP and Client remain in a 
state unable to complete synchronized communication, and 
unable to dissociate. 

    RF Jamming can also be used to produce similar DoS 
results during SA Query manipulation.  The unencrypted 
association response frames contain the NAV time value an 
adversary can use as the minimum amount of time to 
perform Jamming.  In doing so, the security association will 
time out creating the same deadlock conditions as with the 
virtual Jamming discussed earlier. 

4.6 Association Starvation 
Unencrypted association request and response frames allow 
for an adversary’s forging of association and re-association 
frames whenever there is a new connection or reconnection.  
Anytime a Client sends an association request to an AP, it 
must wait for a response frame containing a Time 
Information Element value given by the AP. Since the 
Client must wait for the TIE clock value to run down before 
trying to re-associate. An adversary can use the delay 
involved in the SA query process to inject continuous 
forged responses which forces the Client to not try and 
associate with the AP, creating an effective DoS. 

5. CONTROLS 
The previous vulnerabilities and attacks show that the main 
source of vulnerability leading to DoS in 802.11w is from 
the lack of secured management and control frames during 
authentication and re-association, including frames shared 
during early authentication phases. 

5.1 Secure Control Packets (SCP)  
Secure control packets are devised to protect RTS, CTS, 
ACK, CF-End, and CF-End-ACK frames.  These are 
encrypted packets which could help protect against NAV 
Virtual jamming attacks, or any attack of which the TIE and 
clock values can be exploited. Malekzadeh et. al. [5,7] 
modeled a current 802.11(w) system, and created a Secure 
Control Packet (SCP) modeled as SCP-O using HMAC-
SHA1 authentication (hmac-O). Also, was created a 
modified SCP model as SCP-M using a modified 
authentication algorithm (hmac-M).  The goal was to launch 
DoS via control frame spoofing, then do performance tests 
on the network during the attack. Results were compared  



 
Fig 10. Base Secure Control Packet Model 

 

 
Fig. 11. SCM Model Replay Prevention Mechanism. 

 

and both SCP-O and SCP-M thwarted attacks, and SCP-M 
enabled better network performance. 

“SCP Model Overview” 

The main parts of the SCP model include an encryption key 
derivation algorithm (KDA).  This is a one-way hash of the 
main shared key between Nodes, which is larger and more 
complicated than the original insecure shared key.  Once a 
secure hash has been generated, special SCP packet fields 
are generated. 

    A time field (TS) is used to hold the creation time of the 
SCP so a packet’s age is known. An authenticator 
validation field (AF) is attached to the SCP after the TS 
field, and is used for validating the originator of the SCP. 
When the fields of the SCP have been set, a replay 
preventing mechanism is added to verify maximum age 
limits to SCPs. 

    Replay is prevented using a scheme where Request-
toSend, and Clear-to-Send (RTS/CTS) frames are validated 
for age limits. Included in the check are ACK  

 
Fig. 12. SCP Key generation using two salted keys. 

 

acknowledgment frames.  If an adversary is able to forge an 
SCP packet, then the TS fields can be utilized to verify the 
age of the SCP during various phases of the RTS/CTS 
communication. Each phase using RTS,CTS,ACK, and CF 
frames have a unique time associated with them. Once a 
recipient has an SCP, its timeout value is checked with 
consideration of actual clock time.  A fresh SCP will be 
accepted and replied to, while an aged one will be 
discarded and ignored. 

“SCP Encryption” 

The Key Derivation Algorithm included hashing of SCPs is 
using the original shared key, and two cryptographic salts  
for making the encryption stronger by lengthening the main 
key before the actual hash.  The process starts with 
concatenating the original shared key with a salted SSID 
network name to get Cryptsalt 1.  A second salted MAC 
address BSSID is used to get Cryptsalt 2. These are both 



used in the procedures for generating a final key (FK) (see 
Figure 12).  

 In the FK generation phase, the original salted key is used; 
first with XOR to pad 1, and a concatenation with Cryptsalt 
2. The concatenation is used in the first round of Hmac 
algorithm (explained later). Second, an XOR with pad 0 
and the original salted key, which a round of the results of 
the previous Hmac and concatenated key. In the research 
for this method, two final keys are made, FK-O, and FK-M 
for original and modified.  The FK-M is different from FK-
O in that it only used the first round of Hmac, which 
provides security and is faster. 

    In order to create SCP packets and communicate between 
nodes using them each step in the communication must 
undergo a three step phase, namely, Generation by the 
sender, Transmission, and Verification by the receiver. 

    The Generation phase comes up with a TS packet value 
using creation time of the packet. It is then concatenated 
with duration time, and receiver address, being fed into the 
Hmac algorithm, along with the Final Key (FK) described 
above.  The results of the algorithm create an authenticator 
AF field.  The control packet is appended with the TS and 
AF before transmission. 

    The Transmission phase is the same as usual, however 
the packets being transmitted are secure.  In the final 
Verification phase the age of the packet is checked.  If the 
age is good then the next phase is to check the 
authentication of the packet.  The TS field is concatenated 
with the Duration and receiver address, then fed to the 
Hmac algorithm along with the final Key (FK).  This 
creates a receiver’s AF field value which can be checked 
against the sender’s.  If the values match, then packet is 
validated and the receiver accepts the packet. 

    Applying the SCP model to the MAC layer gives good 
defense to RTS/CTS packet forgery and replays.  The 
performance is a slight decrease under normal operation, 
however during attacks, DoS is prevented causing a 100% 
increase in performance.  

5.2 Temporary Safe Tunnels 
Exploiting the authentication phase between Nodes is fairly 
easy and popular with forging association requests, message 
1 of the four-way-handshake, or interrupting the process of 
authenticating.  To remedy this and secure the 
authentication phase before it is complete, Temporary-Safe-
Tunnels (TST) were devised by [7]. 

    With TST, the entire handshake is protected, making the 
management frames secure, and preventing MAC spoofing, 
replay, and possible DoS. TSTs protects against spoofed 
deauthentication frames during the handshake, and even 
keeps the attacker from performing dictionary attack on the 
PSK.  Also, even if WPA-PSK is of low integrity, this  
 

 
Fig. 13. Temporary Safe Tunnel (TST) set-up using a three-
way handshake. TSTK-0 on the client becomes TSTK-1, or 
TSTE from the AP. 
 

prevents, the attacker from forging Message1, or starting a 
replay attack [7].  

 

“TST Generation” 

The lifetime of a TST is temporary since it only lasts while 
the handshake is complete, with the 802.11 network 
operating as normal before. Figure 13 shows the procedure 
for setting up the TST using a three-wway handshake 
between Client and AP.  To begin, an initiating Node is 
assumed to have created a public and private key.  The AP, 
sends Message 1 (M1) as its public key AP-Kpub. The 
Client, using a one-time-pad devises an initial Temporary 
Safe Tunnel Key, TSTK-0, and encrypts it with the AP- 
Kpub. 

    Message 2 is sent to the AP as the encrypted TSTK-0.  
Upon receipt, the AP decrypts with its own private key,  
AP-Kpriv to obtain TSTK-0.  Then using the MAC from 
the Client’s packet header and a new one-time-pad, the AP 
creates a new TSTK-1.  An Integrity Check Value (ICV) is 
generated by the AP which is then combined with the 
TSTK-1. 

    Message 3 is generated by the AP by encrypting with the 
TSTK-0, a compound message {ICV, TSTK-1} to transmit 
the new TSTK to the Client. The Client then decrypts 
Message 3 with TSTK-0, and receives an ICV and TSTK-1.  
Upon verification of integrity, the Client’s TSTK is 
replaced with TSTK-1, and the TST is established with a 
securely exchanged TSTK. In further description, this 
TSTK-1 is known as the Temporary Safe Tunnel Entity  



 
Fig. 14. TST protected authentication four-way-handshake. 

 
which was created with information about the Sender MAC 
and previous TSTK.  
 
“TST Communication” 
With a TST established, the AP and Client can begin the 
actual authentication phase using the TSTE.   The 
communication requires that every packet be transmitted 
with a new TSTK, ensuring that no forged packets 
interrupting the authentication phase is possible since the 
TST was established. Figure 14 shows the secured 
authentication procedure using TST. 

    The AP starts by sending a protected Message 1 of the 
authentication 4-way handshake, encrypted by the original 
TSTE created by the TST.  The Client decrypts this 
message using the TSTE and generates a new TSTK-1.  A 
protected four-way handshake Message 2 is then sent 
encrypted by the TSTE containing a message with the new 
TSTK-1. The AP then decrypts this message, verifies the 
integrity and MAC, then generates a new TSTK-2.   

    A protected Message 3 of the four-way handshake is then 
sent encrypted with TSRK-1, containing TSTK-2.  The 
Client decrypts this message, generates a new TSTK-3, and 
sends a protected Message 4 ACK to the AP.  The AP then 

receives and decrypts this message, and upon success the 
TST is no longer required. All TST Keys are forgotten. 

    If at any point timeouts occur due to delays, or timeout of 
packet duration, the TST is voided and the procedure must 
begin again to generate a new TST and begin the 
authentication afterwards.  The TST guards against forged 
authentication Messages, including clock values which 
cause deadlock conditions for lost key state. Furthermore, 
the TST creates a safe way to authenticate, preventing 
eavesdropping from adversaries inside and outside the 
network since the communication between nodes is unique 
to only those nodes during the process. 

5.3 Deadlock Detection 
The earlier techniques protect the management and control 
frames with encryption, and work in situations where Nodes 
have enough resources to do the encryption.  However, 
small devices are not always capable of the processing 
requirements due to limited battery capacity.  While TST 
tries to create a safe way to authenticate, not all frames 
before this are protected, and cannot conceivably be for 
small efficient devices.  There [4] released a method for 
detecting deadlock before it becomes a problem.  In this 
research, modeling was initially used to perform various 
DoS attacks based on timeout and lost key state.  When 
found, the model was tuned to find a more efficient attack, 
with no results. However later, it was tuned to find a less 
efficient attack, finding previously known DoS.  Using this 
methodology, the model was tested for deadlocks, and they 
found new 802.11i deadlock vulnerability mentioned earlier 
in Section 3.5. The result of their modeling created a way to 
test for deadlock before they become too much of a 
problem. 

    While the vulnerability is not 802.11w specific per-se, 
the method for detection of deadlock is worthwhile and can 
be used even in the newer amendments. Since DoS can be 
caused by Nodes not reaching their final communication 
states (i.e. deadlock, timeout), detecting whether ot not the 
Nodes have reached the expected state is enough for 
detection.   

6. CONCLUSION 
This paper has discussed 802.11w security, including 
vulnerabilities, attackers and attacks, and ways of 
overcoming these threats.  The authentication phase, 
unprotected control frames, key states, and deadlock risk 
are considered by the research surveyed in here to create 
new methods for mitigating the risk of DoS.  While proven 
to be effective under specific circumstances, not one of the 
current methods presented here comes up with a way to 
fully secure and patch 802.11w vulnerabilities.  The main 
reason this is difficult is that there are too many devices in 
the world already deployed and in service using the current 
insecure standards.  The hardware limits the amount of 
resources available to encryption, and the sheer work 



involved with changing out the world wide web and 
network devices is more than doable in any short time. 
This paper achieved it goal of presenting the DoS risk as 
still a threat under 802.11w standards, and outlined the 
latest methods which provide good security.  A combination 
of these methods would be in order in the following way:  
the deadlock detection strategy is a good way to discover 
deadlocks before they become a problem.  Combining this 
with Temporary Safe Tunnels (TST), and Secure Control 
Packets (SCP), forged messages, authentication 
interruptions, and even deadlock conditions can be 
mitigated.  
    The work surveyed in this paper is constrained by 
looking at 802.11w’s most pertinent vulnerabilities and 
attacks.  As more research is being done to mitigate the 
threats, there is not much the average home network owner 
can do to catch up to 802.11w and mitigate the threats using 
these controls presenter herein--unless the consumer 
technology changes to support more secure environments.   
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