See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/309414276

Blockchain for Recordkeeping; Help or Hype?

Technical Report - October 2016
DOI: 10.13140/RG.2.2.28447.56488

CITATIONS READS
2 1,882
1 author:

f' Victoria Lemieux

£=

\’} University of British Columbia - Vancouver
47 PUBLICATIONS 151 CITATIONS

SEE PROFILE

Some of the authors of this publication are also working on these related projects:

riet  Blockchain technology for record keeping: Help or Hype? View project

roect  COmputational Archival Science View project

All content following this page was uploaded by Victoria Lemieux on 25 October 2016.

The user has requested enhancement of the downloaded file.

ResearchGate


https://www.researchgate.net/publication/309414276_Blockchain_for_Recordkeeping_Help_or_Hype?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/309414276_Blockchain_for_Recordkeeping_Help_or_Hype?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/Blockchain-technology-for-record-keeping-Help-or-Hype?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/project/Computational-Archival-Science?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Victoria_Lemieux?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Victoria_Lemieux?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/University_of_British_Columbia-Vancouver?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Victoria_Lemieux?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Victoria_Lemieux?enrichId=rgreq-da509b0441773fb44f7e364f8d562d74-XXX&enrichSource=Y292ZXJQYWdlOzMwOTQxNDI3NjtBUzo0MjEwNTY5NjQ3NzU5MzZAMTQ3NzM5OTIxMTM4MQ%3D%3D&el=1_x_10&_esc=publicationCoverPdf

Blockchain
Technology for
Recordkeeping

Volume 1: Report

I * Social Sciences and Humanities Conseil de recherches en C dl*l
Research Council of Canada sciences humaines du Canada ana a.

This research was supported by the Social Sciences and Humanities Research Council of Canada



Blockchain Technology for
Recordkeeping

Acknowledgements

This project was supported by funding from Social Sciences and Humanities Research Council of Canada.
Completion of this project would not have been possible without the contributions of the student research
assistants of the University of British Columbia—I| am very grateful to each and every one of them.

| would like to thank Darra Hofman, doctoral student in archival science, who conducted reviews of
literature and other sources; confributed to the development of a thematic synthesis to identify the recurring
themes or issues from the literature review; assisted in the drafting of this report, and fravelled to Ottawa fo
represent our team at the meeting of the Knowledge Synthesis Grant holders.

| would also like to thank Mark Penney, graduate student in archival science; Jessica Tung and Victor
Liang, graduate students in the archival science and library and information science dual programme; Steve
Thompson, graduate student in library and information science, who contributed in various ways to the
research and drafting of this report, as well as assisting with dissemination; and Vikas Singh, graduate student in
management information systems at UBC's Sauder Business School.

Finally, 1 would like fo acknowledge the valuable input received from Canadian and international
experts during the consultation phase of this study: Kuldar Aas; Jason Baron; Nicolas Connizzo; Luciana Duranti;
Barbara Endicott-Popovsky; David Fricker; Natasha Khramtsovsky; Richard Marciano; John McDonald; Chris
Prom; Hrvoje Stancic; Mats Stengdrd; Peter van Garderen; Ethan Wilding; Angela Walch. Their collective
intelligence strengthened this report immeasurably. Any errors or omissions, of course, remain the sole
responsibility of the principal investigator.



Blockchain Technology for
Recordkeeping

Table of Contents — Volume 1

ACKNOWIEAGEMENES.........eeeeeecccreeectrrreeet e re e e e e e eeeeessasseseeeeeeeeeasssssssssssnsesessssssssnnnssnssesasans 2
KOY MESSUGES....ciiiiiereeuiieeieeeeitteetettueeeeeeeeetesessssssssseeseessssssssssssssssseessssssssssssssssssesssssssnssnsssssseessssssssnnns 4
EXECUNVE SUMMIAIY .......eeeeeeeeeeeeeeeeeeeeeeereeeeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeesseesessseeseeeseesessessseens 5
(0014 ] (=)« OO 6
(277 o] [Ted e | i e o - S0 EEEUPTPPPPPPN 8
J- o] o] (e T [ 1 ISR TP T O UPP P PPPPRTRRPRt 9
RESUIS ... e e e e e e e e e e e e e e e e eeeeeeseeeeeeeesesasssesssssssssssesessssssssesssessssasassesaasassans 10
Blockchain technology as a recordkeeping technology .......ccccccviiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeen, 10
The Blockchain “Ie@CRNOSCAPE ... e e e e e e e e e e e e e e e e eeeees 10
Registration of HiHe 10 ASSELs ... e 12
NOTANZATION....ccc ittt e e e s e s rssreee e e e esesssssssnneaeessssssssssssnssessssessssnnnnnn 12
[DTTe]) o] I3 Te g Lo (1] (=3 Nuu Rt 12

[ ("0 Toa VAN o (03 (=Y ox ( Lo o [0SRt 13

[ (eXVZ=Y s TeT o Tad = | (o Lod 11 '« 1SRt 13
SIMNAN CONIIACTS... e eee e e e ee s e e s e s s s e s s ssssssssssssssnnes 14
Blockchain innovators’ awareness of archival science...........ccccccevviiiiiiiiiiiiiiiiiiiiiiiieeeieeeeeeeeen, 16
Blockchain records as [egal @VIAENCe......... i e e e e e 18
Blockchain recordkeeping and financial stability ..., 19
BIOCKCRAIN STANAAIAS ...ttt crrrreee e e e e s e s s ssesnnseeeeeeessssssssnnnaasssesssssssnsnneneaees 20

Ry (e} (X1l (3101 (Yo [ IS 21
KNowledge SHENGINS ....... .t reereene e eee e e e e e eeeessass s s seeesssesssssssssnnssseseaans 21
KNOWIEAGE GAPS....coereiiciiiieiiiieettttcereeeeeeeeeeeeaneeeeeeeeeeesessssssssssssseesssssssssssssssssseesssssssssnsnssnnsessesens 21
AdAIONAI FTESOUICES ...ttt e ccrrreeeee e e e e e e s s s rssssseeseeessssssssssssesasessasssssnsssseessssansns 22
For Blockchain innovators and decision-makers ..., 22
FOr records ProfesSiONAIS ... e e e e e e e e e e e e e e e e e e e e e eeeeeseeeeeseens 22
Knowledge MODIIIZATION ... e e e e e e e e e e e e e e e e e e e e e e e e e e eeeseseeens 22
CONCIUSION ...ttt teeeeccccrnnreeee e e e e se s s s sssseeeeeesesssssssssssessesssssssssssssseasssesssssssssssasesssesssssssnnnes 23
References and Bibliography ... e e e e e e e e e e e e e e e e e 24

Y Y o] Y=Y o Lo [ (ot =3 TP Volume 2




Blockchain Technology for
Recordkeeping

Key Messages

1.

Blockchain technology, often described as providing a distributed and continuously growing immutable
ledger of transactions, is a recordkeeping technology, in the archival science sense of the term!, as
much as it is a value transfer technology.

Many current and proposed applications of blockchain technology aim to address recordkeeping
challenges; they offer a new form of generation use, storage and/or control of records. For example,
the blockchain aims to change the way that the authenticity of records is established from reliance on
a frusted third party to a system-based mode of establishing authenticity.

Claims associated with use of blockchain technology for recordkeeping are, in a number of cases,
overhyped. As an example, blockchain solutions that claim to provide “archival” solutions do not
actually preserve or provide for long-term accessibility of records.

There appears to be little awareness in the blockchain community of archival science (the science of
recordkeeping) theory, principles and practice, or of recordkeeping requirements and standards
derived from them. More interaction between the archival/records management and the blockchain
communities would promote greater awareness.

Despite the fact that blockchain technology is fundamentally a recordkeeping technology and there
are many new start-ups that focus on using the technology in recordkeeping applications, there is
relatively little research focused on the recordkeeping implications of this technology. Academia-
industry collaborations in the application of blockchain technology for recordkeeping are mostly
absent.

As it is a recordkeeping technology, the blockchain’s future development will benefit from the
theoretical and practical knowledge of archival science.

Blockchain technology is giving rise to new forms of records? that must be managed as legal evidence
alongside other records in order to meet business and societal purposes. This includes determining how
blockchain records will be dealt with under Canada'’s law of evidence as well as how best to preserve
their long-term authenticity and accessibility as evidence.

Considerations of the impact of blockchain technology on financial stability should explore whether its
widespread use for recordkeeping could be a contagion channel.

There is growing support for the infroduction of technical standards relating to blockchain technology.
Standards focused on use of the blockchain for recordkeeping may help assure that blockchain
technologies embed existing recordkeeping solutions and requirements.

Therefore, this report recommends that interdisciplinary research be conducted that integrates the expertise of
legal, economics, archival, diplomatic, forensic, and computer and information academic researchers with
blockchain start-ups and solution providers. Specifically, such research could begin by using existing archival
science theory, principles and practice to identify, and help mitigate, risks to the long-term preservation and
accessibility of trusted records generated or stored using blockchain technology.
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Execvutive Summary

Blockchain technology, often understood as a distributed ledger that maintains a continually growing list of
publicly accessible records cryptographically secured from tampering and revisions, is perhaps best known as
the value fransfer technology underlying cryptocurrencies such as Bitcoin and Ether. However, many new
blockchain innovations seek fo capitalize, not on value fransfer, but on the technology's recordkeeping
capacity; that is, they offer a new form of records storage, use, maintenance or confrol of records. Socially
signification application areas include identity management, registration of title to property and other assefts,
certification of educational achievements, and protection of personal privacy. The blockchain, when ideally
operating, creates a persistent, immutable, and ever-growing, public ledger that can be updated (i.e., by
appending information using cryptographic digital signatures) to represent the latest state of a blockchain.4

Blockchain innovators, seeking to leverage the potential for increased transparency, permanence, and
efficiency of blockchain records envision, and in some cases, have developed, applications for payments,
clearing and settlement, securities frading, supply chain management, identity management, notarial services,
Infernet of Things, land fransfer and registration, health recordkeeping, voting, intellectual property
management and more.

At the moment, blockchain recordkeeping is highly hyped.5 This technology does have potfential, but
there are still significant questions surrounding its use for recordkeeping, such as how long-term authenfticity and
availability of blockchain records will be assured. This is a question that archival science, as the science
underpinning recordkeeping, is particularly well-placed fto assist in answering. Because most of the work on,
and conversation regarding, blockchain applications has been within the community of blockchain innovators
and enthusiasts, much of the conversation is focused on the possibilities of blockchain, with little awareness of
the risks to the long-term availability of trustworthy digital records. Furthermore, some blockchain enthusiasts
oppose a focus upon the risks due to fears of stifling innovation.

For Canadians to truly benefit from blockchain recordkeeping, those risks must be understood and, to the
extent possible, mitigated. Some of the most significant risks of blockchain recordkeeping include:

e Consumers of blockchain recordkeeping solutions will not be able to see through the hype and will
purchase solutions that disappoint or, worse, unintentionally or maliciously lead to negative
consequences such as such as loss of competitive advantage, loss of a customer base, and loss of
critical information, title to assets, or claims to certain rights.

e Blockchain innovators focused on using the technology to improve recordkeeping will wastefully
“reinvent the wheel” (i.e., develop solutions for establishing authenticity of records already well-
developed in archival science), or produce solutions that create, rather than solve, recordkeeping
problems.

e Businesses and citizens will not be able to protect their legal rights or defend against legal claims due fo
unreliable and inaccessible records created on overhyped blockchain solutions.é

e Adopters of blockchain technology may infroduce unintended sources of financial contagion via the
micropayments that are made to secure fransactions on the blockchain.

Given both the many possibilities and the potential risks of blockchain recordkeeping, a deeper understanding
is necessary.

This knowledge synthesis represents a first step towards understanding blockchain recordkeeping
beyond the hype. Because of the breadth of blockchain fechnology’s potential applications, the current state
of knowledge on a number of issues was examined, including: a) the design and operatfion of blockchain
technology; b) current developments and applications of the technology in Canada and internationally to
uncover the particularities of the Canadian “technoscape”; c) insights of archival science concerning
frustworthy recordkeeping relevant to blockchain technology; d) the results of leading edge research on digital
records, digital recordkeeping and preservation from research projects in which the principal investigator or her
collaborators are involved and the application of these results fo blockchain technology; e) the current state of
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the law of evidence in Canada in relation fo this technology; and f) standards concerning management,
security, and preservation of records relevant to the security and preservation of blockchain records.

While blockchain recordkeeping is being developed and pursued globally, our focus on Canada
revealed that the underlying conditions in Canada are particularly well-suited to leading blockchain research
and implementation. Our investigation further revealed that Canada has a vibrant, highly active blockchain
technoscape, with a diversity of start-ups and consultancies doing innovative work. Unfortunately, however, our
research also indicates that Canada is not currently capitalizing on this potential; at time of writing, little
programmatic research is being done in the area of blockchain recordkeeping, and academia-industry
partnerships have not been developed. The state of knowledge with regard to blockchain technology for
recordkeeping is largely undeveloped, with many important gaps that must be filled if Canadians are to see
the benefits of blockchain technology for recordkeeping. There also appears to be little awareness in the
blockchain community of archival science theory, principles and practice, or of recordkeeping requirements
and standards derived from them. Blockchain technology is giving rise to new forms of records, such as smart
contracts, that must be managed as evidence alongside other traditional records in order to meet business
and societal purposes. Gaps in knowledge also exist around how blockchain records should be dealt with
under Canada’s law of evidence as well as how best to preserve their long-term authenticity and accessibility
as evidence. Moreover, the implications for financial stability of ‘financializing’ (i.e., requiring finy micro-
payments for) our recordkeeping tfransactions have yet to be investigated.

There is growing support for the infroduction of fechnical standards relating to blockchain fechnology
as a spur to innovation. Standards focused on use of the blockchain for recordkeeping may help assure that
blockchain technologies embed existing recordkeeping solutions and requirements in much the same way that
earlier standards outlining functional requirements for electronic records management systems (ERMS) ensured
that these systems supported effective recordkeeping. Yet, before effective standards can be developed in
the area of blockchain recordkeeping, work must be done to close the knowledge gaps relating to, in
particular, long-term authenticity and accessibility of blockchain records and recordkeeping systems.

The potential of blockchain fechnology is great. The blockchain community is developing seemingly
endless creative business applications supported by recordkeeping functionality. As ideally imagined,
blockchain recordkeeping could increase fransparency, protect privacy, improve efficiency, and even help
guard against obsolescence. However, there remains much fo be learned and understood before such an
ideal can be reached. Recordkeeping risks must be investigated and mitigated. The wisdom and knowledge of
other disciplines, including archival science, should be brought to bear in the development of blockchain
solutions reliant upon and/or supporfing recordkeeping. And records professionals must work with the
blockchain community to be prepared to adequately care for the new types of records that blockchain
technology will bring within their purview and connect legacy systems fo blockchain recordkeeping solutions.
This report reveals that Canada is uniquely situated to benefit from and capitalize upon blockchain technology
for recordkeeping, but only if we look beyond the hype, seize the opportunity and fill the knowledge gaps.

Context

The digital age has seen enormous change in how we create, communicate and keep recorded information.
In the past twenty years, new information and communications technologies (ICTs), such as the Internet, have
given us email, web confent, social media, and the Cloud. The impact of these technologies, both positive and
negative, has been far reaching, not least in how we understand what records are, and manage and preserve
them in their new forms.”

Recently, another ICT innovation - blockchain tfechnology — has dominated discussion of technological
innovation. There is as yet no universally agreed definition of blockchain technology, but it is often described as
a distributed ledger that maintains a confinually growing list of publicly accessible records cryptographical
secured from tfampering and revision.8 The blockchain’s key technical features include:

e Tracking of transition from one state to another, e.g., the ownership status of digital currency.?
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¢ Adistributed operating model, comprised of computers, called “nodes”, in the network that arrive at an
agreement about the validity of transactions (i.e., a distributed "“consensus mechanism™).10

e Use of cryptographic hashes in the processing of fransactions, which enables fransparency without
exposing content.

e Packaging of fransactions into blocks (from which comes the name "blockchain”) chained in
chronological order and distributed across every full node.!

e More controversially, a cryptographic token like Bitcoin or Ether that represents actual value and is
intfegral to incentivizing miners to participate in validating transactions and/or that is used to represent
an asset.!2

The blockchain is believed to create a persistent, immutable, and ever-growing, public ledger that can be
updated (i.e., by appending information using cryptographic digital signatures) fo represent the latest state of
a blockchain.!3 Those who are new to the concept of the blockchain will find more information about how the
blockchain operates in the “Additional Resources” section of this report.!

Although the above bullets comprise the key features of blockchain tfechnology, there are non-trivial
variations among blockchain platforms (e.g., Bitcoin, Ethereum, Ripple, Litecoin, Hyperledger and others).
These include underlying code, use of tokens, consensus mechanisms, whether permissionless or permissioned!4,
whether public or private, and application layers. This makes any generalizations about the technology a
challenging proposition. This variety is fo be expected of a technology that is still so new, however.

Since the launch of Bitcoin in 2009, which introduced the archetypal blockchain, innovation and
investment in this fechnology has moved at a rapid pace.!® According to the Tapscoftts, “In 2014 and 2015
alone, more than $1 billion of venture capital flooded into the emerging blockchain ecosystem, and the rate of
investment is almost doubling annually.”16

Actual and proposed applications for blockchain technology are wide ranging, encompassing
cryptocurrency, payment systems, clearing and seftlement, securities trading, supply chain management,
identity management, notarial services, the Internet of Things, land fransfer and registration, health
recordkeeping, voting, intellectual property management, and beyond. To illustrate, Volume 2, Appendix C
provides examples of the wide range of companies working on or offering blockchain-based technologies and
services. Some sources see no limit fo the uses to which blockchain fechnology can be put to help solve
societal and business problems. There are even predictions that the impact of this technology will be as far
reaching as the Internet.!”

While blockchain technology does seem poised to be transformative in many respects, much of the
discussion about its application encountered at the start of this study (May 2016) was quite uncritical.’® The
relative absence of critical reflection, especially in regard to establishing long-term authenticity of digital
records as evidence of transactions, may have been due to a focus on innovation, and a desire to avoid
stifing a fledgling technology with enormous potential. Over the course of the study, however, more critical
reflection on the potential of the blockchain has emerged. Some observers have asked what problem the
blockchain will solve, and whether it is a solution in search of a problem.!'” Others have raised questions about
governance of the blockchain, challenging the notion that it is fruly decentralized and calling for recognition of
blockchain developers/miners as fiduciaries.?0 And, following the DAO exploit on the Ethereum blockchain in
June of 20162 and the Hong-Kong Bitfinex Bitcoin exchange security breach in August of 2016, 22 there has
been greater critical reflection on blockchain security, information assurance, and risk management.23 For
example, the Ethereum hard fork has raised questions about whether blockchains are truly immutable and free
from external interference, while the amalgamation of mining power in the Bitcoin network raises concerns
about the potential for attacks and manipulation of the historical blockchain record. These critical reflections
provide evidence of a maturing of the fechnology and its developers, as blockchain is put to the test.
Nevertheless, critical commentators online have received strong negative feedback from a blockchain
technology "“fan base”.24

With some uses of blockchain fechnology reaching higher levels of maturity and implementation, now is

' Volume 2, Appendix H.
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the time for a thorough examination of the implications of this technology. Any new technology has the
potential to be useful. Developing a critical understanding of the nature of its utility is key to successfully
leveraging technological innovations like the blockchain for the benefit of all Canadians.

The goal of this study, therefore, was to survey existing knowledge about blockchain fechnology from as
wide a range of sources as possible to ascertain the degree to which the technology can be helpful versus
unhelpful; that is, evidence that proposed uses for blockchain are merely hype or can actually deliver on their
stated functionality. In undertaking this study, we have examined our sources through the lens of our area of
expertise, archival science, the science of recordkeeping. Other aspects of the technology and its application,
such as ifs use as a basis for various cryptocurrencies, are outside the scope of this report. In spite of this
limitation, because blockchain technology is a recordkeeping technology, as we argue in the following
section, the scope of this report remains quite broad and has far-reaching implications.

Implications

Ensuring frustworthiness and long-term availability of records is a necessary requirement in a range of different
contexts where systems of record provide critical underlying infrastructure. This is not only a problem for
traditional archives, but also for many organizations that may never have thought of themselves as performing
an archival function. This includes organizations responsible for civil registries of births, deaths and marriages,
land registries, and repositories of financial fransactions, fo offer but a few examples. In each of these cases, if
digital records are insecure or lack integrity, development or organizational objectives may be thwarted. For
example, untrustworthy civil registration entries may mean that citizens are unable to prove their identities as a
necessary precondifion of accessing social protection benefits, or that opportunities for identity fraud emerge
that undermine a country’s immigration policies and natfional security. Insecure land registries may creatfe
opportunities for bad actors to acquire properties that they are not entitled to by fraudulently entering title
fransfers. Additionally, such records are often required for long periods of time that may extend well beyond
the life span of a single database system or server. Loss or irretrievability of the records may prevent citizens
from successfully making future claims fo citizenship, land, social protection or other enfitlements. In such cases,
the inability fo secure long-term trust in records can lead to a more generalized breakdown in frust in
government, the financial sector and throughout society.

Blockchain tfechnology is meant to prevent such bad outcomes. Characterized as an immutable
distributed public ledger, blockchain is said to provide permanent, transparent and accurate records.
However, at present, a number of blockchain innovators’ claims relating fo providing long-term availability of
authentic records appear to be overhyped. For example, several companies claim that their solutions store
records on the blockchain when, in reality, they only store the records’ hash values.25 Further, most innovators
are unaware of existing theories, principles, practices and standards for recordkeeping that could inform
development of new blockchain applications. Archival theories around long-term preservation of authentic
digital records, such as those developed by the InterPARES over 30 years of research could assist blockchain
solution developers in building robust blockchain recordkeeping solutions. Recordkeepers also lack
understanding about new forms of blockchain records and the operation of blockchain-based recordkeeping
systems, which prevents them from assisting blockchain innovators in designing good systems and from
adapting this technology to solve their recordkeeping challenges. Unless steps are taken to close the
knowledge gaps, there is a risk that:

e Consumers of blockchain recordkeeping solutions will not be able to see through the hype and will
inadvertently purchase solutions that disappoint or, worse, unintentionally or maliciously create negative
consequences such as loss of competitive advantage, loss of a customer base, and loss of critical
information, fitle to assefts, or claims to certain rights.

e Blockchain innovators focused on using the technology to improve recordkeeping will wastefully
“reinvent the wheel” in a search for solufions to long-term authenticity of and access to records, and
produce solutions that create, rather than solve, recordkeeping problems, such as how fo generate
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and preserve authentic records over the long-term, for which archival science solutions already exist. In
addition, innovators usually focus on immediate business needs, whereas legal professionals, records
managers and archivists tend to be more focused on longer-term consequences, legal requirements,
preservation (including long-term) of authentic and usable evidence and information, and use of
records in legal disputes, etc.

e Businesses and citizens will not be able fo protect their legal rights or defend against legal claims due to
unreliable and inaccessible blockchain records.

e Adopters of blockchain technology may infroduce unintended sources of global financial contagion
via the micropayments needed to complete transactions on many types of blockchains.

Approach

Preparatfion of this knowledge synthesis included looking info a) the design and operation of blockchain
technology, b) current developments and applications of the technology in Canada and internationally fo
uncover the particularities of the Canadian “technoscape”; c) insights of archival science concerning
frustworthy recordkeeping relevant to blockchain technology; d) the results of leading edge research on digital
records, digital recordkeeping and preservation from research projects in which the principal investigator or her
collaborators are involved and the application of these results to blockchain technology; e) the current state of
the law of evidence in relatfion to this technology; f) and relevant standards concerning management, security
and preservation of records that bear upon the security and preservation of blockchain records. The aim was
to provide a general overview of blockchain tfechnology and its current forms, a synthesis of the current state of
knowledge, and a discussion of the economic, social, environmental, philosophical and legal implications of its
development, adoption and use through an archival science lens. Here, it is important to underscore that
archival science does not just concern preservation of historical documents, but is the science of the creation
and preservation of records as trustworthy evidence. The study proceeded in three phases: Phase 1, a literature
search and review; Phase 2, a thematic synthesis and Phase 3, final write-up and dissemination, which is
ongoing as of October 2016.

During Phasel, the student members of the research team, according to their expertise and interests,
conducted reviews of academic and other literature as well as other relevant sources, such as blogs and social
media (e.g., Twitter, Reddit, Slack, etc). Their background research papers are provided for information as
Volume 2, Appendix A of this report. In addition to gathering information from the sources used for the
preparafion of the background papers, during Phase 1, the principal investigator atftended a
W3C/Massachusetts Institute of Technology (MIT) Media Lab hosted workshop on blockchain technology and
the Web.2¢ Much useful information was gathered from reading the parficipants’ papers and interacting with
those in attendance. Following the literature search and review, the students then prepared a collective
bibliography and background papers (see Volume 2, Appendix A) at the end of the first fen weeks of the
project.

Phase 2 included conducting a thematic synthesis to identify the recurring themes or issues from the
literature review, which generated an analyfical understanding that extended beyond the conclusions of
individual researchers or sources. The principal investigator and a doctoral student under her supervision
performed the thematic synthesis using NVIVO qualitative data analysis software. The results of their individual
coding were discussed and compared, and a final list of thematic codes was derived to guide drafting of the
report. In addition to the thematic synthesis using NVIVO, Phase 2 also employed data science techniques, in
particular, visual analytics, to explore samples of Twitter data. This technique was used due to the large scale of
Twitter data to be analyzed, making use of big data analytical techniques much more effective for analysis of
this source than analysis using NVIVO. Following analysis and synthesis of sources, the principal investigator, with
the aid of a doctoral student and several Masters students, prepared the draft report, summarizing the findings.
The draft report, fogether with the student papers, which had been prepared during Phase 1, was then
circulated to collaborators for review and comment. A list of the collaborators consulted is included at Volume
2, Appendix E.
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The final phase involved revising the study report according fo the comments received from the
collaborators, and disseminating the findings according to the Knowledge Mobilization plan, including at the
SSHRC “Imagining Canada'’s Future” Fall Forum in Oftawa.

Results

Blockchain technology as a recordkeeping technology

Blockchain, which is actually an element in the bundle of technologies used in many so-called blockchain
solutions, is often described as a value fransfer fechnology, e.g., a technology used to fransfer digital money
from one person to another.2? With its origins in cryptocurrency - i.e., a form of digital money - it may not be
obvious that blockchain technology is fundamentally about recordkeeping as well. However, our synthesis of
the literature confirmed our original supposition that it is, indeed a recordkeeping technology by nature.

What do we mean by recordkeeping tfechnology? A recordkeeping system is "a set of rules governing
the storage, use, maintenance and disposition of records and/or information about records, and the fools and
mechanisms used to implement these rules.”28 Records, as defined in the International Records Management
Standard (ISO 15489-1:2016) are “information created, received and maintained as evidence and as an asset
by an organization or person, in pursuance of legal obligations or in the fransaction of business”2? and as
defined by InterPARES Trust, an international SSHRC-funded research consortium focused on the long-term
preservation of authentic electronic records are, *document[s] made or received in the course of a practical
activity as an instrument or a by-product of such activity, and set aside for action or reference.”3 As the field of
recordkeeping may be new to many readers of this report, a primer on recordkeeping ferminology and
concepftsisincluded as Volume 2, Appendix G.

Ledger entries, which record financial transactions, are well-recognized types of accounting records;
thus by extension, distributed ledgers, are a new form of ledger, and the fransactions recorded on them qualify
as new fypes of record. 3! Indeed, according fo the Tapscotts, “This new digital ledger of economic
fransactions can be programmed fo record virtually everything of value and importfance to humankind: birth
and death certificates, marriage licenses, deeds and titles of ownership, educational degrees, financial
accounts, medical procedures, insurance claims . . . that can be expressed in code.”3? Indeed, many
blockchain solution providers, organizations and governments have begun o or are planning to do just that.33 I
is notable that this list is comprised of different types of economically and socially significant records.

Though the claim in this report is that blockchain technology is a recordkeeping technology, in the
sense of existing as, generating and, to some extent, storing new forms of records, the extent to which this new
technology is capable of responding to recordkeeping requirements is open to question. As our investigations
reveal, proponents of blockchain solutions make strong claims about the frustworthiness of information
recorded in blockchains. However, from an archival science point of view, a frusted recordkeeping system
comprises "the whole of the rules that control the creation, maintenance use and disposition of the records of
the creator and provide a circumstantial probability of the authenticity of the records, and the tools and
mechanisms used to implement those rules."3 As we discuss in the sectfion on “Blockchain technology for
recordkeeping: Help or Hype?”, detailed examination reveals gaps between archival science and legal
requirements needed to establish records as frustworthy, on the one hand, and how some blockchain solutions
operate, on the other hand.

The Blockchain “technoscape’s3s

Blockchain-based applications have grown immensely since Bitcoin’s arrival, and the “technoscape” is
constantly expanding. In Volume 2, Appendix C, we provide a list of companies that we came across over the
course of our research and the areas of development on which they are concenfrating.

In ferms of geographic spread, we observed that almost half of the work on development of
blockchain-based fechnologies is being done in North America, with the rest spread out over Europe, Australia
and ofher countries.

In Canada, the blockchain technoscape is vibrant and diverse. There are, for example, several blockchain
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initiatives and start-ups:

e Royal Bank of Canada, TD Bank, BMO Financial Group, and Scotiabank are part of a consortium of
banks in a in collaboration with R3 to develop distributed ledger technologies for global financial
markets.3¢

e Bluezelle, which is creating blockchain financial products centered on the foreign exchange market.3”

e Rubix by Deloitte, which is producing blockchain enterprise solutions. Examples of what they are working
on include: deceniralized capital markets systems; peer-to-peer payments; and health data
management. This feam is also building an alternative asset management blockchain solution in
collaboration with New York communications firm Estey-Hoover.38

e Blockstream, which creates sidechains that connect to other asset types and interoperates with
bitcoin.s?

e Cryptiv, which is pursuing blockchain for enterprise digital assets. 40

Some Canadian organizations offer blockchain consultancy services. These include:

e decenftral, that offers a wide variety of potential consulting services related to blockchain. Notably, its
consultants include Anthony Di lorio, a well known player in the Canadian blockchain scene and a one-
time head of the Bitcoin Alliance of Canada.4!

e Quadriga Fintech Solutions is opening the "Blockchain Innovatfion Lab" in Vancouver.42 This is a
partnership with Christine Duhaime, a Canadian lawyer and founder of the Digital Finance Institute,
which aims to “address issues in respect of the nexus between financial innovation, digital finance
policy and regulation, financial inclusion and women in financial technology.” 4 Duhaime’s firm,
Duhaime Law, also offers information and presumably services related to the blockchain.44

e Ledger Labsis a Toronto-based blockchain consultancy that offers strategy, development, security, and
tfraining services.4> Of note is Vitalik Buterin, the developer of the Ethereum blockchain, is a co-founder
of this company.

e Velocity is a project that creates a distributed autonomous derivatives market place with Ethereum.4é

e BitAccess has been commercializing blockchain technologies since 2013 by enabling Canadians to buy
Bitcoins at 6,000 locations across Canada and developing next generation smart-contracts.4”

e Privacy Shell, advised by Ethan Wilding, co-founder of Ledger Labs, focuses on building blockchain
solutions for privacy, security and quality of data.48

Bitcoin, the original blockchain, and Ethereum are the preferred platforms for the development of blockchain
applications, but a number of companies are also developing their own versions of the blockchain, including
permissioned/private platforms (e.g.. Ripple) for specific purposes, especially within the financial services
industry. Over the course of this study, we observed a shift in focus from the notion of having one “canonical”
blockchain fo the idea of having many “fit for purpose” blockchains.

A key take away from our survey of blockchain innovation is that currently, in Canada and elsewhere,
the focus of development is on business applications of the blockchain that rely upon some form of
recordkeeping, rather than on its use in digital currencies. However, it is difficult to separate the two functions
since recordkeeping on the blockchain often relies on using an underlying digital currency for purposes of
validating fransactions.4?

Indeed, use of blockchain technology for the creation of trustworthy and transparent records is
identified as a unique feature and selling point in many current and proposed applications of blockchain
technology. The discussion below uncritically explores the possibilities to provide readers with an overview of
some of the potential application areas. In addition, the list of start-ups and use cases discussed is not
exhaustive and specific companies/organizations are mentfioned only for illustrative purposes, not as
representations of “best in class” nor endorsements of their solution(s).
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Identity management

Identity records, like birth certificates, passports, drivers’ licenses and marriage certfificates, are among the most
relied upon records the average Canadian will use throughout his or her lifefime. A number of blockchain start-
ups have proposed solutions to put these records on the blockchain to ensure their integrity. With ShoCard, for
example, a user’s identity is encrypted, hashed and then the hash is written to the blockchain, where it can be
called up when needed. Users can give banks or other organizations temporary access to the private side of
this blockchain record in order to verify identity.50 As another example, Bitnation is a governance 2.0 platform
powered by blockchain technology which aims to foster a peer-to-peer voluntary governance system
unconstrained by geo-politics. Bitnation has worked out an identification solution that includes a blockchain
passport and a marriage certificate.!

Registration of title to assets

Registration of fitle to assets, particularly of land and intellectual property, has emerged as a major focal point
for blockchain technology innovation. Bitcoin mining company BitFury is working with the Georgian
government’s Natfional Agency of Public Registry (NAPR), an office of the Georgian Ministry of Justice, fo
develop a system for registering land titles using the blockchain.®2 Swedish blockchain company ChromaWay,
consulting firm Kairos Future, and telecommunications service provider Telia have been exploring the use of
blockchain technology for land registration in Sweden.®3 A new pilot project in West Africa, called Bitland, led
by Craig Wright, an Australian entrepreneur from Sydney, is also using blockchain technology as a
decentralized land registry.54 And, Ubitquity, a US-based blockchain real estate market solution provider,
recently recorded its first property ownership transfer on the Bitcoin blockchain.ss A demonstration of how land
registration using the blockchain might work is available at this link.

Individuals and organizations adopting the blockchain also hope to offer trustworthy registration and
verification services for intellectual property. With registration of intellectual property on the blockchain, the
technology is used in a manner that is analogous to copyright registration to provide documentary proof of
creator and date of creation. Blockchain companies providing this service essentially offer users a certificate
that acts as proof that the hash of their digital asset is embedded onto the blockchain. Companies Proof of
Existence and Blocksign are only two examples among many that utilize this functionality of registration on the
blockchain.’ One of the most nofeworthy examples of this use case is that of the British singer/songwriter
Imogen Heap, who recently released a song from her new album via the blockchain, combining both
registration and licencing fees payments processing.%’

Notarization

The blockchain is also being used as a substitute for notarization services to verify the authenticity of
documents. One such e-notary service that uses the blockchain is aptly-named Virtual Notary (VN). Offering
services to “certify any factoid,” VN checks the hash of your asset, creates a record of it which can be referred
to later, and issues a cryptographically-signed certificate that attests to the factoid. You then have the option
to record the certificate itself on the Bitcoin blockchain. In November, Bitcoin Magazine covered the plans of
the Estonian government to partner with blockchain-based Governance 2.0 initiative Bitnation to offer a public
notary and identity service to Estonian e-residents based on blockchain tfechnology.s8

Digital signature

Digital signatures facilitate the signing of documents, such as confracts, online. A digital signature is a
mathematical calculation that validates and authenticates that a certain entity or person has “signed” the
exact bifstream of a document; the data cannof be changed and still keep the validity of the added
signature. It is designed to guard against the fampering and forging of an identity in digital communications.s?
It uses on asymmetric cryptography (key pairs) and, in most cases, relies on public-key infrastructure (PKI), which
uses one private key and one public key in the key pair for binding the identity of persons with public keys.
Digital signatures that use PKI also rely upon Certfificate Authorities, as a "trusted third party” that vouchsafes
the public key used in digital signatures.é0 Certificate Authorities can be compromised, however, and the
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certificates issued by them can expire, later raising questions about the authenticity of the signatures and the
records to which they have been affixed. Using blockchain, it is possible fo avoid these problems. Blockchain
technology does not rely upon Certificate Authorities, instead using a decenftralized consensus mechanism,
such as the “proof of work” (PoW) method,é to validate a record. Expiring certificates are also not an issue,
since blockchain technology operates to produce a time-ordered, validated distributed ledger that is said to
provide ongoing proof of the authenticity of a record by virtue of its immutable placement in a validated chain
of blocks. One major difference between the operation of POW in the blockchain and fraditional digital
signatures (e.g., using PKI and CAs) is that blockchains operate pseudonymously, whereas digital signatures link
the identity of a person or entity to the digital signature. Linking the identity fo the signed record or, in the case
of the blockchain, a hash of a record on chain is, in fact, of critical importance to ascertaining authenticity and
one reason why blockchain-based approaches to authenticity could face legal challenges.

As an example of how the blockchain has been used as a form of digital signature, Bitcourt has worked
with CESYT, an Argentinian college, to record proof of all their official career diplomas on Bitcoin’s blockchain.é2
The University of Nicosia has also used blockchain technology to issue certificates to students completing ifs
course on digital currency.s3 Blockchain-based careers platform APPIl, which is undergirded by the Ethereum
platform, has worked with the Open University in the UK fo build out a platform that can register and verify
sfudent academic records.t4 Finally, MIT's Media Lab has also produced a prototype blockchain solution for
certification of student records.¢5 Some archival science researchers also see potential fo use the blockchain
to overcome the problem of obsolescent digital signatures in digital preservation.s¢

Privacy Protection
The era of big data has brought with it a growing public concern about user privacy. Organizations— both
public and private-- now amass large quantities of sensitive personal information. Individuals have little or no
control over the data that is stored about them and how it is used. In recent years, public media has
repeatedly covered confroversial incidents related to invasion of privacy and data breaches.¢” A number of
start-ups propose to use blockchain technology to solve the privacy problem, particularly in the medical sector.
Graham Rhodes, the developer of MedVault, has described his blockchain application as a means of ". . .
giving the patients control over their own medical records and the decision fo make certain aspects public or
private, while still being stored in a distributed global manner."¢8

Privacy-preserving blockchain solufions can work in different ways, but for the most part they take
advantage of the fact that documents that are hashed and anchored on the blockchain are encrypted. If a
user wants to grant someone else the right to view some specific records in decrypted form, but notf all of them,
she can create a different key for each document. Another approach is to use “secret sharing” (described in
more detail here), which allows a user to encrypt a piece of data in such a way that a quorum of pre-
designated users can cooperate to decrypt the data (e.g., 5 of 9 medical professionals in a hospital must
decrypt a document).s?

Provenance tracking
The tracing of provenance-- the origins of an asset-- is another interesting recordkeeping area where
blockchain fechnology may be very helpful. Founder and CEO of Coin Sciences, Gideon Greenspan, argues
that Provenance may be one of the most feasible promises of blockchain technology: “Much has been said
about the blockchain as an ownership layer. But what exactly does that mean? It means that blockchains
represent ownership of an asset in terms of control over the data relating to that asset. In other words, only the
current owner can authenticate a fransaction that would cause that asset fo be transferred to another owner.
This is provenance expressed in protocol form.”70 Greenspan goes on to say that “Provenance is one of the
backbones of economies, whether it relates to artifacts or real estate. There has always been a need to
authenticate that a party actually owns an asset prior to any business dealing involving that asset, fo ensure
that the asset is ‘frue’ rather than stolen or faked.””!

One UK company that has been in the news in this regard is Everledger, which is using blockchain
technology fo help the insurance industry solve diamond theft and fraud. Everledger uses Bitcoin blockchain as
a platform for creating a permanent ledger for diamond certification and related fransaction history, which
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helps insurance companies, law enforcement and other interested parties to verify ownership. A multi-layered
digital fingerprint is created and imprinfed on a given diamond and also recorded on the blockchain: “[b]y
using the immutable public blockchain for holding such data Everledger aims to provide transparency around
all diamonds, [and] reveal their origin, trail of ownership, the processes they might have undergone.”72
According to some, Everledger and similar provenance use cases offer a more robust and accessible solution
than traditional paper certificates and receipts, which are more readily compromised.

The blockchain can also be used to "combine supply chain management with the Internet of Things to
tag any asset, from food to a new piece of equipment, with a smart chip that communicates its provenance,
ownership, warranfies, or special information."”3 Provenance.org is a noteworthy platform using the blockchain
to offer such services. By fracing the origins of products and providing reliable customer information for their
manufacture, Provenance hopes to resolve product fraceability issues by using distributed ledger technology
to provide information that is fraceable and verifiable. The company builds accountability for businesses, non-
profits, and communities through the digitization of certifications and recording the verified information from
awarding bodies on the blockchain.”4 "Increased information about the product's provenance" means that
even tuna can be placed on the blockchain and its chain of custody fraced from fisherman through the supply
chain and on to the consumer.7s

Smart contracts
Smart contracts are computer algorithms that embed the terms and conditions of a contract as source code
that is compiled info bytecode and injected info a blockchain. Many kinds of contractual clauses may be
made partially or fully self-executing, self-enforcing or both, in theory making contractual processes more
efficient, faster and less ambiguous. In the context of blockchain technology, smart contracts have become
very popular because the code that makes up the smart contract can be entered as part of an entry fo a
blockchain ledger, meaning third parties unknown fo each other can now enter into contractual relationships
at alow cost due to the frust that is built info the blockchain as an authenticated data structure (a special type
of database) that cannot be forged or tampered with.7¢ Ethereum was the first blockchain platform to
implement smart contracts, with Counterparty and Roofstock now also developing smart contracts for the
Bitcoin ecosystem. Smart confracts are a core capability that is being used by a number of blockchain-based
application developers as an underpinning of their solutions in use cases involving payments processing,
clearing and settlements, digital signatures, privacy profection, and fracing provenance.

The above has been an uncritical survey of some of the business uses of blockchain reliant upon
recordkeeping functionality. In the following section, we take a more critical look at some of the claims relating
to blockchain recordkeeping.

Blockchain technology for recordkeeping: Help or Hype?

The blockchain is a powerful tfechnology with the potential to help make improvements in many areas. Yeft,
there is also a good amount of hype in what blockchain solution developers claim about their applications.
Below we discuss several areas that we believe bear further investigation.

Brian Deery, Chief Scientist at Factom has claimed that “Blockchains are archival record keepers.
Permanent and transparent, they are the perfect solution for an industry-wide problem of fransmitting and
archiving critical accurate records.”’” Looking closely at a number of blockchain solutions, including Factom's
own solution, we see that they do not preserve, or archive, the records of the transactions at all. For example,
Factom only anchors hashes of transactions on the blockchain.’8 Similarly, BlockTech has claimed that their
blockchain-based distributed application, Alexandria,” . . . preserves the integrity of the historical record. It
faps into collective, on-the-ground reporting by scraping Twitter as events unfold and prevents after the fact
censorship by archiving the information on a blockchain.”?? In spite of this claim, however, BlockTech's
Alexandria application uses blockchain technology only to store and distribute magnet links; that is, links to
content on the popular peer-to-peer file-sharing protocol BitTorrent, rather than storing any actual content. &0
This is not to suggest that records cannot be stored on the blockchain. From the outset of the Bitcoin
blockchain, it has always been possible to store tiny bits of content in the space afforded for notes about a
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fransaction, similar to the space provided for a brief message in a wire fransfer.8! And, with the advent of smart
contracts we now see natively created blockchain records, which only exist on chain.

In the case of BlockTech and others who anchor only hashes on the blockchain, however, the purpose
of what is actually stored on chain i.e., the hash, is not archiving but rather to establish that the original
fransaction record is authentic. In order to establish authenticity, however, the originally hashed records must
be archived separately in a form that is unchanged and inviolate. This enables their rehashing for later
comparison with the hash stored on the blockchain for purposes of confirming authenficity. If the original
records are not preserved exactly as they were created, and hashed in exactly the same way, there is a risk
that the hashes may not match and the authenticity mechanism may fail. Note that comparison of the hash of
the original transaction records with the hash anchored on the blockchain is only the minimum requirement for
establishing authenticity of the records; it would, in addition, be necessary fo link the identity of the creator of
the original record and the identity of the hash on the blockchain back to the same person or entity, and to
frace the provenance of both the original record and the hash over time. Hashed content also cannot be
reconstifuted from its hash to enable it to serve as an archive. Hashing is a one-way function that cannot be
reverse engineered.8? Thus, claims that certain applications serve as permanent archives, as opposed to simply
storing hashes of content, can be confusing fo end users, who may think that they are purchasing an archiving
solution rather than a solution to establish records’ authenticity.83

As to claims about permanence, these are also open to question and unproven. Since the 18th century,
permanent preservation of records has been the purview of centralized institutions, known as archives, which
operate trusted repositories for preservation of material of long-term value, currently following such
international standards as ISO 14721 - Space Data and Information Transfer Systems—Open Archival
Information System (OAIS) —Reference Model.84¢ Many of these archives are government archives, established
by statute, “with reasonable expectations of contfinuing to be supported by the Parliament and citizenry to
keep records and make them available as a feature of a democratic society.”85 In contrast, blockchain
technology offers a new distributed model for preservation, premised on redundancy through decenftralization
of archival nodes. As one proponent argues, “The 28gb list of current [Bitcoin] blocks is stored in enough places
fo be around forever. What is stored in the blockchain is stored amongst thousands of machines (and their
backups) and won't disappear just because a different technology became more popular.”8 David S.
Rosenthal, engineer and developer of the LOCKSS project (LOCKSS stands for “Lots of Copies Keeps Stuff
Safe”), which is, itself, a peer-to-peer network that aims to preserve records through redundant storage, is
skeptical about the potential for blockchain permanence. He has said, “Clearly, a technology with this much
volatility is a wonderful basis for gambling — shorting Bifcoin would have been a terrific investment over the past
year had it been possible. But why would anyone think that it would make a suitable basis for any important
social function, such as elections, or long-term information storage "8’ Skeptics, like Rosenthal, argue that if a
blockchain community were to shut down, or if everyone moved on to a new fork or system, the specific
records preserved on the obsolete fork or system would no longer be preserved and, moreover, there may be
no backup archive proving the existence (or execution) of these records.s8 However, in the case of the DAO
exploit the fork contains exact records of previous transactions. The difference in the DAO is that the attacker
contfract balance was moved; all other records remained the same.8? The larger questions may be: which
version is considered legitimate and authoritative and are there risks associated with shifting preservation from
cenfralized institutional archives established by law to a market-driven, decentralized digital preservation
model as infroduced by the blockchain?2?

One of the key features of blockchain fechnology that makes it so attractive is that, as Buterin observes,
blockchain “greatly increases reliability . . . and reduces the need for frust.” 91 These claims also bear further
scrutiny in our view. In archival science theory, trustworthiness encapsulates the concepts of accuracy,
reliability and authenticity of a record. Based on what is known about these characteristics, an inference is
made about how much to frust the record in question. From this standpoint, determining frust is a matter of
making a reasoned risk assessment: if the risks fo accuracy, reliability and authenticity are low enough, it is
possible to trust the object or arfifact concerned.?2In other words, establishing frustworthiness goes beyond
reliance upon a single technical system or cryptographic mechanism of asserting authenticity.
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Accuracy points to the degree of precision and exactness of data in a record. With records stored off
chain, even if hashed on chain, there can be no automatic guarantee of accuracy arising from anchoring
such records on the blockchain, as this feature would be determined by factors outside of the blockchain
platform. For on chain records, including, for example, smart contracts, accuracy would depend upon the
operation of the software code; for example, whether the code accurately calculated payments, etc. This
may very well depend upon the quality of the code, and whether it has been subject to effective quality
controls. With the recent DAO exploit?3, there has been much discussion on this point.?4

Authenticity refers to the quality of a record that it is what it purports to be in all respects (i.e., it is a
fransaction initiated with the will and authority of a particular person or agent for the purposes intended by that
person or agent) and that it is free from tampering or corruption. Here again, the recent DAO exploit and
Bitfinex hack raise questions because the will of the originators of the smart contfracts and legitimate Bitfinex
accounts was clearly thwarted.?s Indeed, there are sfill a wide variety of security and operational risks
associated with this technology.?¢

Reliability is the trustworthiness of a record as a statement of fact and exists when a record can stand for
the fact that it is about, based on the competence of its author, the record's completeness, and the conftrols
exercised on the process of its creation.?”” Here again, there can be no automatic guarantee of reliability for
records created off chain, but hashed on chain, as factors affecting their reliability will be outside the purview
of the blockchain system. For records created on chain, reliability will depend on controls over the process of
creation -- including the quality of software code -- which to the best of our knowledge have yet to be
instituted, codified or standardized in such a new technology. That generating or anchoring a record in the
blockchain is insufficient to establish its reliability is recognized in the new Vermont blockchain legislation, which
states that “a presumption of [the authenticity of a blockchain record] does not extend to the fruthfulness,
validity, or legal status of the contents of the fact or record.”?8

In addition to being frustworthy, records must also be available for the periods of time that their creators
and society may need to refer to them. In the case of some records, such as identity documents or land ftitles,
this can be a very long time. Open questions remain about how to ensure persistent availability over time of
blockchain-based records.

In spite of a number of overhyped claims, we believe that blockchain tfechnology can have a net
positive effect if all claims are properly investigated, and any shortcomings and risks are acknowledged and
mitigated.

Blockchain innovators’ awareness of archival science

In spite of the potential utility of archival science theories, principles and practice, and various international
standards related fo trusted recordkeeping, to blockchain innovators, over the course of this study, we found
very little evidence of awareness about these in the blockchain community. Indeed, we only found one
recordkeeping blockchain solution developer, Enigio Time — a Swedish company — whose literature referenced
archival standards.??

Nevertheless, there is anecdotal evidence — based on informal conversations over the course of this
study--that developers whose solutions focus on recordkeeping see value in drawing upon archival theory,
principles, practices and standards to solve open challenges. For example, at a W3C/MIT hosted workshop on
“Blockchain and the Web,” a presentation on archival theories, principles, and standards drew attention (see
Volume 2, Appendix F, Figure 1). In particular, the concept of “archival bond” as a feature of provenance -
relating to establishing linkages among records — was new to participants and seen as potentially useful in the
linked open data/semantic web environment. Given the level of interest at the W3C/MIT workshop, we believe
that more interaction between the archival and blockchain communities would be beneficial as a means of
making blockchain developers aware of existing recordkeeping requirements and of helping archival scholars
and practitioners better understand the capabilities of the technology for recordkeeping.

The Blockchain research landscape'®
Blockchain technology is beginning to be recognized as a major research area worldwide, although Canada
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lags in dedicated programmatic blockchain research. Recognized technology hubs like the University of
Waterloo and the University of Toronto do not offer any clear informatfion on programmatic blockchain
research and do not appear to support any long term or organized research initiatives. Government agencies,
however, are conducting research on blockchain technology in Canada. Notably the Bank of Canada is
studying digital currencies and the implications these currencies could have for monetary policy and financial
stability as well as the conceptual merits of issuing electronic money.!01 Carolyn Wilkins, Deputy Governor of the
Bank of Canada, has reported that the Bank of Canada is partnering with Payments Canada, Canadian banks
and R3—which leads a consortium of financial institutions developing a private blockchain ecosystem —to test
drive distributed ledger with the aim of understanding "“the mechanics, limits and possibilities of this
fechnology.”192 The private sector fares better, and Canada is home to a small number of blockchain initiatives,
start-ups, and consultancies, as previously mentioned, conducting their own research and development,
though given that this research is privately-funded it is more difficult fo determine its status.

A handful of individuals also are currently carrying on blockchain or Bitcoin related research in Canada
outside of the umbrella of a wider project. Elizabeth Stobert, a former PhD student at Carleton University
produced one paper on Bitcoin key management!o3 before moving to ETH Zurich, which has a dedicated
project on Security and Privacy of Bitcoin.!04 At the University of Toronto iSchool, PhD student Quinn DuPont is
currently pursuing research on blockchains and distributed ledgers. This includes papers examining the
relationship of blockchain and the law!%5, and a paper examining bitcoin and crypfography.i0 Also at the
University of Toronto, father and son tfeam Donald and Alex Tapscoft have produced one of the first widely
distributed trade books on the subject entitled Blockchain Revolution. It does not appear that they undertake
academic research on the blockchain within the university yet, however. At Concordia University, Jeremy Clark
researches Bitcoin and the blockchain within the Institute for Information Systems Engineering. He spoke as an
expert before the Canadian Senate committee that investigated digital currencies.!’%” He has an extensive list
of publications that are focused on security and cryptography, and has collaborated with many of the other
researchers and institutions described in this paper. And, at Ecole de technologie Supérieure, Francios Coallier
has looked at blockchain standardization from a system engineering perspective.108

Our investigations did not uncover information about Industry-academia partnerships in Canada, aside
from some sourcing of talent from the University of Waterloo, and the Bank of Canada research. Yet, there
appears to be plenty of potential for such partnerships, whether they are via Canadian blockchain
organizations, such as Blockchain Canada, the Toronto-based Blockchain Eduction Network!0? or with start-ups
and individual blockchain innovators. We are in agreement with Carolyn Wilkins, Deputy Governor of the Bank
of Canada, that blockchain research benefits from collaboration with FinTech entrepreneurs.110

Turning fo look at other countries, ' we found that the US currently possesses the largest and most
detailed academic research projects regarding the blockchain. MIT, Cornell, Harvard, Princeton, Stanford, the
University of Maryland, and the University of California (Irvine) all had ongoing programs of research or research
projects, and there are many other individual researchers looking at specific aspects of the blockchain from
their disciplinary perspective.

With respect to research on the use of blockchain technology for recordkeeping, aside from Quinn
DuPont’s research at the University of Toronto and research led by Hrvoje Stancic!!2 at the University of Zagreb,
this survey reveals a general absence of such research. Given what archival science has to offer to the
development of blockchain fechnology, it is essential fo fill this gap.

Archival science perspective needed

As blockchain tfechnology is, atf its core, a recordkeeping technology, albeif in a new decenfralized form, it
stands to reason that future development and implementation of this technology would benefit from the
science underpinning recordkeeping, archival science. Archival science is a pure and applied discipline that
involves the “scientific study of process-bound information, both as product and as agent of human thoughts,
emotions, and activities, in ifs various contexfs.!'3 Among the aims of archival science are: capturing and fixing
records at a point in time, giving them an identfifier so that they can be retrieved in future, and preserving them
in such a way that they remain inviolate over time. This is done to ensure that the records contfinue to provide
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trustworthy evidence of the facts recorded in them, whether that evidence is needed for legal reasons,
historical research or some other purpose.

The International Research in Permanent Authentic Records in Electronic Systems (InterPARES) Projects
are major infernational research initiatives that have investigated the necessary and sufficient components of a
completfe, reliable and authentic electronic record— essential for the maintenance and preservation of
records— for the past twenty years. The InterPARES 2 Project (IP2) in particular looked at criteria for evaluating
advanced ftechnologies that were appropriate for the monitoring, maintenance and preservation of authentic
records created in electronic environments. The projects investigated trusted record-making and record-
keeping systems, maintaining that these encompass the whole of the rules that confrol the creation,
maintenance and use of records, ultimately providing circumstantial probability of the accuracy, reliability, and
authenticity of records within a system.!4 The analogous language and terminology employed by blockchain
adopters to characterize the system as frustworthy and immutable warrants a consideration of the findings of
IP2 as applied to blockchain technology as a recordkeeping system. As the findings of the InterPARES projects
constitute general principles, being based on archival science theory, they are technology neutral.

In the digital environment, there are eight fundamental components of an electronic record: medium,
the physical carrier of the content of the message; physical form, the formal attributes of the electronic record
(such as script, language and special signs) without which the record is unintelligible fo the user; infellectual
form, the formal afttributes that represent and communicate the action in which the record is involved and
involves information configuration, content articulation, and annotations; contfent, the message itself the
record is infended to convey; action, the act and infent that gives rise to the record; persons, the agents that
partficipate in the creation of the record including the author, addressee, writer, creator, and originator
(identities that are not always self-evident in electronic records); the archival bond, the complex of relatfionships
between records relating to the same action which is expressed through physical location, classification codes,
or registry numbers; and contexf, the framework of action in which the record participates (Duranti, 2002). It is
important to note that with electronic records, the content, form and medium can exist separately.

Ensuring the ability to ascertain, check, and audit frustworthy records is essential in evaluating
blockchain technology, especially since its potential is perceived as disrupting a range of industries including
data and identity management, healthcare, insurance, and peer-to-peer economies. As already discussed,
frustworthiness in archival theory encompasses the concepts of accuracy, reliability and authenticity of a
record and is intertwined with the concept of provenance. Provenance in archival science has evolved from
primarily being used in the context of arrangement of archival records to being one of the most important
concepfts in archival science. It still refers to the context of a record and is defined as the relationships between
records and the organizations or individuals that created, accumulated and/or maintained and used them in
the conduct of activity. The significance of provenance stems from its use an indicator of their frustworthiness of
records.'1s

With the rise of blockchain technology for recordkeeping, there is a need to develop the criteria against
which the trustworthiness of the blockchain can be evaluated as a technology for archival preservation. This is
an opportunity, as many cultural heritage institutions, like Library and Archives Canada, are struggling fo
preserve and provide access to records in their care over periods of not just decades but hundreds or
thousands of years. Blockchain technology could provide a basis for archiving of government records!'¢, but it
seems unlikely that it will be successful in doing so without reference to archival science.

Blockchain records as legal evidence
Law exists largely fo administer and mediate rights, providing citizens a frusted framework for asserting their
rights vis & vis one another and resolving disputes when those rights come into conflict. The existence of a legal
framework also serves fo encourage frust between citizens. “By giving legal assurances of remedies for
breaches of frust, the law makes parties more likely to be both trusting (thanks to the hedging effect of the
legal remedy) and trustworthy (to avoid sanctions). The broad category of institutional-based frust “is
dependent on legal or other actions to enforce trusting behaviour.”117

With blockchain fechnology, some argue that we have moved beyond the need for legal assurances
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and remedies to an era of “trustless” confractual arrangements.!18 Blockchain, operatfing as a “trustless” system,
brings records — including legal records — into a new paradigm, whereby rights are administered and mediated,
not by a frusted institution or third party, but by the software code of the technology.!'? However, as the DAO
exploit illustrates, soffware code is not infallible, and when operational errors occur, remedies must be sought in
tfrusted third parties. In the case of the DAO exploit, those third parties were the seven developers responsible
for the DAO and Ethereum code, and the remedy they eventually settled on was a hard fork'20 in the Ethereum
blockchain,.12! Their decision, ultimately sanctioned by a majority of the Ethereum community,!22 has raised
questions about the immutability of blockchain technology, one of its chief atfractions, and has been
challenged by a group of hard fork dissenters who have continued to operate using “Ethereum classic.”123 |t
has also raised questions about the legal status of smart contracts, and legal liability for losses arising from the
hard fork decision.24 The DAO exploit points to the fact that at least some governance arrangements for
blockchains likely will need to remain rooted in the fraditions, institutions and rule of law, since there will
inevitably be disputes that cannot be resolved by the usual blockchain consensus mechanisms, even if the
maijority of the time blockchains can run as ideally intended in a decentralized fashion and free of human
intervention. As Quinn Dupont observes, contracts “like promises . . . are made to be broken. That is to say,
contracts only really get interesting in their initial formation and in their potential for breach.”125

There is a need to understand how best to assess the frustworthiness of blockchain-based records and
determine their status in relation to Canada’s law of evidence; common law on the admissibility of evidence in
criminal and civil courts; standards for electronic records as documentary evidence!'2é; contract law; financial
regulations, and other relevant sector-specific laws bearing upon recordkeeping.!?” In addifion, when litigation
is expected, it is necessary fo conduct a search (called legal discovery) and implement legal holds in order to
preserve any relevant evidence. Questions arise about how such holds can be implemented in a blockchain
recordkeeping environment. Another question concerns how organizations, which typically dispose of records
after a fime to reduce the costs associated with storing records they no longer need, as well as to reduce their
exposure to legal discovery and hold costs, will be able to implement records destruction on immutable
blockchain infrastructure and, indeed, whether records destruction can take place at all without a major
disruption fo the immutability of a blockchain platform.12 In some cases (e.g., criminal cases), evidence may
be needed for a very long time.'?? The challenge has yet to be addressed of how to ensure that records are
preserved in an authentic form fo remain accessible over very long fime frames.!30 Do such records always
have fo reside in the blockchain or should they be moved from the blockchain environment to a separate
environment/repository2 If they remain on the blockchain, will long-term preservation needs be affected by a
limited supply of tokens213! These represent just a few of the issues requiring further investigation in relatfion to
blockchain records as legal evidence. Without greater certainty about these issues, organizations may judge
blockchain fechnology to be unhelpful or too risky, slowing its adoption.

Blockchain recordkeeping and financial stability

During this study, we examined literafure from central banking authorities, macro-prudential supervisors and
financial services self-regulating industry bodies that included discussion of the possible effects of blockchain
technology on financial stability.

On the positive side, blockchain technology has the potential fo reduce risk in the financial system in a
number of ways. The technology could increase market transparency, an absence of which conftributed fo the
2007-2008 global financial crisis.!32 It could increase price-level predictability due to the deterministic rate at
which new Bitcoins are created. 133 By eliminating the need for some fransactions to flow through trusted third
parties, blockchains could reduce concentrated risk exposures to those firms and payment infrastructures. In
addition, by improving the speed and accuracy of seftlement of trading, blockchain technology, combined
with use of smart contracts, could reduce the counterparty and operational risks that arise when financial
assets are exchanged, such as in the payment of bonds and insurance coupons, and free up collateral
currently used for hedging to be used in more productive ways.!34

Concerns about the possible effects of blockchain technology on financial stability included
operational risks—such as, trade confirmation delay'3%, collusion!3¢, cybersecurity breaches, poor code quality,
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and governance '¥—as well as currency competition, maturity transformation using a foreign currency,
exchange rate fluctuation, upward pressure on interest rates,!38 and bank runs.'3 An aspect of blockchain
technology that we did not see discussed was ifs use in recordkeeping.

There may appear to be no direct connection between the use of blockchain for recordkeeping and
financial instability, aside from those issues already considered in the literature; however, use of the blockchain
for recordkeeping bears consideration as a potential source of risk. In many current blockchain configurations,
validation of fransactions using blockchain technology relies upon payment of small amounts of digital
currency to miners for each successfully validated fransaction. Without such micro-payments, miners are not
incentivized to work on the validation of tfransactions. To be clear, other forms of recordkeeping also
requirement payment (e.g., cloud storage), but If blockchain technology is used as widely for recordkeeping as
its proponents propose, those who wish to record fransactions, such as land fransfers or tfransfers of funds, will be
obliged to pay a fee fo incentivize miners — to use Bifcoin parlance - to mine. Via this mechanism, contagion
could spread in a manner similar to other channels of contagion in the event of a shock to the financial
system.0 To illustrate, it is possible that if reliance on Bitcoin or other blockchain cryptocurrency were to
become widespread, an “exogenous shock” that significantly devalues this currency could cause miners to
drop out of validating and recording transactions because the income earned from mining would not cover
their costs. Because the exact structure of the network may not be entirely transparent to end users, they may
be unaware of the extent to which their recordkeeping, and the obligations and rights embedded in these
records, is at risk in the event of such a scenario. In this case, we may see threats to the long-term availability of
blockchain-based records. Miners may find ways to cover their costs and keep mining by raising their fees to
“rebalance” their earnings; however, this may increase the costs of anchoring transactions on the blockchain
to such an extent that originators, especially those whose currencies are weak relatfive to Bifcoin or other
cryptocurrency, may have difficulty completing the anchoring of their fransactions. This could lead to wide-
spread failure of recordkeeping systems, such as we saw previously with the failure of Lehman Brothers in 2008,
which lead to widespread confusion and lawsuits around payment obligations. We believe that this potential
blockchain-related risk scenario merits exploration.

Blockchain Standards
In April 2016, Standards Australia proposed the infroduction of international blockchain standards. In May 2016,
national standards bodies, including the Canadian National Standards Board, sought comment from
stakeholders on the proposal to create new ISO standards on blockchains. With support from several countries,
this standardization initiative will move forward with a focus on defining the standard; creating the mechanisms
to be a gateway to multiple blockchains; creating the governance framework; and having interoperability and
compatibility with existing financial standards.'! The work program envisions a suite of standards covering
terminology; process and methods; frust and interoperability; privacy and security; and establishing
authenticity.142

The European branch of the International Securities Association for Institutional Trade Communication
(ISITC) has proposed 10 blockchain benchmarks to standardize blockchain tools currently available on the
market. In putting forward the proposal, co-chair of the ISITC Blockchain DLT Working Group, Gary Wright has
said, "We won't be able to sell anything unless people understand what we're selling and what they want to
buy. It's in our interest to standardize so people will invest."143 The benchmarks include areas such as resilience,
scalability, latency, data structure, auditability, governance, legal jurisdiction, regulation and software version
control.44 Also in financial services, four of the world’s biggest banks, UBS, Deutsche Bank, Santander and BNY
Mellon, and broker ICAP have joined forces develop a standard to clear and seftle financial trades over
blockchain. 45 W3C, the global internet standards body, has shown similar interest in blockchain
standardization. In June, it co-hosted an event to explore the issue of blockchain and the Web, including
discussion of the necessity of standards.!4¢ Participants at the workshop agreed that several areas of the
blockchain were sufficiently mature as to warrant technical specifications, including Blockchain ID
Authorization; Proof and Verification; IPLD and multi-formats; and LibP2P. Various working groups have been
stfruck to begin looking in detail at each of these areas. Finally, the Linux Foundation’s Hyperledger project,
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which has attracted over 80 business members since it launched in 2015, is aiming to build an open
source distributed ledger architecture for applications, platforms, and protocols that enhance decentralized
business tfransactions.’¥” The Object Management Group's (OMG) Financial Domain Task Force has established
a Distributed Ledger Working Group which has also begun to look at developing blockchain standards. The
working group held ifs first meeting in March 2016. In subsequent meetings, the group determined its focus
would be on standards for use with “smart contfracts,” which would ideally leverage existing OMB standards
such as the Financial Industry Business Ontology (FIBO).148

Reaction to the idea of blockchain standards has not been universally positive. Writing for Bifcoin
magazine, Brian Cohen has argued that Bitcoin was already a standard, so ISO standards were not needed. In
Cohen’s view "The proposal is just one of many blockchain land grabs by legacy actors trying to stay relevant
in a world of Bifcoin governance.”¥ A blockchain developer attending a Payments Innovatfion Alliance
meeting thought standardization would come: "It will happen the way we see if in most protocols, where it
comes later, because there's a need,” he said. “Trying to do it in advance before there's a single production
network in the world other than bitcoin—irying to create a standard before we do anything else—is a
mistake." 150

Standardization in the area of blockchain recordkeeping is not envisioned as being part of any of the
proposed standardization inifiatives, though aspects of this topic may be covered in the aforementioned
initiafives. We believe, however, that a separate technical standard focused on creation and long-term
preservation of authentic blockchain records, drawing upon existing ISO archival standards as well as upon any
new blockchain standards, would be highly beneficial as it would create greater certainty for consumers and
help mitigate some of the risks to long-term preservation and accessibility of authentic records that we have
discussed in previous sections of this report. In putting forth this argument, we take instruction from the history of
the infroduction of electronic records management systems in the 1990s, spurred by legal challenges to the
admissibility of records. The first standard for these systems, US Department of Defense (DoD) 5015,15! helped the
records management software industry develop solutions to a clear set of specifications that they knew would
be acceptable to US Federal Government agencies. It has also been used in the private sector to shortlist
records management software for potential purchases, and as the starting point for such benchmarks as the
United Kingdom's Public Record Office (PRO) standard and the European Union's Model Requirements
(MoReq).152 We note that, in the case of electronic records management standards, concerns about stifling
innovation -- similar fo those now being expressed within some parts of the blockchain community -- have not
borne out over the past 20 years. Moreover, many ISO standards provide high-level principles and do not
prescribe implementation details. Such standards are possible and might be very helpful.

State of Knowledge

Knowledge Strengths

Our study indicates that knowledge about the potential fo apply blockchain technology is particularly strong
within the blockchain community. There is no shortage of creative ideas involving the use of blockchain as a
distributed public ledger to record and keep frack of fransactions. As already discussed, we encountfered
many examples of proposed or actual uses in identity management; registration of fitle to assets; notarization;
digital signatures; privacy protection; and provenance tracking.

Knowledge Gaps
On the other hand, few recordkeeping professionals know much about blockchain technology and ifs
potential application areas and use. Work needs to be done to bring these professionals up-to-speed on a
technology that has the pofential to fundamentally change the type of records they manage and preserve
and the systems and processes they use to support their work.

Creative and innovative as the many proposed uses of blockchain for recordkeeping are, we also found a
significant gap in knowledge within the blockchain community about archival theories, principles, practices
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and standards relating to the creation, management and preservation of authentic records. Since blockchain-
based recordkeeping generates new kinds of records, and new challenges for the management of such
records throughout their life cycle, a failure fo address this knowledge gap could lead, at best, to a wasteful
“reinvention of the wheel” and, at worst, to unintended consequences that create new risks.

Blockchain technology could lead to many changes in recordkeeping, including “financialization” of
recordkeeping, referring to the requirement to pay blockchain miners to work on validating fransactions; higher
levels of decenfralization in record creation and keeping than ever before, i.e., records and recordkeeping are
distributed across many different systems and locations; distributed consensus mode of establishing trust, which
differs from the traditional approach of relying on trusted third parties; and In some contexts, separation of the
digital signature from originating records (and, in some cases, recordkeeping systems) for records stored off
chain. There are, no doubft, other differences, but given the present state of our knowledge, we simply have
not identified these as yet.

The implications of these differences also are not well understood and raise many new questions: Does
financialization of recordkeeping increase the risk of financial instability? Does the editable blockchain actually
undermine its fundamental idea of the blockchain? How would long-term digital preservation of frusted records
work in a decentralized recordkeeping ecosystem like the blockchain? How can the different components of
blockchain records be reassembled to provide long-term accesse What are the implications of relying on smart
confracts as documentary evidence in legal proceedings? How can legal requirements embedded in
Canadian privacy laws for deletion of personal information be implemented when the information is stored on
an immutable ledger? Further research is required to seek answers to questions about the implications of using
blockchain fechnology for recordkeeping.

Additional resources

For Blockchain innovators and decision-makers
See the primer on records and recordkeeping in Volume 2, Appendix G.

For records professionals
See the primer on blockchain technology in Volume 2, Appendix H.

Knowledge Mobilization
To date, knowledge mobilization has targeted a number of discrete and overlapping audiences. The research
was presented to the School of Library, Archival and Information Studies’ doctoral students on October 5, 2016.
In her capacity as Program Chair of the European Association for Banking and Financial History's (EABH)
Summer School for Archivists, the principal investigator organized a panel discussion on the use of blockchain
technology for recordkeeping. She has also disseminated the key findings of the report to the international
records management community via the records management listserv, and these key findings were covered in
two records management blog posts, one in the US and another in Russia. The principal investigator presented
at the W3C's workshop at MIT in June 2016 and is connecting with this community via a body working on
blockchain web standards. She has also disseminated the findings fo the members of the Canadian mirror
committee TC 307 relating to the establishment of international blockchain standards. The principal investigator
has disseminated copies of the report fo key contacts within the Canadian government and international
agencies such as the World Bank. The principal investigator and two graduate research assistants also gave a
presentation fo the Vancouver-based decentral blockchain community in October 2016.

Appendix F illustrates some of the coverage given to the findings in the report to date. In an effort to
promote collaborative academia-industry research and development, the principal investigator has also
founded Blockchain@UBC. Blockchain@UBC will also be used as a platform to disseminate the results of this
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project.

As the third, and final, phase of this project, knowledge mobilization is still ongoing. Future activities will
include a presentation in November 2016 at “Imagining Canada'’s Future” Fall Forum in Ottawa; dissemination
through the InterPARES network of researchers via a blogpost; dissemination of the key messages using various
social media channels (e.g., Twitter, LinkedIn, and YouTube); preparation of papers targeting peer-reviewed
journals, such as Archivaria, the Canadian Journal of Law and Technology, the Journal of Digital Forensics,
Security and Law, and the June 2017 Association of Canadian Archivists conference on “Archives Disrupted”;
preparafion of policy briefs and meetings with Canadian government officials to discuss the findings of the
report; and additional presentations to blockchain and general business audiences.

Conclusion

Blockchain fechnology, with its extensive potential applications, could dramatically alter recordkeeping.
Blockchain innovators envision the blockchain being entrusted with some of our most fundamental records,
such as identity records, land and other property records, and voting systems; to enfrust such records to the
blockchain is to entrust our rights and social fabric to the blockchain. There are real arguments, of course, for
such frust. Proponents of blockchain recordkeeping point to the decentralized, allegedly immutable nature of
the blockchain, as well as the potential gains in transparency and efficiency when records are authenticated,
not by slow, error-prone humans, but by code. However, there exists the possibility of significant risks to long-
term authenticity of trustworthy digital records. There is a real need for both research and knowledge
mobilization to enhance the relationship between the blockchain community — the innovators who will create
the future of blockchain recordkeeping — and the archival science community — the records experts who will
have to live in the blockchain future, and who have the hard-won knowledge and practice of recordkeeping
from the past and present. Specifically, archival science has developed theory and methods for the
assessment of the accuracy, reliability and authenticity of records, as well as principles, standards and
techniques of ensuring long-term authenticity and availability of records that could assist blockchain solution
developers to build these features info their systems. Archival concepts and techniques for representing and
fracing provenance and the "“archival bond” between distributed components of records can also be useful
when applied to blockchain recordkeeping.

Blockchain technology could change our paradigm for frusting records; instead of turning fo frusted
third parties, such as government registries, for evidence, we could find ourselves turning to the blockchain. But
it could also fragment components needed to establish authenticity (e.g., metadata and digital signatures)
from records themselves, introduce financial instability through the financialization of recordkeeping, and
undermine personal privacy as much as protecting if. There exists no unbreakable 100% fail safe technology.
Ways to hack into blockchains or use them to swindle are already being searched for and found. That does not
make the technology inherently “bad” or useless. The biggest danger actually comes not from the
vulnerabilities, but from blind trust in the blockchain from blockchain developers, lawmakers, law enforcement
and the general public in this fechnology. Thus far, however, there does seem to be a good amount of blind
frust in this fechnology. The potential risks of adopting blockchain technology for recordkeeping have been
litfle discussed and little researched, in part due fo the fear of sfifing innovation, and in part due to the lack of
input from archival science researchers and other experts. By researching the risks, as well as the benefits, of
blockchain technology, it will be possible to capitalize on the benefits while mitigating risks that come with this
new recordkeeping tfechnology. To succeed, it is also likely that blockchain innovations will have to integrate
info the existing, or slightly modified, financial and legal systems. Archival science could be an enabler of this
infegration. The alternative scenario of redesigning these systems to accommodate the blockchain seems less
likely fo succeed.

In addition to enriching blockchain recordkeeping with the expertise and experience of archival
science experts, greater exchange between the two communities will position archivists and other records
professionals to capture, manage, and preserve blockchain records. Interdisciplinary research info blockchain,
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bringing legal, economics, archival, diplomatic, forensic, and computer and information academic
researchers fogether with blockchain innovators, is a critical next step in blockchain recordkeeping. Canada is
uniquely positioned to lead the way. With a vibrant blockchain community and a world-leading archival
science research community, Canada has the capacity to lead a research effort that will allow our institutions,
businesses, and people to benefit from the potential of blockchain recordkeeping.
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