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message flow of SIP authentication
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adopted from [1]

credentials = MD5(request-URI, username, shared password between the phone and the SIP server, realm, nonce)




how can an adversary exploit these?

* no integrity protection of the traffic between SIP phone
and SIP server

* (Vonage) SIP phone obtains SIP server’s I[P address via
DNS query

= SIP phone uses static ID and the range of 1,100 port numbers for DNS queries
= SIP phone sends DNS query each time it restarts
» SIP phone crashes when receives an INVITE message




setup

= MITM attacker in the path of a VoIP traffic can
= wiretap
= divert
= hijack

= [1] shows that

= the attacker outside of VolP traffic can become a MITM
= the remote attacker can
» crash and reboot the targeted Vonage SIP phone

= trick the Vonage SIP phone into taking any IP address as that of the Vonage
SIP server via spoofed DNS responses.

= “inject” itself in the VolIP traffic of the victim Vonage SIP phone




testbed
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DNS spoofing attack
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wiretapping calls
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how to avoid such attacks?
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