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message flow of SIP authentication
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Figure 1: An Example of Message Flow of SIP Au-
thentication

Since all previously identified MITM attacks on VoIP re-
quire the adversary initially in the VoIP signaling and/or
media path, there is a common belief that it is infeasible for
a remote attacker, who is not initially in the VoIP path, to
launch any MITM attack on VoIP. As a result, many peo-
ple do not believe the MITM attack is a realistic threat to
current VoIP protocols and systems and they think that se-
curing all the nodes along the normal path of VoIP tra±c is
su±cient to prevent MITM attacks on VoIP.

In this paper, we investigate the feasibility for a remote
attacker, who is not initially in the path of VoIP tra±c, to
become the MITM. Our case study of Vonage VoIP service,
which is the No. 1 residential VoIP service in the U.S. [9],
shows that a remote attacker from anywhere on the Inter-
net can, by exploiting the vulnerabilities of DNS and SIP
message handling in the Vonage phone, stealthily become
the remote MITM and launch all kinds of MITM attacks on
target VoIP phones. Specifically, we find that

• the remote attacker can crash and reboot the targeted
Vonage SIP phone by sending it crafted, malformed
SIP INVITE messages. This will cause the rebooted
Vonage SIP phone to send out DNS query about the
location of the SIP server to contact.

• the remote attacker can trick the Vonage SIP phone
into taking any IP address as that of the Vonage SIP
server via spoofed DNS responses.

• the remote attacker can cause all the calls to or from
the targeted Vonage phone to pass it. This makes the
remote attacker a MITM and enables him to wiretap
and hijack any calls to or from the targeted Vonage
phone.

Note, the identified remote MIMT attack on VoIP only
requires the knowledge of the phone number and the IP ad-
dress of the targeted Vonage phone, and it works even if the
targeted Vonage phone is behind NAT.

Our results demonstrate that (1) the MITM attack on
VoIP is much more realistic than previously thought; (2)
securing all nodes along the path of VoIP tra±c is not ade-
quate to prevent MITM attack on VoIP; (3) vulnerabilities
of non-VoIP-specific protocols (e.g., DNS) can indeed lead
to compromise of VoIP.
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Figure 2: Unauthorized Call Redirection via MITM

The rest of this paper is organized as follows. Section 2
gives a brief overview of SIP and the MITM attack. Section
3 describes our investigation approach. Section 4 presents
our case study and demonstrates the DNS spoofing, wire-
tapping and call hijacking attacks on a Vonage SIP phone.
Section 5 discusses potential mitigation strategies. Section 6
reviews related work. Finally, section 7 concludes the paper.

2. OVERVIEW OF SIP AND THE MIMT AT-
TACK

SIP is a HTTP-like, application layer signaling protocol
used to create, modify, and terminate multimedia sessions
(e.g., VoIP calls) among Internet endpoints. The SIP spec-
ification defines the following diÆerent components: user
agents (UA), proxy servers, redirect servers, registrar servers,
location servers. An UA represents an endpoint of the com-
munication (i.e., a SIP phone). The proxy server is the in-
termediate server that forward the SIP messages from UAs
to its destination. Various SIP servers described above are
logical functions. In most deployed systems, generic SIP
servers perform the functionalities of both registrar servers
and proxy servers.

The SIP specification [20] recommends using TLS or IPSec
to protect SIP signaling messages, and using S/MIME to
protect the integrity and confidentiality of SIP message bod-
ies. However, most deployed SIP VoIP systems (e.g., Von-
age, AT&T CallVantage) only use SIP authentication to pro-
tect their signaling messages.

SIP authentication is similar to digest based HTTP au-
thentication. Figure 1 depicts the typical SIP authentication
of call registration, call setup and call termination. When a
SIP server (e.g., proxy, registrar) receives a SIP request (e.g.,
REGISTER, INVITE, BYE) from a SIP phone, the SIP server
challenges the SIP phone with either a 401 unauthorized

or a 407 proxy-authentication required message. Upon
receiving the 401 or 407 message, the SIP phone calculates
a hash value by applying a specific digest algorithm (e.g.,
MD5) to SIP message fields request-URI, username, shared
password between the phone and the SIP server, realm, and
nonce. Then the SIP phone sends the hash value along with
the original SIP request as the authentication credential.

However, existing SIP authentication only covers selected
fields of a few SIP messages from a SIP phone to a SIP server.
This leaves other SIP messages and fields unprotected. By
exploiting the vulnerabilities of SIP and RTP, a MITM who
is in the path of VoIP tra±c can

credentials = MD5(request-URI, username, shared password between the phone and the SIP server, realm, nonce)

adopted from [1]
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how can an adversary exploit these?
! no integrity protection of the traffic between SIP phone 

and SIP server
! (Vonage) SIP phone obtains SIP server’s IP address via 

DNS query
! SIP phone uses static ID and the range of 1,100 port numbers for DNS queries

! SIP phone sends DNS query each time it restarts
! SIP phone crashes when receives an INVITE message
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setup
! MITM attacker in the path of a VoIP traffic can

! wiretap
! divert
! hijack

! [1] shows that 
! the attacker outside of VoIP traffic can become a MITM
! the remote attacker can

! crash and reboot the targeted Vonage SIP phone 
! trick the Vonage SIP phone into taking any IP address as that of the Vonage 

SIP server via spoofed DNS responses. 
! “inject” itself in the VoIP traffic of the victim Vonage SIP phone
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testbed
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Figure 3: Testbed Setup

computer. NAT router 1 is a FreeBSD machine running on
a virtual machine and NAT router 2 is a Linksys router.

Figure 3(a) illustrates the network setup where the SIP
phone is directly connected to the Internet. We use SIP/RTP
server(s) to denote the SIP server and the RTP server which
handle the signaling messages and the RTP stream respec-
tively. The remote attacker could be anywhere on the Inter-
net. In our experiment, we use a wiretap device to capture
live network tra±c transited from/to the SIP phone. The
wiretap device and the SIP phone connect to a four port
10BASE-T Ethernet hub.

Figure 3(b) illustrates the network setup where the SIP
phone is behind NATs. Note this setup is diÆerent from the
most popular settings where the SIP phone is behind only
one NAT router. We notice that the SIP phone will send
some destination unreachable ICMP packets to the Vonage
DNS server when receiving spoofed DNS responses with un-
matched port numbers. We use the NAT router2 to block
these unwanted tra±c from reaching the Vonage DNS server.

As a result, the SIP phone is behind 2 NAT routers. For
convenience, we placed the remote attacker outside NAT
router2 but inside the private network of NAT router1. From
the remote attacker’s perspective, the targeted SIP phone is
behind one NAT router, which is the most likely configu-
ration for residential VoIP phones. In this configuration,
the wiretap device and NAT Router2 connect to a four port
10BASE-T Ethernet hub. We notice that none of the NAT
router will change the source port number of the passing
packet, this enables the remote attacker to become the re-
mote MITM via the identified exploit even if the targeted
Vonage phone is behind 2 levels of NAT routers.

4.2 Message Flow of Normal Startup or Re-
boot

Figure 4 depicts the message flow of normal startup or
reboot of a Vonage phone. At the beginning, the SIP phone
sends a DNS query to the Vonage DNS server to ask for
SIP servers’s IP addresses in step (1). All DNS queries
from the Vonage SIP phone go to the Vonage DNS server
at IP address 216.115.31.140. Then in step (2), the Vonage
DNS server replies with a DNS response packet contain-
ing four IP addresses of Vonage SIP servers: 69.59.252.35,
69.59.232.42, 69.59.242.84 and 69.59.227.87. At step (3), the
Vonage phone sends to one of four SIP servers a SIP REGIS-
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SIP Phone SIP/RTP 
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(4) 401 Unauthorized

(5) REGISTER (Credentials)

(3) REGISTER
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Figure 4: Message Flow of Normal Startup or Re-
boot

TER message. Then in step (4), the SIP server challenges the
SIP phone with a 401 Unauthorized message. After receiv-
ing the 401 response, the SIP phone sends the SIP server
a new SIP REGISTER message containing credentials. Note
the ”expires” field in the SIP REGISTER message specifies the
duration for which this registration will be valid. So the SIP
phone needs to refresh its registration from time to time.

4.3 Exploitable Vulnerabilities of Vonage SIP
Phone

4.3.1 Weaknesses in the Implementation of DNS Query
and Response

The implementation of DNS query/response in the Von-
age phone has several weaknesses.

• The SIP phone always uses a static ID value, 0x0001,
in all DNS queries.

• The source port number range of DNS queries is lim-
ited to 45000-46100.

• The question sections of all DNS queries are identical,
and contain 11 bytes of string d.voncp.com.

• The SIP phone does not check the source IP address
of a DNS response. Even if the source IP address is
not that of the Vonage DNS server, the Vonage phone
still accepts a spoofed DNS response.

adopted from [1]
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DNS spoofing attack
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Figure 5: Message Flow of DNS Spoofing Attack

Due to these vulnerabilities, the brute-force search space
for forging a matching DNS response is no more than 1100.

4.3.2 Vulnerability in Handling Malformed INVITE
Messages

We have found that our Vonage SIP phone fails to handle a
malformed INVITE message correctly and it will reboot when
receives a malformed INVITE message with a over length
phone number in the From field. This allows the remote at-
tacker to crash and reboot the targeted Vonage phone by
sending it one malformed INVITE message. To launch such
an attack, the remote attacker needs to spoof the source IP
address as that of one of Vonage SIP servers. Otherwise,
the Vonage phone will discard the INVITE message. Our
experiments have shown that the Vonage phone does not
ring but replies with a Trying message after receiving the
malformed INVITE messages. Then the phone crashes and
reboots almost immediately. After a few seconds (e.g., 13
seconds), the Vonage phone sends a DNS query to the Von-
age DNS sever. Note the SIP phone crash attack is stealthy
in that the SIP phone does not ring at all when receives the
malformed INVITE message.

4.4 DNS Spoofing Attack

4.4.1 Message Flow
Figure 5 shows the SIP message flow of the DNS spoof-

ing attack on the Vonage SIP phone. At the beginning, the
remote attacker sends a malformed INVITE message to the
SIP phone with a spoofed source IP in step (1). In response,
the SIP phone sends a Trying message to the real SIP server
in step (2). Then the SIP phone crashes and reboots. Sev-
eral seconds later, the SIP phone sends a DNS query to the
Vonage DNS server asking for the SIP servers’ IP addresses
in step (3). Within several milliseconds, the legitimate DNS
response from the Vonage DNS server reaches the SIP phone
in step (6).

If the remote attacker sends the spoofed DNS response
packets to the Vonage phone within the time window from
step (3) to (6), the Vonage phone will receive the spoofed
DNS response before the legitimate DNS response arrives.

T0 T1 T2 T3 T4

VW

                      AW

Figure 6: Timeline of a Round of Attack

This process is represented at step (4). Since the remote at-
tacker does not have access to the original DNS query from
the Vonage phone, he has to try each of the 1100 possi-
ble port numbers in the spoofed DNS response packets. If
the spoofed DNS response packet contains the wrong port
number, the Vonage phone sends a port unreachable ICMP
packet to the DNS server at step (5). If the spoofed DNS re-
sponse packet contains the matching port number, the Von-
age phone accepts the spoofed DNS response packet and
sends out REGISTER message to the remote attacker at step
(7) as it now thinks the remote attacker is the Vonage SIP
server. Therefore, the remote attacker can determine the
success of the DNS spoofing by checking if he receives the
expected REGISTER from the targeted Vonage phone within
a predefined period of time.

If the remote attacker does not receive the expected REG-

ISTER from the targeted Vonage phone within predefined
period of time, he knows that the Vonage phone has ac-
cepted the authentic DNS response from the Vonage DNS
server. The remote attacker needs to start a new round of
attack by repeating steps (1-6) until he receives a REGISTER

message from the SIP phone in step (7). We define steps
from (1) to (6) as a round of the attack. Normally it will
take several rounds before the SIP phone finally sends the
REGISTER message to the remote attacker.

After receiving the REGISTER message at step (7) or (11),
the remote attacker forwards them to the real SIP server in
step (8) or (12). Meanwhile the remote attacker forwards
the 401 Unauthorized message at step (9) and the 200 OK

message at step (13) from the SIP server to the SIP phone
in step (10) and (14). Now the remote attacker becomes the
MITM in that 1) the SIP phone thinks the remote attacker
is the SIP server; and 2) the SIP server thinks the remote
attacker is the SIP phone.

To launch the DNS spoofing attack, the remote attacker
only need to construct 1000 fake DNS response packets with
1000 diÆerent destination port numbers. Specifically, the
remote attacker just need to

• Fill 0x0001 into the ID field of all spoofed DNS re-
sponses.

• Fill d.voncp.com into the question section of all DNS
responses.

• Fill the IP address of the remote attacker into the an-
swer section of all spoofed DNS responses.

• Set the destination port number of 1st, 2nd,..., 1000th
packet as 45000,45001,...,45999.

• The SIP phone does not check source IP address. So
we set it to the IP address of the remote attacker when
the victim phone is on the Internet. When the phone is
behind NATs, the source IP address of spoofed DNS
packets is set to that of Vonage SIP server to pass
through NAT Router2.

adopted from [1]
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wiretapping calls
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Figure 7: Message Flow of Wiretapping Calls Between a SIP Phone and a PSTN Phone by the Remote
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Table 1: Measured Time Interval from INVITE to DNS Query without Spoofed DNS
10times 1 2 3 4 5 6 7 8 9 10 range average

seconds 14.9 13.8 13.0 18.8 14.6 12.9 15.5 12.8 15.5 14.1 12.9-15.5 14.9

Figure 6 illustrates the timeline of a round of the attack.
T0 is the time when the remote attacker sends a malformed
INVITE. T2 and T3 are the times when the SIP phone sends
a DNS query and receives the legitimate response from the
DNS server respectively. We refer to the time interval from
T2 to T3 as the Vulnerable Window (VM). T1 and T4 de-
note the start time and end time respectively of sending
spoofed DNS response packets. We refer to the time inter-
val from T1 to T4 as an Attack Window (AW). Apparently,
the larger the attack window is, the fewer rounds the remote
attacker needs in order to succeed.

Our experiments show that the Vonage phone actually
accepts spoofed DNS response before it sends out the DNS
query. In addition, if the remote attacker keeps sending
many spoofed DNS response packets with very shot inter-
packet arrival time, it will have a good chance to block the
targeted SIP phone from receiving the authentic DNS re-
sponse. Therefore, the attack window could start earlier
and end later than the vulnerable window.

4.4.2 Experimental Results and Analysis
Ideally we want T1 to be earlier but not too much ear-

lier than T2. We have measured the time interval from
the moment the remote attacker sends the malfored INVITE

message to the moment the crashed and reboot SIP phone
sends the first DNS query. Table 1 shows the measured the
time intervals for 10 runs of crashing the SIP phones. It
shows that it takes 12.9 ª 15.5 seconds for the SIP phone
to send the first DNS query after receiving the malformed
INVITE packet. Therefore, we set T1 at 12 seconds after T0.
We have set transmission rate of the spoofed DNS response
packets at 1000 pkt/s. To maximize the chance of hitting
the correct port number while keeping the the duration of

each round short, we set the duration of attack window to
be 8 seconds. Therefore, T4 is 20 seconds after T0. At each
round, the remote attacker sends the 1000 spoofed DNS re-
sponse packets for maximum 8 times, and the duration of
one round of attack is 20 seconds. As shown in Table 2,
the average number of rounds and the required time of 10
instances of DNS spoofing attack against the SIP phone on
the Internet is 39.8 and 789 seconds (about 13 minutes).

When the SIP phone is behind NATs, the attack is similar
except that the IP address of fake DNS responses should be
spoofed as that of the Vonage DNS server to pass through
NAT Router2. The result of one test showed that the num-
ber of rounds is 8, and the required time is 169 seconds.

Our preliminary investigation shows that port numbers of
DNS queries are all in the range 45000-45999, so that the
range 45000-45999 is applied.

The packet size of a spoofed DNS response is 87 bytes, in-
cluding 14 bytes of Ethernet header, 20 bytes of IP header,
8 bytes of UDP header and 45 bytes of UDP payload. Given
that the DNS spoofed packets are transmitted at 1000 pkt/s,
the transmission rate is about 700 kbps. Since most house-
hold broadband Internet access has at least than 2 Mbps
downstream rate, our DNS spoofing is practically applica-
ble to household broadband VoIP.

4.5 Wiretapping and Call Hijacking
After becoming a MITM, the remote attacker is able, at

least in theory, to launch all kinds MITM attacks. In this
subsection, we demonstrate two representative MITM at-
tacks from the remote attacker: call wiretapping and call
hijacking.

4.5.1 Wiretapping Incoming Call Remotely

adopted from [1]
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how to avoid such attacks?
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