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Basics and Terminology

a place of mind “ Electrical and

THE UNIVERSITY OF BRITISH COLUMBIA ————ece Computer
' Engineering




definition
authentication is binding of
identity to subject

= |dentity is that of external entity

= Subject is computer entity

= Subject a.k.a. principal




What Authentication Factors are used?

= What you know

* \What you have

= What you are




Password-based Authentication
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What’s Password?

= | ots of things act as passwords!
= PIN
= Social security number
» Mother’s maiden name
= Date of birth
= Name of your pet, etc.

® Sequence of words

= Examples: pass-phrases
e Algorithms

= Examples: challenge-response, one-time passwords




Why Passwords?

= Why is “something you know” more popular than
“something you have” and “something you are”?

= Cost: passwords are free

= Convenience: easier for SA to reset password than to
Issue new smartcard




adversary model

" objectives
= compromise any account(s) on a system
= compromise specific account

= capabilities
= before the attack
= password cracking tool(s)
= access to previously leaked/compromised passwords
= during the attack
= password cracking tool(s)

= ability to perform off-line dictionary attacks on the password database, if
leaked/compromised

= ability to perform online dictionary attacks
= knowledge of account names




= Attacker could...
Target one particular account

= Attempt denial of service (DoS) attack

= Common attack path
= Qutsider — normal user — administrator

* May only require one weak password!

Attacks on Passwords

'arget any account on system

‘arget any account on any system




off-line cracking attacks
on password databases
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Keys vs Passwords

Crypto keys Passwords
= Suppose key is 64 bits e Suppose passwords are 8
= Then 264 keys characters, and 256 different
characters

» Choose key at random e Entropy is loga(b")

" Then attacker must try about Then 2568 = 264 pwds
263 keys i




Where this Breaks Down
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80

70

60

50

40

30

20

10

— 7+ Characters

cesssse 8+ CharacterS

«= « «9+ Characters

..O..‘.....Q.........

= e == 10+ Characters

e NIST Estimated
Cracking Speed

0 10000 20000 30000 40000 50000
Number of Guesses




Where this Breaks Down

Percentage Of Passwords Cracked

80

70

60

50

40

30

20

10

— 7+ Characters

Characters

Characters

.....................

= e = 10+ Characters

e N|IST Estimated
T T T 1 CrackingSpeed

0 10000 20000 30000 40000 50000
Number of Guesses




Where this Breaks Down

— 7+ Characters

...... 8+ Characters

«= « «9+ Characters

= e = 10+ Characters

e N|ST Estimated
Cracking Speed

0 10000 20000 30000 40000 50000
Number of Guesses




What this all Means:

Shannon Entropy != Guessing Entropy

Password entropy as defined in NIST 800-63 is not a useful measurement for the
defender




Keys vs Passwords

Crypto keys Passwords
= Suppose key is 64 bits e Suppose passwords are 8
= Then 264 keys characters, and 256 different
characters

» Choose key at random e Entropy is loga(b")

" Then attacker must try about Then 2568 = 264 pwds
263 keys °

Users do not select
passwords at random

e Attacker has far less than 263
pwds to try (dictionary
attack)




Why not Crypto Keys?

"Humans are incapable of securely storing high-
quality cryptographic keys, and they have
unacceptable speed and accuracy when
performing cryptographic operations.

(They are also large, expensive to maintain,
difficult to manage, and they pollute the
environment.

It is astonishing that these devices continue to
be manufactured and deployed.

But they are sufficiently pervasive that we must
design our protocols around their limitations.)"

Charlie Kaufman, Radia Perlman, Mike Speciner
in "Network Security: Private Communication in a Public World"




How to Store Passwords in the
System?

e Store as cleartext
e |f password file compromised, all passwords revealed
e Encipher file

e Need to have decipherment, encipherment keys in

memory

e Store one-way hash of password




Password File

= Bad idea to store passwords in a file
= But need a way to verify passwords

= Cryptographic solution: hash the passwords

= Store y = hash(password)
= Can verify entered password by hashing

= |f attacker obtains password file, he does not obtain
passwords

= But attacker with password file can guess x and check
whether y = hash(x)

= |f so, attacker has found password!




Dictionary Attack

= Attacker pre-computes hash(x) for all x in a
dictionary of common passwords --- Rainbow
Table

» Suppose attacker gets access to password file
containing hashed passwords

= Attacker only needs to compare hashes to his pre-
computed dictionary

= Same attack will work each time

= Can we prevent this attack? Or at least make
attacker’s job more difficult?




Password File

» Store hashed passwords
= Better to hash with salt

= Given password, choose random s, compute
y = hash(password, s)
and store the pair (s.y) in the password file
* Note: The salt s is not secret

= Easy to verify password

= Attacker must recompute dictionary hashes for
each user — lots more work!




Standard Offline Password Cracking
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features of on-line guessing

* no need to have access to the password database

* [imited number of attempts

= but can be distributed through IP addresses (botnets) or accounts
» lock out can lead to DOS on the account(s)




defence techniques

* making users to choose stronger passwords

= automatic turing test (ATT), e.g., CAPTCHA after so many
failed attempts

= account locking
= DOS is a challenge

» delaying server response
= ineffective against botnets
= 2-step verification
= using another channel (e.g., SMS or voice call to perform additional verification)




users and passwords

over 0.5 M passwords

 The average user has 6.5 passwords,
each of which is shared across 3.9 different sites.

 Each user has about 25 accounts that require passwords, and
types an average of 8 passwords per day.

e Users choose passwords with an average bitstrength 40.54 bits.

* The overwhelming majority of users choose passwords that
contain lower case letters only

(i.e., no uppercase, digits, or special characters) unless forced to
do otherwise.

* 0.4% of users type passwords (on an annualized basis) at verified
phishing sites.

e Atleast 1.5% of Yahoo users forget their passwords each month.

source: Florencio, D. and Herley, C. “A large-scale study of web password habits,” In Proceedings of the 16th
international Conference on World Wide Web (Banff, Alberta, Canada, May 08 - 12, 2007). WWW '07. ACM, New York,
NY, 657-666. DOI= http://doi.acm.org/10.1145/1242572.1242661




Other Password Issues

* {oo many passwords to remember
» Results in password reuse
=\Why is this a problem?
=compromising important accounts via “junk” ones
= failure to change default passwords
= social engineering
= phishing
= keyloggers

= resetting/recovering password by guessing
backup questions

» error logs may contain “almost” passwords
* bugs, keystroke logging, spyware, etc.




users choose same/weak passwords

RockYou Faithwriters MySpace
123456 123456 passwordl
12345 writer abc123
1234567389 | jesusl fuckyou
password | christ monkeyl
iloveyou | blessed iloveyoul
princess john316 myspacel
1234567 jesuschrist fuckyoul
rockyou password numberl
12345678 | heaven footballl
abc123 faithwriters | nicolel

the most frequent passwords for different sites




Influencing Users’ Choices of Passwords
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Types of Password Creation Policies

e Explicit

e “Your password must be 8 characters long and contain a digit”

e External

e Part of the password is assigned to you, aka a system generated password or
two factor authentication

e Implicit
e “Your password isn’t strong enough, choose another”

e Example: Blacklists




Explicit Policies
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From:

Testing Metrics for Password Creation
Policies by Attacking Large Sets of
Revealed Passwords

Matt Weir - Florida State University
Sudhir Aggarwal - Florida State University
Michael Collins - Redjack LLC

Henry Stern - Cisco Ironport Systems

Presented at Computer and Communications Security (CCS)
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The RockYou List

* Provided widgets for most of the
major social networking sites

= Hacked in November 2009

= Over 32 million plaintext
passwords were released




The PhpBB List

= Development site for the
popular phpbBB bulletin board
software

= Hacked in January 2009
D ——— ' = Over 259k unsalted MD5

Announcements foi G by Acyd Burn 0
Read me first before posting anywhere! - 283 an Fri May 04, 2007 8:37 am

- = hashed passwords, and another

83k salted passwords

by medofool [
on Fri May 1 4

< Board index

GIFAG Q Search yfIRegister

Itis currently Fri May 18, 2

2.0.x Discussion

24708
Do not post i

ort requests or bug reports or feature
hpBB here. Non-phpBB related disc

n

)
Subforums: D[2.0.x] Convertors, D[2.0.%] Translations

2.0.x Support Forums

help with installation and running phpBB here. Please do not
o s, feature requests or MOD-related questions here,

Subforums: D[2.0.x] Installation, O[2.0.x] Conversions/Updates

y diabolic.bg [&
on Fri May 18, 2007 6:53 pm

2.0.x Modifications Forums
D ss phpBB 2.0.x modifications here; and view rnodifications that are
ble for download




And Many Others:

Singles.org

free christian singles memberships to
dating christian persoanls & live chat
singles.

Singles Connection

FaithWriters

P < —
Faltherters The Home for Christian Writers!

The #1 Site For Christian B ot 555
Writers on the Web!

m—— FaithWriters is an encouraging COMMU & e A > 4
-private 1 Of Christian writers. A great place to el "\ 4 % , N e O P et S

Welcon
I

Take C

- Automati and grow in a SAFE, CARING environmi
- Anonymc

-M OR  FRaRWA

neopet -
feed your
neopet

Privacy | Help | SignUp

ﬁmyspace com

= MySpace

Cool New Videos

P

get your ticket now!

¢

Minibike Miss Piggy: A Crazy Bridge mrshng
Superman Hog's Struggle Explosion
The Cninooos Gomplex Suparero
@ Books B GamesNew! @ Moviesnew: (3, Ringtones E-Mail:
Celebrity New! ¢ Grade My Prof. 3 Music @, Schools Password:
5 ChatRooms  J) Horoscopes [ MusicVideos @, Sports
= Comedy © ImpactNew:  Ga MySpacelM @ Latino [JRemember Me
© Downloads &3 Jobs = NewsNew (3 MySpaceTV LOGIN
[ Filmmakers (5] Mobile = Profile Editor 5 Weather (oo | NN
Forgot your password?




Full Disclosure:

= Password strength rarely matters in an online attac

= More common attacks take advantage of:
* Password reuse
= Malware
= Phishing attacks

senrcr [ @ Account @ Wishlists f Horr

| About Us | Bug Us | Fortunes | Help | §

SEUff for Smart Masses ., . e not logged in. [ Log in ] & Loot: Your cart is empty

Gadgets > Security > Key Katcher
+ T-shirts Main Additional
+ Other Apparel Description Images
+ Geek Toys Capture 262,000 keystrokes (over 160 pages)! "
- Gadgets Price:
- = This is a device that can be connected to a keyboard to $63.99 - $159.99
Lights & Lasers - m  record all keystrokes. It has a changeable password, Availability: [ info )
gm o L keyword search, enable/disable option, and stores URLs. In Stock
e Tor::s JOCies Records 262,000 keystrokes and does not require any Choice:
Travel & Power software. Monitor unauthorized access to your computer or | Please Select... 0
Ei G ATt @ zoom your network. Use it to troubleshoot or make fixes by Quantity:
Security % Wore 1mages tracing back through a users command sequence. ]
Lo Key Katcher plugs in between your keyboard and your
+ Home & Office computer. A microcontroller interprets the data, and stores Add to Cart %
(e T information in the non-volatile memory (which retains the information even when there is a loss of
+ Caffeine power.) This means that the Key Katcher device can be unplugged, and the information will not be Add to Wishlist
+ Electronics lost. @ by thisa n 625
Geek P
+ Books To access the recorded data, you simply type your password in a text editor and the Key Katcher [ v;:a('s this?




Effect of Password Length
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An Even Shorter Cracking Session:
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The Effect of Requiring Digits

Percentage of Passwords Cracked
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How Digits were Used:

After password123 64.28%
All Digits 1234567 20.51%
Other passwOrd, pass123word, p1a2ssword... 9.24%
Before 123password 9.95%

*Taken from 7+ character long passwords that contained at least one
digit




I

Top 10 Digits From the RockYou

Training List

26.72% of All Digits

#1 1 10.98%
#2 2 2.79%
#3 123 2.29%
#4 4 2.10%
#5 3 2.02%
#6 123456 1.74%
#7 12 1.49%
#8 7 1.20%
#9 13 1.07%
#10 5 1.04%




When Uppercase Characters are
Required
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Requiring UpperCase - Shorter

Cracking Session

Percentage of Passwords Cracked
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Top Ten Case Mangling Rules of 7 Char

Strings
String: U=Upper, L=Lower Probability
0401010101014 53.56%
ULLLLLL 35.69%
ULLLULL 1.05%
LLLLLLL - aka passwor!D |1.03%
ULLLLLU 0.90%
ULLULLL 0.85%
ULULULU 0.68%
LLLLLLU 0.62%
UULLLLL 0.61%




When Special Characters are Required
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Special Chars Required - Shorter

Cracking Session
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Top Ten Structures for Special

Characters

String: A=Alpha, D=Digit, Probability
AAAAAAS 28.50%
AAASAAA 7.87%
AAAASDD 6.32%
AAAAASD 6.18%
AASAAAA 3.43%
AAAASAA 2.76%
AAAAASA 2.64%
SAAAAAS 2.50%
ASAAAAA 2.38%
AAAAASS 2.17%




The Effect of BlackLists
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A Closer View:
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Comparison of Different Password
Requirements
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Percentage Of Passwords Cracked

Common Mangling Rules and
BlackLists
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Implicit Policies
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Choose a password:

Re-enter password:

Choose a password:

Re-enter password:

Choose a password:

Re-enter password:

Choose a password:

Re-enter password:

Choose a password:

Re-enter password:

Password Strength Meters

00ccsssl Password strength: Too short |

Minimum of 8 characters in length New Password.
required)

New Password: eeeese

(required) password strength: Weak

oy Password strength: ~ Weak
Minimum of 8 characters in length New Password: ooooooooo|

(required) Ppassword strength: Medium
ooooooooool Password strength: New Password: .........l

(required) " .
Minimum of 8 characters in length ) / Password strength: Strong

Facebook
oooooooooooooool Password strength: Good
Minimum of 8 characters in length
ey Password strength: ~ Strong MSN L|Ve

Minimum of 8 characters in length s
Create a password: .""| | |
Strong passwords contain 7-16
Gmalil characters, do not include
Retype password:
common words or names, and
combine uppercase letters,
lowercase letters, numbers, and

Alternate email address:

Or choose a security question for password symbols.

reset
Create a password: ““"| |Weak |
Create a password: gegeeeesl [ Medium |

Create a password: """".| IStrong |




heuristics of password meters

Password Ideal | Markov | NIST | MS | Google
password 9.09 9.25 21 1 1
passwordl | 11.52 11.83 22.5 2 1
Passwordl | 16.15 17.08 28.9 3 1
P4sswOrd | 22.37 | 21.67 27 3 1

naeemha 21.96 | 28.42 19.5 1 0

dkriouh N/A 42.64 19.5 1 0
2GWapWis N/A 63.67 21 3 4
Wp8E&NCC N/A 67.15 27 3 4




