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Abstract

Sybil (or multiple identity) attacks in distributed systems
have serious security implications, as they can lead to
service discontinuation and faulty business logic. Given
that such attacks are inherently hard to solve, researchers
have started to use information external to the system
in order to develop new and effective defense schemes.
Out of many proposals, social network-based Sybil de-
fenses have had the greatest impact. In this short paper,
we provide a brief survey of their design space and how
different defense schemes compare to each other.

1 Introduction
In computer security, the Sybil attack, first coined by
Douceur [9], represents the situation where a particu-
lar service in an identity-based system is subverted by
forging identities. The security implications of the Sybil
attack vary from out-voting honest users in online set-
tings [11], to the corruption of routing tables in peer-to-
peer systems [24].

This short paper presents a quick, compacted survey
of effective Sybil defenses leveraging social networks.
Since this approach of Sybil defenses via social net-
works was first introduced around seven years ago [28],
it has attracted much more attention from the research
community, rather than the mainstream industry.

We first provide the needed background and prelimi-
naries in Section 2. After that, in Section 3, we start our
journey through different proposals of social network-
based Sybil defenses. Even though we put consider-
able effort into making the presentation self-contained,
the curious reader can refer to the excellent surveys by
Yu [26] and Viswanath et al. [25], which in effect highly
influenced the content of this paper.

2 Background and Preliminaries
In what follows, we present background information and
define the notations we use in the upcoming discussion.

2.1 Peer-to-Peer Systems
A Peer-to-Peer (P2P) system refers to a computer net-
work in which each computer in the network can act as
a client or server for the other computers in the network,
allowing shared access to files and peripherals without
the need for a central server [18]. In this paper, we focus

on Distributed Hash Tables (DHTs): decentralized, dis-
tributed systems that provide a lookup service, similar to
a hash table, for a group of collaborating peers or nodes.
In a DHT, each node is assigned a unique identifier and
is responsible for maintaining a set of (key, value) pairs
of shared objects, which are stored and maintained in the
DHT. Any participating node can efficiently retrieve the
value associated with a given key of an object by follow-
ing the DHT protocol (e.g., Chord [21], Kademlia [14]).

2.2 Social Networks
In mathematical sociology [12], a social network is de-
fined as a social structure consisting of a set of actors
(e.g., individuals, organizations) and a set of dyadic ties
between these actors (e.g., relationships, connections, or
interactions). Formally, a social network can be modeled
as a graph G = (V,E) where V represents a set of actors
and E represents a set of social ties among these actors.
A social tie between two actors can be either reciprocal
such as friendship, or directional such as parenthood.

2.3 The Sybil Attack
The Sybil attack refers to the situation where an adver-
sary controls a set of fake identities, each called a Sybil,
and joins a targeted system multiple times under these
Sybil identities [9]. The attack is named after the subject
of the book Sybil by Flora Schreiber [20], a case study
of a woman with multiple personality disorder who had
16 different “alters.”

In this paper, we consider identity-based systems
where each user is intended to have a single identity and
is expected to use this identity when interacting with
other users in the system. In such systems, we call a
user with multiple identities a Sybil user and each iden-
tity the user uses a Sybil identity. In the Sybil attack,
the adversary joins the targeted system using his Sybil
identities and then mounts many follow-up attacks in
order to disrupt the targeted system. For example, an
adversary can pollute the voting scheme of a reputation
system [11], subvert the routing and data replication ser-
vices in DHTs [24], or cripple many critical functions
of a wireless sensor network such as routing, resource
allocation, an misbehavior detection [17].

Douceur [9] showed that without a centralized trusted
party that certifies identities, Sybil attacks are always
possible except under extreme and unrealistic assump-



Figure 1: Social network-based Sybil Defenses (technical report of [5]). In (a), dashed nodes represent keys of objects
drawn from an identifier space, and un-dashed nodes represent peers where each peer has a unique identifier drawn
from the same identifier space. In (b), an edge is added between two nodes if these nodes trust each other, forming a
network of trust among the peers in the DHT.

tions of resource parity and coordination among partici-
pating entities. Accordingly, traditional defenses against
the Sybil attack rely on either trusting centralized party
or bindings identities to resources that are hard to forge
or obtain in large quantities, and as a result, preventing
an adversary from creating many Sybil identities in the
first place. For example, some approaches include solv-
ing memory or CPU-intensive cryptographic puzzles be-
fore granting access to system services [2, 4].

3 Social Network-Based Sybil Defenses
The goal of any Sybil defense is to prevent an adver-
sary from gaining an advantage by creating and using
Sybils. There are two classes of social network-based
Sybil defenses: Sybil detection, which operates by de-
tecting identities that are likely to be Sybils, and Sybil
tolerance, which try to bound the leverage an adversary
gains by using multiple Sybil identities. Both of these
classes use the social network between the collaborat-
ing nodes (i.e., the peers) in the P2P system to defend
against the Sybil attack, as depicted by Figure 1.

In this paper, we consider only social networks that
are undirected and non-bipartite. In what follows, we
treat each class of these defenses separately.

3.1 Sybil Detection
Many techniques [28, 27, 7, 23, 22] have been proposed
that aim to label (i.e., detect) Sybils in the social graph
by making the following three assumptions [25]:

1. The honest region is fast mixing [16], which
means that it forms one tightly-knit community of
users [10]. Put differently, random walks on the
honest region can be modeled as an irreducible and
aperiodic Markov chain [3]. This Markov chain is
guaranteed to converge to a stationary distribution
in which the landing probability on each node after

sufficient steps is proportional to its degree.
2. The two regions are loosely connected, that is, the

adversary cannot establish arbitrarily many social
ties with non-Sybils. This means that there is a
sparse cut between the honest and the Sybil re-
gions such that there is a significant difference be-
tween their mixing times. The mixing time is de-
fined as the maximum number of steps that a ran-
dom walk needs to make so that the probability of
landing at each node reaches the stationary distri-
bution [3, 16]. It is assumed that the mixing time of
the honest region is O(log n), where n = |V | is the
number of nodes in the graph.

3. The system is given one honest node in the graph.

Accordingly, one can find a sparse cut (i.e., partition-
ing) in the graph, and then declare the region where the
known honest node belongs to as the honest region (see
Figure 2 for an illustration). In the following, we give
a brief summary of selected social network-based Sybil
detection schemes.

Figure 2: Sybil detection and general assumptions [25].

SybilGuard [28] and SybilLimit [27] are among the
first Sybil detection schemes to be proposed. SybilGuard
uses the intersections between modified random walks
to determine whether identities should be given access



to the system. SybilLimit improves on SybilGuard’s
bound by using multiple walks, which allows it to ac-
cept fewer Sybil identities per attack edge. Both of these
schemes can be implemented in a centralized or decen-
tralized fashion.

SybilInfer[7] is a centralized protocol that assumes full
knowledge of the social graph. It uses a Bayesian in-
ference technique that assigns to each node its probabil-
ity of being Sybil. Unlike SybilGuard and SybilLimit,
SybilInfer does not provide any theoretical bounds on
the number of Sybil identities accepted per attack edge.

GateKeeper [23] is a decentralized Sybil detection pro-
tocol that improves over the guarantees provided by
SybilLimit. It uses a variant of the ticket distribution
algorithm used in SumUp [22] from multiple random
identities in the graph to detect Sybils.

Even though social network-based Sybil detection
schemes are relatively simple and easy to integrate into
the system, they all suffer from inherent limitations.
In particular, these schemes make strong assumptions
about the topology of the social graph, where many of
real-world social networks do not conform to these as-
sumptions. For example, Leskovec et al. [13] show
that real-world social networks have many small periph-
ery clusters (i.e., tightly-knit group of nodes) that do
not form one big community. Moreover, Mohaisen et
al. [16] show that such social networks are generally not
fast mixing. Moreover, extreme care should be taken
in case the social network is imported from online so-
cial networking sites such as Facebook. Boshmaf et
al. [5] showed that an adversary can perform automated
social engineering to trick users into “befriending” his
Sybils, and thus, there will be more attack edges than
Sybils, rendering ineffective all detection schemes based
on mixing times [26]. Consequently, these schemes have
not found mainstream adaption, and they usually result
in high false positive and false negative rates in real-
world social networks, as depicted by Figure 4.

3.2 Sybil Tolerance
We now switch gears to Sybil tolerance schemes, which,
unlike their Sybil detection counterparts, do not attempt
to explicitly label identities as Sybil or non-Sybil. In-
stead, they aim to limit the leverage an adversary gains
regardless to the number of Sybils he controls. In order
to achieve this, these schemes use a credit network that
is defined on top the social network between the nodes.

Credit networks [8, 6] were originally proposed in e-
commerce to build transitive trust protocols in an envi-
ronment where there are only pairwise trust accounts and
no centralized trusted party. In such a network, identi-
ties (nodes) trust each other by offering pairwise credit

Figure 3: Sybil detection in social networks with mul-
tiple local clusters [25]. Given the trusted identity, the
Sybil detection scheme can either accept all identities
(high false negatives, in green), or reject access to the
system for two clusters (high false positives, in red).

(links) up to a certain limit. Nodes can use the credit
to pay for services (transactions) they receive from each
other. Accordingly, a transaction between two nodes is
possible only if there is a path between them that has
enough credit to satisfy the operation. Sybil tolerance
schemes utilize credit networks and make the following
two assumptions:

1. As with Sybil detection, it is assumed that the Sybil
and the honest regions are loosely connected, that
is, the adversary cannot establish arbitrarily many
social ties with non-Sybils. Consequently, the same
topological and stochastic properties discussed in
Section 3.1 are also valid under the Sybil tolerance
schemes (i.e., the cut size and the mixing time).

2. There exists a tractable strategy to (sub-)optimally
assign credits to nodes in the network such that
there is always liquidity in the network and all legit-
imate transactions are permitted. At the same time,
this credit assignment limits illegitimate transac-
tions to a bounded number of operations, which is
proportional to the assigned credits along the attack
edges (i.e., the edges of the sparse cut).

Accordingly, one can find such a credit assignment
strategy in the graph, and then enforce the credit trans-
action scheme to allow a bounded illegitimate number
of operations in the system, and thus, tolerating Sybils
as shown in Figure 4. In the following, we give a brief
summary of selected social network-based Sybil toler-
ance schemes.

Ostra [15] limits spam sent by users who create Sybil
accounts. Ostra uses a social network, with credit val-
ues assigned to links. When a message is sent, Ostra
searches for a path with available credits from the sender
to the receiver. If no such path exists, the message is
blocked. If a path does exist, the credit is transferred
from each user to the next along the path.



Figure 4: Sybil tolerance and general assumptions [25].
In this credit network, there are four Sybil nodes
{X,X1, X2, X3}. A directed edges (Xi, Xj) represents
how much credit is available to Xi from Xj . For exam-
ple, X can perform at most three consecutive transac-
tions with X1 (one way), after which the credit on the
edge (X,X1) is zero and on the edge (X1, X) is 12.

Bazaar [19] protects buyers and sellers in online mar-
ketplaces like eBay by limiting the reputation manipula-
tion (i.e., collusion) that is possible through the creation
of Sybil accounts. It uses an expensive max flow-based
techniques to estimate the reputation of users involved
in a transaction and then flags fraudulent transactions.

SumUp [22] secures online voting against users who
create Sybil accounts and vote multiple times. SumUp
chooses a vote collector in the network and distributes
tokens (i.e., credits) on the links in the network inside a
voting “envelope.” Voters must find a path to the vote
collector with available credits in order to cast a vote.

Social network-based Sybil tolerance schemes lever-
age both the social network and the transaction history to
limit illegitimate operations, which results in high clas-
sification accuracy when compared to Sybil detection.
Moreover, these schemes work on labeling transactions,
and thus, only graceful degradation is expected in the
presence of errors. Still, these schemes are limited to
applications for which appropriate system properties are
known to suite Sybil tolerance. In addition, it expected
that deploying a “good” credit network to be challeng-
ing, where liquidity is preserved and illegitimate trans-
actions are limited. Otherwise, the system can be sus-
ceptible to a Denial of Service (DoS) attack on the credit
network, as illustrated in Figure 5.

4 Open Problems
To date, there is no comprehensive evaluation of how ef-
fective social network-based Sybil defenses are when the
underlying assumption are completely or partially false.

Figure 5: DoS in Sybil tolerance schemes [25]. Con-
sider the scenario where the malicious node has more
credit that the well-behaved node. The malicious node
can now start draining the credits across the cut until it
successfully denies the well-behaved nodes from execut-
ing transactions with nodes located in the left partition.

In particular, the assumption of the limited social capa-
bility of an adversary is quickly becoming a major con-
cern, which is the focus of the following research ques-
tions:

1. How can we develop an approximate model that
simulates (i.e., predicts) how Sybils “befriend”
users under different assumptions of the adversary
capabilities?

2. How can we use this model to evaluate the effec-
tiveness of existing Sybil detection and tolerance
algorithms?

3. What are the insights from such an evaluation that
can be used to design Sybil defenses that resilient
to even “social” adversaries?
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