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ABSTRACT
In this paper we present a survey of the data protection sys-
tems in the presence of physical threats, such as theft, loss,
damage and malicious use. Recent studies suggests that
the aforementioned threats are real and happen with very
high rates, e.g., it has been reported that more than 50% of
Maimi city had experience with theft and loss of their device
in 2011. In this paper we also present adversarial model and
users’ requirements to data protection systems which were
based on the result from the interview and survey studies
we conducted. Analysis of the existing systems in the light
of the aforementioned adversarial model and users’ require-
ments revealed that existing system (a) do not consider users
as a source of threats, (b) do not provide adequate protec-
tion against an adversary with physical access, and (c) do
not meet users’ requirements on usability and privacy. Fi-
nally, we suggest areas of further research, which would help
to address the problem of data protection against an adver-
sary with physical access to the smartphone.

1. INTRODUCTION
Smartphones have become truly ubiquitous devices of today.
Diversity of services and functionalities provided by mod-
ern smartphones include gaming, web browsing and emails
to GPS navigation, voice search and high definition video.
Such functionalities attracted many users, which allowed
smartphones to overtake laptops and desktops in the num-
ber of annually sold items [5, 29]. Smith reports that 46%
of adults in the US have smartphones [53] (an increase by
11

Such spread of smartphone use, however, is accompanied
with a rise of adversaries who use different ways to mone-
tize attacks on smartphones. As a result, the number of dif-
ferent types of malware grew [20, 57] and physical threats,
such as loss, misuse, theft or damage of the smartphone
grew too [6, 15]. Moreover, adoption of smartphones in busi-
nesses creates new attack vectors on corporate data records,
where sensitive and confidential information is at a greater
risk due to higher mobility of smartphones. Ponemon Insti-
tute [9] shows that in 2010 cases which involved lost, stolen,
misused data-bearing devices, such as smartphones, were
ranked among the most expensive ones to recover from and
among the hardest to detect, with an average cost of $156
per breached record or file. Such cost includes both (a) ex-
penses on the investigation, and (b) any types of fees for data
breaches. Lookout, an antivirus vendor, reports that loss
and theft were among the biggest threats to smartphones in

the middle of 2011. For example, in some of the US cities
proportion of the population, which had experienced loss or
theft of their mobile devices was up to 52% [6]. Finally,
Symantec reports that in 96% of cases when a smartphone
is lost a stranger that finds it will try to access sensitive
information, such as social networking applications, emails,
pictures, passwords, and banking applications [13].

One way to explain this it the small size of the modern
smartphones, that might make it easier to lose or to steal
it. For instance, it was reported that 31,544 smartphones
have been left in taxi cabs of New York city during the
first six months of 2010 [15]. Landman reports that over
60,000 mobile phones and 5,500 Personal Digital Assistants
were left in the cabs around London, UK in the six months
of 2005, in comparison to 4,500 laptops during the same
period [33].

Given the popularity of smartphones, their intrinsic mobility
and the rise of the threats to smartphone data, we believe
that it is very important to address the problem of smart-
phones’ data security, especially in cases when a smartphone
is being lost, stolen, misused or damaged, i.e., in the pres-
ence of physical threats. Our exploratory study showed that
users perceive loss, theft, misuse and damage of their smart-
phone as a serious threat and that they want to protect their
data from consequences of physical threats being realized.
Users, however, do not protect such data, because they ei-
ther find that existing tools and systems do not comply with
the sets of their requirements or inconvenient to use. Lets
consider PIN-lock. The participants, who did not use PIN-
code lock for the phone or stopped using it, told us that such
lock is too coarse and does not allow them to protect partic-
ular applications or particular data records. Moreover, those
who did use such lock told us that they would like to have
different PIN-codes for different sets of applications and data
items and to have the ability to switch it off sometimes.

We also found that, participants do not backup smartphone
data regularly, because they do not keep track of which data
item was changed on the smartphone and should be backed
up. They also found this procedure to take a lot of their
efforts. Interestingly, most of the participants agreed that
they prefer local storage to a cloud storage, such as Drop-
Box [24]. Among the reasons for that were local storage
is faster, cheaper, users have more physical control over it,
and they have privacy concerns with the cloud storage. The
last reason, however, is not surprising and is coherent with



the results shown by Ion et al. [31], where they studied In-
ternet users’ attitudes and preferences towards cloud stor-
age. Given that there is a gap between what users need
from smartphone data protection systems and what current
systems have to offer, it is an important problem to iden-
tify which required functionality is missing or does not meet
users’ requirements fully and need to have a better support.

In what follows we first define risks associated with physical
threats and present adversarial model, where we discuss ad-
versaries’ capabilities. We then discuss users’ requirements
to data protection system (DPS) based on related literature
and interviews and survey we conducted. After we discuss
each property of data security (i.e., availability, integrity and
confidentiality) in the light of the existing systems, adver-
sarial model. Finally, we conclude with discussion of the
limitations of the existing solutions and propose areas for
further research.

2. PHYSICAL THREATS, RISKS AND AD-
VERSARIAL MODEL

Data in smartphones, potentially, could be sensitive or valu-
able. We define data as being sensitive if such data is either
confidential or users would have concerns with revealing such
data. We define data as being valuable if there is financial,
nostalgic or personal value for a user in such data. We di-
vide risks to data into two groups (1) an unauthorized access
to data, and (2) data loss. Indeed, recent report show that
there is an increase of unauthorized access to sensitive data
on the phone [9]. Furthermore, McAfee reports that “Four
in 10 organizations have had mobile devices lost or stolen
and half of lost/stolen devices contained business critical
data” [10].

Not all physical threats are caused by an adversary. For
instance, loss or damage of the device might lead to data loss,
however, these threats do not need an adversary in order to
happen. This, however, does not mean that we should not
pay attention to these threats, since they do impose risk to
valuable data and sensitive data.

In the presence of an adversary, both risks (unauthorized
data access and data loss) are possible. Our adversarial
model assumes that an adversary would have at least one of
the following objectives:

• Read sensitive data, e.g., personal messages in online
social networking application

• Modify valuable data, e.g., replace event date and time
in the calendar or change contact phone number

• Get the smartphone itself as a valuable device

Physical threats by definition imply that an adversary is
able to get a physical access to the device. Moreover, we
assume that an adversary before stealing or borrowing the
device is able to observe how victims use their smartphones.
The aforementioned capability of observation in conjunc-
tion with the results from recent studies suggest that such
an adversary would be able to capture authentication se-
cret. In particular, De Luca et al. [23] showed that most of

the participants do not protect their PIN codes from credit
cards while using ATM machines. Zakaria et al. [56] studied
how easy it is to capture Draw-a-Secret authentication secret
and showed that almost all participants were able to capture
authentication secret for DAS in 5-by-5 grid configuration.
Deployed DAS authentication configurations, however, are
3-by-3, which would be even easier to captures due to small
and easier pattern. Finally, Raguram et al. [50] presented a
system that allows to restore users’ input into smartphone
from reflections of the display from other objects in the en-
vironment, such as glasses or windows.

Different objectives breach different properties of data se-
curity. An adversary that gets unauthorized read access to
data might compromise data confidentiality. An adversary
that gets unauthorized write access to data might compro-
mise data integrity or availability. Integrity might be at
stake if an adversary modifies data with malicious intent,
e.g., change the phone numbers in the address book. If such
activity goes unnoticed for a while or no additional copies
of such data are stored anywhere else, availability of such
data will be compromised as well. Finally, an adversary
that aims at financial value of smartphone might compro-
mise data availability.

We assume that an adversary is not able to replace the core
software of the smartphone, and thus gain full control over
the operating system. This assumption, however, does not
mean that an adversary cannot perform usual users’ actions,
such as application installation, control network connectiv-
ity and resetting device to factory settings, i.e., wiping all
data and applications in smartphone.

3. USERS’ REQUIREMENTS TO DPS
In the interview (22 participants) and survey (58 partici-
pants) studies we found that users do have usability and
privacy related requirements to the DPS, such as storage
location and ease of use of locking system.

For availability property of data security most of the partic-
ipants stated that they would like to have backup of their
data to be stored on the local storage (e.g., desktop/laptop,
external hard drive). This was particularly true for sensitive
data, however, it also was true for valuable data. Users saw
local storage as a better solution for them because of the
following reasons (1) they have more control over local stor-
age (e.g., they can physically unplug the storage from the
Internet, or control who has access to it), (2) local storage
is faster, and (3) local storage is cheaper. Indeed, recent
study study by Ion et al. [31] shows that users do have pri-
vacy concerns when storing sensitive data in the cloud based
storage. Moreover, recent incidents with systems based on
online storage only make this matter worse. For instance, in
the middle of 2011 DropBox made all users’ files accessible
without authentication [25]. Mulazzani et al. [40] showed an
attack on DropBox protocol, where an attacker was able to
test whether a user stores specific file.

On the other hand, for confidentiality property of the data
security users wanted to have more control over what should
be protected. For instance, more than 20% of users found
the simplest authentication methods, such as PIN-codes and
DAS, very unusable in the current implementation, when



users need to authentication each time they access phone.
If a locking system of a smartphone could be more fine
grained, i.e., provide different levels of protection for dif-
ferent data items and functionalities, this would allow users
to use a stronger authentication methods for more sensi-
tive data items and weaker authentication methods for less
sensitive items. Moreover, making access to non sensitive
data without authentication and using various authentica-
tion methods for sensitive data might increase efforts need
by an adversary in order to capture authentication secret,
since he/she would need (1) to wait more for the moment
when users access sensitive data, and (2) to consider stronger
authentication methods being used with different authenti-
cation secrets for different data types or items.

As for those who did use locking system they render them-
selves vulnerable to the aforementioned adversary, because
most of them (90%) used weak authentication methods, such
a PIN or DAS. The participants stated that the main reason
for such decision is that they need to authenticate them-
selves too often and this make it impossible for them to use
stronger authentication methods. Furthermore, they stated
that for some data types or items they would like to have
several levels of defense, i.e., they would like to keep the PIN
code for the whole phone, but also have an additional lock
for some pictures or some messages. In related literature it
has been shown that they way users use their smartphones is
different from the way we use desktops/laptops, where with
smartphones users tend to work in short bursts of interac-
tions, with very frequent distractions [47]. This suggests
that a more flexible way, such as fine grained access control
should be introduces in order to enable users to access non
important data without need of authentication.

4. EXISTING DATA PROTECTION SYSTEMS
In this section we review existing systems in the light of the
aforementioned adversarial model and users requirements.
We divide our discussion into sub sections related to each
property of data security, i.e., availability, integrity and con-
fidentiality. We combine confidentiality and integrity, be-
cause system that provide confidentiality protection also could
be used for integrity protections. For instance, by limiting
access data modification functionality. Because of the same
reason we discuss together data availability and integrity,
where reservation systems with support of versioning could
be used to overcome data corruption by rolling back to pre-
vious version.

4.1 Confidentiality and Integrity
There are two approaches that are used to reduce the risk
of an unauthorized access to data. The first one is based
on access control, which could use privilege separation or
domain isolation. The second one is based on malicious use
detection, for instance by using intrusion detection systems
(IDS).

4.1.1 Access Control
Data isolation approach was explored by many authors. For
instance, Ni et al. [44] proposed a smartphone sharing sys-
tem based on privilege separation, called DiffUser, which
introduces three user accounts: Administrator, Normal and
Guest. Each account has different permissions on which ap-
plications or phone services could be accessed. In particular,

a Guest user account has access to voice calling functional-
ity, can view contacts, but cannot change them and has no
access to other applications. Normal user account, addition-
ally to what a Guest account has, would also have ability
to run most of the installed applications. An Administrator
user account, additionally to Normal user account, would
also be able to install and remove applications and config-
ure general phone settings, such as network connectivity. In
order to switch between different accounts user need to au-
thenticate himself with a password, which is different for
Normal user and Administrator. Even though, it addresses
the problem partially it is still far away from meeting users’
requirements. First of all, it considers all data items and
functionalities within applications as being of the same sen-
sitivity level. Second, DiffUser does not allow custom set-
tings for access scope for the introduced accounts.

Somewhat similar and simpler applications exists on the mo-
bile applications markets already. For example, the Smart
AppLock Pro and Ultimate App Guard [7, 8]. These appli-
cations introduce privilege elevation to mobile platform and
divide installed applications into two parts. One part will
always require authentication, while another would be ac-
cessible without it. These applications, however, share the
same limitations of the DiffUser system. Moreover, reference
monitor in the aforementioned applications is prone to ter-
minations by both OS, due to resource allocation optimiza-
tion [12], or by third party applications, such as Advanced
Task Killer [1].

Barr et al. [16] proposed data isolation by virtualization
based on hypervisor. This approach implies use of separate
instances of mobile OS in virtual machines, where separa-
tion for different types of data is enforced, e.g., personal
data in one virtual machine and corporate data is in an-
other. By separating data into different virtual machines,
the aforementioned system reduces risks to data in case if
another instance of virtual machine got corrupted by a mal-
ware. Virtualization, however, has its own drawbacks when
applied in mobile platform, such as performance and energy
overheads, which are highly important for mobile devices,
especially for smartphones, since users rely on them. This
also makes such approach less attractive since current smart-
phones would not be able to host more than two of three
virtual machines, which could be insufficient for users.

Finally, Bugiel et al. [18] introduced framework that allows
applications to be isolated into different domains, such as
personal or business. Even though, their work targets mal-
ware threats, one can still use such approach in combina-
tion with authentication in order to separate domains. Such
approach would introduce less computational and memory
overheads than virtualization, since it does not require sev-
eral instances of an OS to be run on the smartphone. How-
ever, this approach does not provide users with means to
differentiate data within an application and tools to provide
different levels of protection.

All data confidentiality protection systems that rely on ac-
cess control as a way to protect data confidentiality (and
integrity) need also to rely on some type of authentication,
in order to tell legitimate and illegitimate users apart. The
popularity of weak authentication methods in smartphones,



such as PIN and DAS [21, 32], makes such approach highly
vulnerable to an adversary, described in section 2. Moreover,
findings from our survey study show that 90% of smartphone
users use either PIN-code or DAS authentication methods.

One way to address weakness of PIN/DAS based authen-
tication methods is to use stronger authentication method
or password policy, such that provides better resistance to
shoulder surfing attacks. Substitution candidates might in-
clude a stronger alpha-numeric passwords, gesture based au-
thentication [37], face or voice recognition, near field com-
munication, RFID or bluetooth tokens, or finger print scan-
ner. Some of the aforementioned methods have usability
problems, for instance Kurkovsky and Syta [32] showed that
striker password policies impact memorability and users of-
ten forget them.

Other authentication methods could be used in particular
environments. For example, gesture authentication could
be used in the environment where nothing but user interacts
with accelerometer. Moreover, users should be able to move
their hand freely while reproducing gesture. All this make
such method hardly applicable in such cases when users are
on the bus, or in very crowded environments, which are often
the cases where users use their smartphone [47]. Face and
voice recognition falls to the same problem, they require
clear enough from noise environments, so that users’ voice
could be clearly distinguished. Moreover, they are easy to
overcome, voice authentication could be easily recorded by
an adversary and current system based on authentication
by face recognition could be overcome by presenting static
picture of the user [4].

Hardware tokens, on the other hand, are highly usable, since
they do not require users to remember any authentication
secret. Moreover, the authentication process could be done
in the background, by constantly evaluating proximity of
the token, which would provide users with seamless user
experience on the smartphones. Even though, such approach
reduces mental task of remembering authentication secret, it
introduces another mental and physical task of remembering
to not to lose the hardware token and taking care of its
availability (i.e., batter power), in case of such bluetooth
or NFC tokens. Moreover, an adversary that observes such
protection might choose to steal the device with token, or
to “borrow” the device and use it within proximity of the
token, e.g., in the next room.

One can also use several authentication modalities in order
to address the weakness of PIN/DAS based authentication
methods. For example, one can add voice recognition or
use keystrokes dynamics [17, 28, 39] in parallel with PIN or
DAS. Such approaches, however, would be either very intru-
sive (i.e., require much more data to be provided by users
through input interfaces), or extremely limited by small in-
put interface of the smartphones (i.e., such interfaces do not
allow to collect enough data for classification algorithm to
work). For example, an unauthorized data read access would
not necessarily generate enough keystrokes for classification
algorithm to work [17].

4.1.2 Intrusion Detection Systems

Another way to provide confidentiality protection to sensi-
tive data is use IDS and to detect a malicious smartphone
use, i.e., an intrusion. Such an IDS, relatively to the smart-
phone, could be either passive or active.

Passive IDS, such as Network based IDS (NIDS) use net-
work traffic of the smartphone in order to detect whether
a smartphone is being abused and should be disconnected
from services, in order not to disrupt others users access
to such serves. NIDS, however, has conceptual limitation
in the presence of a physical adversary, because it does not
consider data stored in the mobile device as assets that need
protection. Moreover, it is doubtful that an adversary with
physical access to the device and interested in the data inside
the device would generate enough network traffic. More-
over, the adversary, described in section 2, most probably
will disable all network connections in order to go unnoticed
and to disable remote phone management, such as Find My
iPhone [3]. We will exclude NIDS from further discussion
because of the aforementioned limitations.

Active IDS, or Host based IDS (HIDS), which are meant
to be run on the system they protect, are more suitable
for the physical threats and could be based either on signa-
tures detection or anomaly detection approaches. Signature
and anomaly based HIDS differs in the way they establish
“ground truth” about malicious activities. Signature based
approach requires a set of malicious behavior patterns to
be defined before such system to be used. Anomaly based
approach, on the other hand, does not need any previous
knowledge and build users’ behavioral model during the
system use. It then uses this model to detect cases when
users’ behavior differs significantly from what is predicted
by model. In what follows we first discuss existing signature
based IDS and follow with discussion of anomaly based IDS.

4.1.3 Signature based Intrusion Detection Systems
Similar signature based HIDS were proposed by many au-
thors. For example, Nauman et al. [43, 42], Conti et. al [22],
Enck et al. [27], and Ongtang et al. [46].

A fine-grained applications’ permissions model that was pro-
posed in the Apex system by Nauman et al. [43], gave users
control over which data could be used by installed appli-
cations. This was achieved by rules that define scenarios
and contexts when a particular data type could be accessed.
Context was defined by the network a smartphone is con-
nected to, e.g., WiFi network at work, at home or cellular
network. This system, however, focuses on malware threats,
and on inter process communications (IPC) in particular,
and does not consider users as a source of threats.

Another system, the CRePE [22] added to the Apex func-
tionality ability to block some applications from being run in
specific contexts. For instance, if a smartphone is in roam-
ing or hostile WiFi network prohibit running email clients
or banking applications. Even though, this system improved
security of applications in hostile network environment, it
still focuses only on data leaks through network communi-
cations and does not provide protection against an adversary
with physical access.

The Kirin system [27], proposed by Enck et al., introduced



a notion of “dangerous” permission sets, which prevents ap-
plication installation when requested permissions were“dan-
gerous”. If such system is installed and “dangerous” permis-
sion sets are defined, then users receives protections against
applications which might abuse received permissions and
leak data through network or IPC. This system, however,
does not consider malicious users as a source of threat to
data confidentiality and integrity.

The Saint system [46] extends existing Android’s permis-
sion model in order to allow third party applications to as-
sert permissions granted to its application program inter-
face (API). Main goal of this system was to prevent abuse
of third party applications’ API by malware. The Saint sys-
tem shares limitations of the Kirin system in the presence
of the adversary with physical access.

Another signature based HIDS was proposed by Chaugule
et al. [19], which was focused on malware. In particular, au-
thors make assumption that any data access that originates
from users, i.e., data read or write request that is a sequence
of users opening a file for view or saving it, is benign, and,
thus, should be excluded from being monitored. This is cru-
cial point limitation for us, since we assume the opposite,
not all users interactions are benign and an adversary will
access data as a usual user, through user interface.

Data monitoring techniques, such dynamic data tainting,
were also employed in several HIDS for smartphones. For ex-
ample, the TaintDroid system, proposed by Enck et al. [26],
tracks data leakage through IPC with the help of dynamic
data tainting. Collected data routes then were used as an
input for a rule-based security policy system, which detected
whether a process is trying to get an unauthorized access to
sensitive data. In case if such access attempt was detected
policy enforcement point prohibited further access to such
data for the process which requested access.

Another example of dynamic data tainting is similar sys-
tems, proposed by Ongtang et al. [45] and by Hornyack et
al. [30]. The aforementioned systems focused on data be-
ing sent off the device in some contexts, such as being in a
roaming or in unprotected WiFi. They are based on rule
based system that define appropriate actions (e.g., prohibit
the connection) for cases when sensitive data are being sent
off the device. Such system, however, do not consider users
as a source of threats to sensitive data, render themselves
inefficient against an adversary who uses physical access to
the mobile device.

Common limitation of all aforementioned systems is the fact
that they target malware threats and do not consider users
as a source of any threats. Most of the time they rely on
authentication only, which, if used with weak authentica-
tion methods, could be easily overcome. Furthermore, it is
not clear how effective such systems could be if applied to
physical threats, and how feasible it is to codify malicious ac-
tivities of a physical adversary, given that such codification
is user specific. Finally, an inherited limitation of all signa-
ture detection based HIDS is ability to detect only known
attacks. This relates to physical threats as follows, if a sen-
sitive data item has not been considered as sensitive before
(e.g., users have not thought about it yet) then such data

would be left unprotected.

4.1.4 Anomaly based Intrusion Detection Systems
Anomaly detection based HIDS against physical threats have
also received some attention from research community, al-
though very limited. Such approach is usually based on
building users behavior model, which is then used as a pre-
dictor of the next user’s action. If a current actions has a
lower probability than some threshold an intrusion is de-
tected. In the case of an adversary who has physical access
to the device the goal of such system would be to discrim-
inate different users, when they are using the same device.
By the same device we mean a smartphone that has the
same set of applications, data items and configuration. This
does not include such cases when a factory reset function is
used in order to wipe out all data and applications on the
device before such device is to another user for permanent
(e.g., sold smartphone).

To the best of our knowledge, work done by Li et al. [34,
35, 36] is the the only example of anomaly based detection
IDS application for smartphone. In their work Li et al. pro-
posed to use users’ behavioral models to tell different users
apart. In their adversarial model they assume that the sole
objective of the adversary is to get the mobile device as a
valuable asset, thus, an adversary would use factory reset
function and wipe out the stolen device. In order to eval-
uate how easy it is to discriminate such users authors con-
ducted several laboratory experiments, where they evaluated
different sets of features for the aforementioned purpose.
In particular, they investigated use patterns of voice call-
ing, SMS messaging, Bluetooth connection functionalities,
as well as third party applications being used. The results
of the experiments suggest that phone numbers which users
had dialed and sent SMS messages to allows to discriminate
users with equal error rates (ERR) up to 10-15%. On the
other hand, applications being run on the smartphone did
not show the same performance, and on average had 35%
ERR. Author admit, though, that such bad performance
was due to the fact that users tend to use the same set of
applications, moreover, the data set which was used in their
experiment was very limited. In particular, their data set
did not have information about which data items were ac-
cessed during application run, in opposite, it only contained
information when an application was launched, that did not
allow authors to differentiate users which accessed only one
data item (e.g., one email messages) apart from users that
access multiple data items (e.g., all email messages).

Even though authors tried to address physical threats such
as theft or loss, they had completely different objective.
Main objective of this study was to unveil cases when a
smartphone is stolen from service provide perspective, i.e.,
recognize that this smartphone was used by someone else
before, on the basis of used services (phone calls, SMS mes-
sages). Authors also assume that an adversary is not inter-
ested the data stored on the smartphone, and, thus, would
delete all data immediately. We assume the opposite, an ad-
versary with physical access will try to access victim’s data
on the smartphone. It is safe to make such assumption since
recent study by Symantec shows that in 96% of the cases
when a smartphone is lost users that found it would try to
access sensitive data [13]. Furthermore, our survey study re-



vealed that more than 10% of smartphone users have tried
to sneak into someone mobile device before. This assump-
tion renders the approach proposed by Li et al. ineffective
against an adversary with physical access.

Finally, some authors explored ways of using desktop level
anti-malware systems and IDS in smartphones with the help
of virtual machines. For example, Portokalidis et al. [49]
proposed the Paranoid Android system, which used a com-
plete replica of a smartphone on a dedicated server. For
such system to work a smartphone would require to have a
special mobile agent installed which records all call traces
and passes them to the replica server. After replica server
receives call traces updates it reproduces them on the smart-
phone replica by executing the same functions calls in the
same sequence. This helps replica server to maintain a copy
of the smartphone up to date, which is later used for detec-
tion of malware and data leakage with application of desk-
top level anti-malware software. Even though, the Paranoid
Android system was tailored against malware, it could be
relatively easily extended to include users interactions, so
that malicious use could be detected on the server either
by using Signature or Anomaly based detection. Such ap-
proach, however, has crucial limitation in the presence of
the adversary who use physical access to the device. In par-
ticular, we assume that an adversary with physical access is
able to circumvent all communication channels, which will
render such approach ineffective.

4.2 Availability and Integrity
Another risk to data is data loss, which could be addressed
by various data replication techniques, such as backup or
synchronization. Existing solution could be divided into
three groups (1) cloud storage based, (2) local storage based,
and (3) mixed. Moreover, a support of versioning could be
used to recover from data corruption, which could be sup-
ported in all three aforementioned groups.

Most popular system for synchronization and backup iCloud
and DropBox [14, 24] have many advantages. For example,
such systems have higher accessibility and availability than
local based systems, e.g., home desktop or external hard
drive. They also provide hardware protection, by storing
several replicas of data for redundancy purposes where in
the case of local solutions, users often use doomed to lose
their data if hardware fails. Furthermore, some of them, e.g.
the DropBox system, support file versioning, thus provide
users with ability to recover from data corruption. Systems
that are based solely on cloud storage, however, do not meet
users’ requirements, discussed in section 3.

Local storage based system, such as iOmega Network Stor-
age System [11], or iTunes [2] are often bounded to home
networks, i.e., render themselves unaccessible when users are
not within home network. Even if they have support func-
tionality of remote access, dynamic nature of IP addresses
for consumer routers make them inefficient or very hard to
configure and use for average users.

Research community also tried to address data loss risk by
investigating different methods of data synchronization. For
instance, Peek et al. [48] proposed the EnsemBlue system
that facilitate integration of storage from multiple consumer

electronic devices (CED) and provides tools for synchroniza-
tion such CEDs. The system architecture is based on the
central sever (a PC) that stores all data and distributes data
to CEDs according to predefined query filters. Such query
filters is used to define date items or types which need to be
transfered to a CED, e.g., all pictures that are no more than
one year old should be transfered to digital frame.

Salom et al. [52] proposed similar to EnsemBlue system
which used decentralized storage system, so called the Per-
spective. It gave users ability to configure data redundancy
and partitioning, in order to increase data storage reliability
and improve accessibility on CEDs, such as Personal Video
Recorders (PVR).

Another system, which was targeted at synchronization in
databases (DB) was proposed by Ramasubramanian et al.,
so called the Cimbiosys system [51]. Even though authors
considered data base types system, such system could be
easily deployed for smartphones, considering that (1) data
IO operations could be relatively easy converted to SQL
queries, and (2) many data structures in smartphones are
already implemented in the format of lightweight SQL DBs.
In particular, the Cimbiosys system introduced the notion
of synchronization rules which defined data eventual storage
locations. It also used data versioning as a way to propagate
data changes to the storage locations. Later, the Cimbiosys
system was enhanced by Mahajan et al. [38], where authors
added ability to recover from data corruption in an efficient
way, i.e., with minimum IO operations needed. It remains an
open question, however, how efficient and effective such sys-
tem would be in smartphone, considering limited resources
(CPU, and storage) which are needed for this system to
compute hashes of versions and store several versions of the
same data.

Systems which use both local and cloud based storage try
to address limitations of the aforementioned systems. For
example, the Wuala system [55] allows its users to share
their space between each other. If a user shares his com-
puter storage he/she will receive in return storage for their
needs on someone else computer. Users are also able to
buy additional space on the cloud storage and combine both
types of storages in order to increase availability of the data.
Somewhat similar the FriendStore system, which was lim-
ited to the network of friends on Facebook, was proposed
by Tran et al. [54]. In this system friends from online social
networks negotiated directly storage location share between
each other. Data were encrypted before left owner computer.

All the aforementioned systems rely on backup schedule or
on an explicit request from a user to perform backup or
synchronization operation. Furthermore, non of the existing
systems address data loss risk in such scenarios when data
have not been backed up yet from a smartphone (reside only
on a smartphone), but have been modified by an adversary
with a malicious intent.

5. DISCUSSION
In what follows we discuss limitations of the existing solution
and highlight possible further research.

5.1 Confidentiality and Integrity



Majority of the existing systems target malware threats and
do not consider users as a source of any threats to the data
in smartphone. In particular, access control systems rely
on authentication methods as the way to detect illegitimate
users. Unfortunately, existing systems do not consider us-
ability of the authentication method and assume that users
will adopt strong enough. However, results of the recent
studies, including [41], suggest that users tend to adopt weak
authentication methods due to limited user interface on the
smartphones.

One way to reduce authentication burden on users is by
decreasing frequency of authentication prompts. One way
is to use timeout, which, however, introduce a very easy
way to bypass locking system for an adversary. Another
way to introduce fine grained access control system which
would allow to lock only part of data items, applications
and applications’ functionalities. However, existing system
allow only to lock at application level, which implies the
same level of sensitivity for all data and functionalities with
in an application. It is an open research question how a
fine grained locking system could implemented so that it is
secure, effective, efficient and usable. Moreover, a usable
configuration interface has to be provided to such system,
otherwise such system might deem itself to be abandoned
by users.

It also not clear whether the only way of locking data is by
authentication mechanism. We believe that other mecha-
nisms, which could striker or softer could be used as well.
For example, a deterrence mechanism of journaled access
could be put in place, where each access to sensitive data
is recorded. Moreover, such audit record could also include
a photo taken from front facing camera, which is a stan-
dard in modern smartphones. This, however, requires study
not only efficiency and effectiveness of such mechanisms, but
also on study on their usability and whether users would like
to adopt such tools.

Yet another perspective approach to data confidentiality
protection in smartphone is to try to remove users from
security loop as much as possible, i.e., automate most of
the decisions. This could be accomplished by use of IDSes
based on human behavior. It is an open research questions
how well an average user can define what would constitute
a malicious use of his smartphone for signature based ap-
proach and how effective such approach would be against
an adversary with physical access. However, given that the
number of such signatures, would be in order of several mag-
nitudes smaller than the number of signatures for malware,
this approach could be easily deployed on smartphones. For
instance, recent malware DBs contains hundreds of thou-
sands of malware signatures, where it is highly doubtful that
users would define more than a thousand or ten thousands
of signatures.

On the other hands, one can use anomaly based IDSes in or-
der to detect when use of smartphone is not consistent with
a normal use. The task of building and evaluating of such
system, however, is very challenging. First of all, there is one
very important difference between the problem of anomaly
detection in user behavior and the problem of anomaly based
detection of malware, that is a malware on one smartphone

is a malware on the other smartphone. However, with user
behavior it is not the case, because sensitivity of data is
user specific. For instance, a data access pattern for one
user could be identified as being malicious, and, in oppo-
site, the same pattern would be identified as non malicious
for another user. Second, one can easily capture malware
and replay it in order to reproduce attack. Moreover, many
repositories of different classes of malware are available for
use. This is not the case with malicious users’ activity, and
to the best of our knowledge, no such data has been col-
lected and made public. That is why it is an open research
problems of how such system could be implemented, how
effective and efficient such system could be and, most im-
portantly, how such system should be evaluated.

5.2 Availability and Integrity
Most important limitation of the systems that are widely
deployed today, which are based on cloud based storage, is
privacy concerns users have with such storage. This however
should be address by adoption of the local based or hybrid
based solutions. However, such systems should use cloud
storage carefully, providing full secrecy for the stored data.

Another aspect of data protection system is to provide means
for users to recover from data corruptions. Even though,
some of the systems support versioning of the data, e.g.
DropBox, they do not provide such functionality for data
which are stored only on the smartphone. Data could be
stored only on the smartphone because of multiple reasons,
e.g., have not been backup yet, user do not want to backup
it because of sensitivity concerns.

Finally, because of the resource limitations in smartphones
(network connectivity, batter power, CPU) all existing sys-
tems require either explicit users actions to start synchro-
nization process or do it only in some specific contexts, such
as home WiFi or when connected to power adapter. This
could cause problems, since users might charge their phones
outside of the home networks, thus, local solutions might be
not accessible or they might forget to initiate such action.
Furthermore, future research should focus on the designing
of a system that would provide users with usable tools for
controlling and managing their local storages where they
would be able to backup data from theirs smartphones. Ad-
ditionally, such system should overcome the limitation of
existing systems, which are bounded to home networks.

6. CONCLUSION
In this paper we present a problem of data protection against
physical threats, where an adversary would be able to get
a physical access to the device, and would be able to over-
come weak authentication methods, such as PIN-code or
DAS. We also presented users’ requirements to data protec-
tion systems, which were elicited in the interview and survey
studies. In particular, we highlight what impede adoption
of DPS.

We then reviewed existing systems in the light of the pro-
posed adversarial model and users’ requirements. Our find-
ings suggest that existing systems are faraway from provid-
ing adequate protection against an adversary with physi-
cal access to the mobile device and futher research should



be done in order to address the problem of data protection
against physical threats.

For data confidentiality and integrity we propose further re-
search in access control area where a new fine-grained system
should be designed. Moreover, we suggest that other defense
mechanisms should be studied, such as access journaling and
decoys. We also proposed an approach where users partic-
ipation in security loop is limited as an alternative way of
detecting malicious data access, which could be based on ei-
ther signature or anomaly detection based IDS. Finally, we
highlight the necessity of investigating of a usable controlling
interface for all the aforementioned systems.

For data availability and integrity we propose research di-
rection that will investigate an efficient and effective design
of a backup system which would be based on local storage
and which would overcome the limitation of home network
boundaries. Additionally, such system would provide effi-
cient and effective tools for data corruption recovery for data
which are stored only on smartphones.
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