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Verification: Three Elements

Verification employs a mix of three factors:  
1. A person’s resourcefulness, persistence, 

skepticism and skill. 
2. Sources’ knowledge, reliability and honesty, and 

the number, variety and reliability of sources 
you can consult/talk to.  

3. Documentation.

Source: Steve Buttry, Verification Handbook



Principles of Verification

• Identify the original source — and interview 
them. 

• Confirm content of the information. 
• Confirm date and time. 
• Research similar events, content. 
• Speak to additional sources. “How do you know 

that?” 
• Triangulate all collected information. 
• Communicate and collaborate.









VERIFYING SOCIAL MEDIA

With thanks to Mandy Jenkins (@mjenkins, ZombieJournalism.com)



Evaluate the Account & Person
•Check when account was created 

–Be suspicious of brand-new accounts 
•Analyze the network 

–Friends, followers, conversations, retweets 
–What do they usually tweet/post about? 
–Where do they say they are?  

•Evaluate tweets/posts before and after



Check Outside Social Media
•See if you can find other accounts online 
with the info you have. 

•Use Spokeo, Pipl, WebMii for searching 
the name. 

•DM them, get on the phone, Skype



Check the Content
•Get details and additional 
corroboration from people, images, 
etc. 

•Are others reporting this incident or 
event? 

•If so, what sourcing are they using?



VERIFYING PHOTOS & VIDEO









Verifying Photos & Video
•Check exif info: regex.info/exif.cgi  
•Check history of photo with reverse image search: 
TinEye, Google Images

http://regex.info/exif.cgi
http://www.tineye.com/




Content Analysis
•Reference locations against maps and 
existing images from the area 

• Check  

–Clothes, buildings, language, license 
plates, vehicles, etc.  

•Examine weather reports, shadows to 
confirm conditions shown fit date and time



Source & Context
•Review the uploader’s history/location  
•Are there images before and after you 
can compare to? 
•Get the uploader on the phone or Skype 
to talk about the image 
•Beware of the amazing shot in a 
breaking news situation





Verifying Location 
Tiji, Libya, 2011 

Eliot Higgins (Brown 
Moses)





















Debunker Toolkit
• VerificationHandbook.com 

• Skype/Phone 

• Reverse image search 

• EXIF reader 

• Google Maps/Earth 

• Who.is 

• Spokeo, Pipl.com,WebMii.com 

• Twitter Advanced Search 

• YouTube Data Viewer 

• FotoForensics 

Links: https://bitly.com/bundles/silverman/3

https://bitly.com/bundles/silverman/3


Verification Tips
•Be skeptical about what you see and read and hear 
•Check the source, content and data 
•Confimr date, time location, provenance 
•Investigate the network, the history of a SM 
account 
•Use human sources, always seek contact 
•Use tools, but not only tools 
•Don’t rush to be wrong. Value restraint 
•“How do you know that?”



TYPES OF FAKES



Real Image, Wrong Event/Context









Composite of Real Images



Actually from Iowa ...







Fictional Presented as Factual





Totally Unbelievable





Fake Accounts or Facebook Pages



Fake Twitter Accounts



Fake Websites



Thank You! Questions?


