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Report	  from	  the	  Front	  Lines	  

The	  ba4le:	  
A"ackers	  vs.	  C,	  C++	  programmers	  

The	  ba4leground:	  
Legacy	  code,	  new	  projects,	  and	  new	  components	  
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•  Control-‐flow	  a/ack:	  alters	  control	  
data	  to	  execute	  malicious	  code	  or	  
out-‐of-‐context	  library	  code.	  
–  stack-‐smashing,	  return-‐to-‐libc	  a4acks,	  

etc.	  

–  many	  protecCons,	  including	  control	  
flow	  integrity	  
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•  Non-‐control-‐data	  a/ack:	  alters	  
non-‐control	  data	  to	  break	  program	  
invariants.	  
–  configuraCon	  data	  
–  user	  input	  
–  user	  idenCty	  data	  
–  decision-‐making	  data	  

4	  



A	  non-‐control	  data	  a4ack	  
[source:	  	  AkriCdis	  et	  al.;	  inspired	  by	  true	  nullh4pd	  a4ack]	  

Web	  Server	  Code:	  

cgiCmd	  

cgiDir	  

overflow	  
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dir	  contains	  
approved	  
executables	  



Array	  Bounds	  Checking	  

cgiCmd[i]	   cgiDir[i]	  

•  Must	  check	  every	  indexing	  operaCon	  
–  even	  on	  non-‐cri=cal	  data	  
–  and	  inside	  libraries	  
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program	  code	   library	  code	  



Three	  Goals	  
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1:	  Targeted	  ProtecCon	  

cgiDir[i]	  

Protect	  cri:cal	  data	  

(without	  protecCng	  all	  data)	  

cgiCmd[j]	  
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program	  code	   library	  code	  



2:	  Modular	  ProtecCon	  

cgiDir[i]	  

without	  checking	  all	  the	  code	  
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program	  code	   library	  code	  



3:	  Format	  PreservaCon	  

struct	  {	  …	  }	  

and	  without	  changing/padding	  

objects	  in	  memory.	  

cgiDir[i]	  
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program	  code	   library	  code	  



criCcal	  write	   criCcal	  read	  write	   read	  

Heap	  

Shadow	  
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cgiDir	  

YARRA:	  An	  Extension	  to	  C	  

fail	  if	  not	  equal	  

CriCcal	  memory	  model	  	  	  	  	  	  	  	  	  	  	  formal	  basis	  for	  parCal	  memory	  safety!	  



1:	  Targeted	  ProtecCon	  

cgiDir[i]	  

Protect	  cri:cal	  data	  

(without	  protecCng	  all	  data)	  
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program	  code	   library	  code	  

Shadow	  



2:	  Modular	  ProtecCon	  

cgiDir[i]	  

Protect	  cri:cal	  data	  

(without	  protecCng	  all	  data)	  
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program	  code	   library	  code	  

Shadow	  



3:	  Format	  PreservaCon	  

struct	  {	  …,	  cgiDir,	  …	  }	  

and	  without	  changing/padding	  

objects	  in	  memory.	  
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program	  code	   library	  code	  

Shadow	  



YARRA:	  An	  Extension	  to	  C	  
Inverse	  array	  bounds	  checking	  –	  YARRA	  =	  ARRAY-‐1	  

Formaliza=on	  
•  Language	  design	  based	  on	  
the	  abstracCon	  of	  criCcal	  
data	  and	  heap	  parCCons.	  

•  Program	  logic	  +	  a	  frame	  rule	  
for	  modular	  reasoning	  and	  
parCal	  memory	  safety.	  

•  Formal	  protecCon	  against	  
non-‐control	  data	  a4acks.	  

Implementa=on	  
•  Compiler	  +	  runCme	  system	  
implemenCng	  YARRA	  
semanCcs	  in	  two	  different	  
ways.	  

•  EvaluaCon	  on	  four	  open	  
source	  programs	  with	  known	  
non-‐control	  data	  
vulnerabiliCes.	  

•  Negligible	  end-‐to-‐end	  
overhead.	  
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Heap	  

Shadow	  
Heaps	  

Language	  Extensions	  
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Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  
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Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!
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a,	  b:	  



Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!

bless(X, px);!

19	  

a,	  b:	  



Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!

bless(X, px);!

px->a = 3;!

3	  

3	  
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a,	  b:	  



Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!

bless(X, px);!

px->a = 3;!

3	  

3	  

px->b = px->a + 1;!

4	  

4	  
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Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!

bless(X, px);!

px->a = 3;!

3	  

px->b = px->a + 1;!

4	  

unbless(X, px);!
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a,	  b:	  



Heap	  

Shadow	  
Heaps	  

yarra struct {int a; int b;} X; !

X 

Language	  Extensions	  

X *px = malloc(sizeof(X));!

bless(X, px);!

px->a = 3;!

px->b = px->a + 1;!

unbless(X, px);!
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free(px);!



cgiCmd 

cgiDir 

overflow 

on overflow, access pointer has type cchar[ ] but memory written 
to has type dchar[] 

high integrity data structures 
protected by run-time system 

type declarations for data 
with high integrity 
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ImplementaCon	  
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source	  

no	  source	  

Instrument	  
reads/writes	  

Lock	  criCcal	  heaps	  using	  
hardware	  page	  protecCons	  

YARRA-‐protected	  
executable	  



Program	  Logic	  
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modified	  set	  

precondiCon	  

statement	  

postcondiCon	  

Classical	  Hoare-‐style	  program	  logic:	  



	  	  	  	  F	  is	  preserved	  across	  s	  if	  s	  does	  not	  modify	  
the	  free	  variables	  of	  F.	  

The	  Frame	  Rule	  
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T-Frame 

Key	  technical	  idea:	  	  
• 	  	  A	  parCConed	  model	  of	  the	  heap	  	  
• 	  	  Non-‐criCcal	  data	  resides	  in	  the	  normal	  heap	  H 
• 	  	  Values	  of	  criCcal	  type	  Y reside	  in	  a	  separate	  heap	  region	  named	  Y.	  

	  Invariants	  on	  Y are	  preserved	  over	  modificaCons	  to	  H. 



Defining	  an	  A4ack	  Model	  

Formally	  

Informally	  

See	  the	  paper.	  

An	  a4acker	  is	  a	  program	  that	  
is	  free	  to	  make	  arbitrary	  
changes	  in	  the	  heap	  H.	  
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(Trivial)	  A/ack	  Specifica=on	  



The	  Frame	  Rule	  in	  AcCon	  
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validDir(dchar, cgiDir) 

validDir(dchar, cgiDir) 



EvaluaCon	  &	  Results	  

31	  

Program	   Original	  LOC	   Modified	  LOC	   Modified	  %	  

sshd	   60,148	   497	   0.8%	  

wu-‐Rpd	   17,993	   262	   1.5%	  

telnetd	   3,962	   63	   1.6%	  

gh/pd	   514	   69	   13%	  

ProtecCng	  Security-‐criCcal	  Data	  

•  SSHD:	  OpenSSH	  daemon	  

•  WU-‐FTPD:	  rp	  server	  
•  TelnetD:	  telnet	  server	  
•  Gh/pd:	  web	  server	  



ProtecCng	  Security-‐criCcal	  Data	  
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ProtecCng	  Security-‐criCcal	  Data	  

33	  



Summary	  

– YARRA	  characterizes	  par=al	  memory	  safety	  in	  an	  
unsafe	  context.	  

– The	  program	  logic	  admits	  a	  powerful	  type-‐based	  
frame	  rule	  for	  modular	  reasoning.	  

– The	  language	  extension	  is	  minimal	  and	  easy	  to	  
use,	  and	  we	  have	  two	  implementa=ons	  of	  the	  
semanCcs.	  

– We	  can	  harden	  real	  non-‐control	  data	  
vulnerabili=es	  with	  negligible	  performance	  cost.	  
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Looking	  Ahead	  

•  YARRA	  for	  sta=c	  verifica=on	  
–  Right	  now:	  VCC	  +	  YARRA	  

– Managed/unmanaged	  language	  interacCon	  

•  YARRA	  with	  other	  run=me	  protec=ons	  

– YARRA	  +	  CFI,	  SFI	  and	  more.	  

35	  


