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Motivation: Why Intermittent Faults?

* 40% of the real-world failures in a processor
caused by intermittent faults [Eurosys-2011]
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Motivation: Intermittent Errors Impact
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Motivation: Why Diagnhosis?

JGuide fine-grained recovery techniques
dHigher throughput than disabling the entire core

Withfitlo gtfinesadiggnd dinsrdadeara 8 is disabled



Motivation: Why Software Techniques?

Do not incur area overheads

Architecturally portable
(JBackward compatible

JApplication-aware



DIEBA: Approach |
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DIEBA: Example
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DIEBA: Example
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Assume intermittent fault affects nodes 5, 6, 7, 8.



DIEBA: Example
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Nodes 5, 6, 8, 14 - Strong clues



DIEBA: Example
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Nodes 1, 12 = Weak clues



DIEBA: Example
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Nodes 1, 7, 9, 12 = Weak clues



DIEBA: Example

Construct the
DDG

¥

Identify nodes
that contain
erroneous data

L7

Nodes 5, 6, 7, 8, 9 = Diagnosis solution
Nodes 5,6,7,8 - Original fault



Experimental Setup

(ASPEC2006 benchmark suite — Chose 7 programs
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Fault Injection Parameters

* |njections into micro-architectural model
— Simoutorder simulator with error detection

Fault Param- | Value/'Range
cler
Location-tal A hil chosen randomiy from 0 0 63 = 4 micToar-

Location-wot

chatectural unil
Inteper ALU, mulupher, dovader, LSU (G, read
address, wrile address), FPU

Start cycle

WM

Duration
Model

S, S0, 100, SO0, 10,000 o 200000 c)'&‘k‘
Stuck-at-ona/zerodlast value and Domezant A1

14



120%

Evaluating DIEBA’s Accuracy
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d 70% of the cases are diagnosed successfully .

1 15% of the cases have false positives.
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Conclusion

] DIEBA is a software-only technique for
diagnosing intermittent errors based on
application failures

] DIEBA diagnoses 70% of the crash-causing
errors and error detections in functional units

JFuture work: Fine grained recovery techniques



