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Mo8va8on:	
  Why	
  IntermiEent	
  Faults?	
  

•  40%	
  of	
  the	
  real-­‐world	
  failures	
  in	
  a	
  processor	
  
caused	
  by	
  intermiEent	
  faults	
  [Eurosys-­‐2011]	
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Mo8va8on:	
  IntermiEent	
  Errors	
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Mo8va8on:	
  Why	
  Diagnosis?	
  

 Guide	
  fine-­‐grained	
  recovery	
  techniques	
  	
  
 Higher	
  throughput	
  than	
  disabling	
  the	
  en8re	
  core	
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If	
  Core	
  8	
  becomes	
  defecBve	
  Without	
  fine-­‐grained	
  diagnosis	
  Core	
  8	
  is	
  disabled	
  With	
  fine-­‐grained	
  diagnosis	
  part	
  of	
  Core	
  8	
  is	
  disabled	
  



Mo8va8on:	
  Why	
  Sodware	
  Techniques?	
  

 Do	
  not	
  incur	
  area	
  overheads	
  	
  

 Architecturally	
  portable	
  

 Backward	
  compa8ble	
  

 Applica8on-­‐aware	
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DIEBA:	
  Example	
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Assume	
  intermiEent	
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Experimental	
  Setup	
  

 SPEC2006	
  benchmark	
  suite	
  –	
  Chose	
  7	
  programs	
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Fault	
  Injec8on	
  Parameters	
  

•  Injec8ons	
  into	
  micro-­‐architectural	
  model	
  
– Simoutorder	
  simulator	
  with	
  error	
  detec8on	
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Evalua8ng	
  DIEBA’s	
  Accuracy	
  

 70%	
  of	
  the	
  cases	
  are	
  diagnosed	
  successfully	
  .	
  
 15%	
  of	
  the	
  cases	
  have	
  false	
  posi8ves.	
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Conclusion	
  

 	
  DIEBA	
  is	
  a	
  sodware-­‐only	
  technique	
  for	
  
diagnosing	
  intermiEent	
  errors	
  based	
  on	
  
applica8on	
  failures	
  

 	
  DIEBA	
  diagnoses	
  70%	
  of	
  the	
  crash-­‐causing	
  
errors	
  and	
  error	
  detec8ons	
  in	
  func8onal	
  units	
  

 Future	
  work:	
  Fine	
  grained	
  recovery	
  techniques	
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