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Mo8va8on:	  Why	  IntermiEent	  Faults?	  

•  40%	  of	  the	  real-‐world	  failures	  in	  a	  processor	  
caused	  by	  intermiEent	  faults	  [Eurosys-‐2011]	  
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Transient	  fault	  

Permanent	  fault	  

IntermiAent	  fault	  

Bme	  



Mo8va8on:	  IntermiEent	  Errors	  Impact	  
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ld	  R4,	  R1,	  Array_Addr	  

ld	  R5,	  R2,	  Array_Addr	  

ld	  R6,	  R3,	  Array_Addr	  

mult	  R7,	  R5,	  R4	  

Add	  R8,	  R7,	  R6	  

Add	  R8,	  1024	  

sw	  	  $R22,	  -‐32356($R8])	  

IntermiAent	  Fault	  

Failure	  
Program	  ExecuBon	  

Bme	  

IntermiAent	  Error	  

Crash	  



Mo8va8on:	  Why	  Diagnosis?	  

 Guide	  fine-‐grained	  recovery	  techniques	  	  
 Higher	  throughput	  than	  disabling	  the	  en8re	  core	  
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If	  Core	  8	  becomes	  defecBve	  Without	  fine-‐grained	  diagnosis	  Core	  8	  is	  disabled	  With	  fine-‐grained	  diagnosis	  part	  of	  Core	  8	  is	  disabled	  



Mo8va8on:	  Why	  Sodware	  Techniques?	  

 Do	  not	  incur	  area	  overheads	  	  

 Architecturally	  portable	  

 Backward	  compa8ble	  

 Applica8on-‐aware	  
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Failure/	  
Error	  DetecBon	  

Crash	  Dump	  File	  
(register	  file,	  memory	  footprint,	  
PC	  and	  instrucBon	  counter),	  

Program	  Inputs	  
(Sources	  of	  non-‐determinism)	  

DefecBve	  	  
unit	  

DIEBA:	  Approach	  
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	  DIEBA	  algorithm	  

IntermiAent	  
Fault	  

Diagnosis	  Procedure	  
(fault-‐free	  core)	  Pre-‐Diagnosis	  

(faulty	  core)	  



DIEBA:	  Example	  	  

Construct	  the	  
DDG	  	  

IdenBfy	  nodes	  
that	  contain	  

erroneous	  data	  

BackTrack	  
erroneous	  nodes	  

in	  DDG	  
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Nodes	  	  Instruc8ons.	  Edges	  	  Dependencies	  
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Assume	  intermiEent	  fault	  affects	  nodes	  5,	  6,	  7,	  8.	  	  

Crash	  !	  



DIEBA:	  Example	  

Construct	  the	  
DDG	  

IdenBfy	  nodes	  
that	  contain	  

erroneous	  data	  

BackTrack	  
erroneous	  nodes	  

in	  DDG	  

Nodes	  5,	  6,	  8,	  14	  	  Strong	  clues	  
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IdenBfy	  nodes	  
that	  contain	  

erroneous	  data	  

BackTrack	  
erroneous	  nodes	  

in	  DDG	  

Nodes	  1,	  7,	  9,	  12	  	  Weak	  clues	  
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DIEBA:	  Example	  

Construct	  the	  
DDG	  

IdenBfy	  nodes	  
that	  contain	  

erroneous	  data	  

BackTrack	  
erroneous	  nodes	  

in	  DDG	  

Nodes	  5,	  6,	  7,	  8,	  9	  	  Diagnosis	  soluBon	  
Nodes	  5,	  6,	  7,	  8	  	  	  	  	  Original	  fault	  
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Experimental	  Setup	  

 SPEC2006	  benchmark	  suite	  –	  Chose	  7	  programs	  
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Crash	  or	  Error	  
DetecBon	  ?	  

Inject	  Faults	  
(3500	  /	  program)	  

DIEBA	  
Do	  

Nothing	  

Faults	  
Match	  

?	  

yes	  no	  
Success	  

Fault	  
in	  

subset	  
?	  

False-‐
PosiBve	  

yes	   yes	  

no	  

Fail	  

no	  



Fault	  Injec8on	  Parameters	  

•  Injec8ons	  into	  micro-‐architectural	  model	  
– Simoutorder	  simulator	  with	  error	  detec8on	  
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Evalua8ng	  DIEBA’s	  Accuracy	  

 70%	  of	  the	  cases	  are	  diagnosed	  successfully	  .	  
 15%	  of	  the	  cases	  have	  false	  posi8ves.	  
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Conclusion	  

 	  DIEBA	  is	  a	  sodware-‐only	  technique	  for	  
diagnosing	  intermiEent	  errors	  based	  on	  
applica8on	  failures	  

 	  DIEBA	  diagnoses	  70%	  of	  the	  crash-‐causing	  
errors	  and	  error	  detec8ons	  in	  func8onal	  units	  

 Future	  work:	  Fine	  grained	  recovery	  techniques	  
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