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Smart	  Meters	  

Energy	  

Sensors	  

Power	  line/Wireless	  

U2lity	  Server	  

-‐	  Cellular	  
-‐	  Internet	  
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Global	  usage	  

21,500,000	  

312,000	  

95,000,000	  

120,000	  

600,000	  

1,275,000	  

By	  2020:	  1	  billion	  
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Security	  is	  a	  concern	  
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Goal	  

•  Goal:	  Make	  smart	  meters	  secure	  
•  Build	  a	  host-‐based	  intrusion	  detec4on	  system	  (IDS)	  

	  

•  Why	  is	  it	  a	  new	  challenge?	  
– Smart	  meters	  have	  constraints	  that	  make	  them	  
different	  from	  other	  compu4ng	  devices	  

– These	  constraints	  preclude	  exis4ng	  IDS	  systems	  
from	  running	  on	  them	  
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Constraints	  of	  smart	  meters	  
•  Memory	  &	  Performance	  constraints	  

•  No	  false	  posi4ves	  

•  No	  soZware	  modifica4on	  

•  Low	  cost	  (no	  special	  hardware)	  

•  Coverage	  of	  known	  aAacks	  

•  Coverage	  of	  unknown	  aAacks	  
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Prior	  Work	  on	  Intrusion	  Detec4on	  
System	   Perfor

mance	  
False	  
Posi2ves	  

SoDware	  
Modifica
2on	  

Low	  Cost	   Known	  
aIacks	  

Unknown	  
aIacks	  

Dyck	   X	   X	   X	  

NDPDA	   X	   X	   X	   X	  

HMM/NN/
SVM	  

X	   X	   X	   X	   X	  

Sta4s4cal	  
Techniques	  

X	   X	   X	   X	   X	  

No	  exis4ng	  IDS	  can	  sa4sfy	  all	  six	  constraints:	  
Need	  for	  new	  IDS	  
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Threat	  model	  

•  Adversary:	  wants	  to	  change	  the	  execu4on	  
path	  of	  the	  soZware	  (maybe	  in	  a	  subtle	  way)	  

Read	  
Consump4on	  

data	  

Send	  
consump4on	  
data	  to	  the	  
server	  

Read	  
consump4on	  

data	  

Mul4ply	  
consump4on	  

by	  0.01	  

Write	  
modified	  data	  
to	  memory	  
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Our	  Approach	  

•  Build	  the	  IDS	  based	  on	  model	  of	  smart	  meter	  

7-‐Receive	  
consump4on	  
data	  from	  
controller	  

8-‐Check	  for	  
Availability	  of	  
the	  server	  

10-‐Read	  data	  
from	  physical	  

storage	  

9-‐Save	  data	  to	  
the	  physical	  
storage	  

Submit	  
data	  to	  
the	  

server?	  

Availa
ble?	  

AAack	  
Database	  
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Abstract	  model:	  Based	  on	  Specifica4on	  
[WRAITS’12]	  

4-‐Reading	  data	  from
	  

sensors	  
5-‐Calculate	  
consum

p4on	  

2-‐Check	  for	  input	  
com

m
ands	  	  

6-‐Pass	  data	  	  to	  be	  
sent	  to	  server	  

3-‐Process	  
com

m
ands	  

7-‐Receive	  
consum

p4on	  data	  
from

	  controller	  

8-‐Check	  for	  
Availability	  of	  the	  

server	  

10-‐Read	  data	  from
	  

physical	  storage	  

9-‐Save	  data	  to	  the	  
physical	  storage	  

12-‐Check	  for	  
incom

ing	  com
m
ands	  

from
	  the	  server	  

1-‐Ini4aliza4on	  

Subm
it	  

data	  to	  
the	  

server?	  

Availabl
e?	  

11-‐Subm
it	  all	  data	  to	  

the	  server	  
13-‐Send	  com

m
ands	  

to	  the	  controller	  
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Concrete	  model:	  Based	  on	  
Implementa4on	  

segMeterHandler	  

collectChannels	  

collectChannelTransduced	  

collectChannelRMS	  powerOutputHandler	  

sendMessage	  

setup	   segMeterIni4alize	   serialIni4alize	  

serialHandler()	   parseCommand	  

seg_commands.pars	   relayCommand	  

1-‐Ini4alize	  

2-‐Check	  input	  	  
commands	  

3-‐Process	  commands	  

4-‐Read	  
sensors	  

5-‐Calculate	  consump4on	  6-‐Pass	  results	  to	  be	  	  
SubmiAed	  to	  server	  
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Building	  the	  concrete	  model	  

•  Use	  a	  tagging	  system	  
•  Tags	  defined	  based	  on	  abstract	  model	  

•  Features:	  
–  Ease	  of	  use	  
–  Flexibility	  

//	  <network,	  serial,	  b2>	  
SerialHandler()	  
{	  
…	  
}	  
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System	  call	  selec4on	  

•  Generate	  the	  set	  of	  all	  system	  
calls	  of	  the	  meter	  

•  Traverse	  the	  aAack	  database	  
•  Map	  the	  aAacks	  to	  specific	  
blocks	  of	  the	  concrete	  model	  

•  Pick	  system	  calls	  that	  cover	  
the	  chosen	  blocks	  un4l	  all	  
blocks	  are	  covered	  

•  Generate	  the	  state	  machine	  
of	  the	  system	  calls	  based	  on	  
the	  resul4ng	  graph	  

1-‐	  Data	  
spoofing	  

.	  

.	  

.	  

sendMessage()	  

(send,	  recv,	  connect)	  

read	  

Send	  
recv	  
conn	  
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IDS	  Implementa4on	  

•  Offiline:	  Generate	  state	  machine	  of	  system	  calls	  
–  Input:	  system	  call	  paAerns	  
– Output:	  state	  machine	  

•  Online:	  Two	  components	  
–  Logger:	  AAaches	  strace	  to	  the	  process	  being	  
monitored	  and	  logs	  system	  call	  traces	  

–  Checker:	  Runs	  every	  ‘T’	  second,	  parses	  the	  generated	  
system	  calls,	  checks	  the	  logged	  trace	  with	  the	  model	  

University	  of	  Bri4sh	  Columbia	  (UBC)	   14	  



Evalua4on	  
•  SEGMeter	  
– Arduino	  board	  

•  ATMEGA	  32x	  series	  	  
•  Sensors	  

– Gateway	  board	  
•  Broadcom	  BCM	  3302	  
240MHz	  CPU	  

•  16	  MB	  RAM	  
•  OpenWRT	  Linux	  

–  IDS	  runs	  on	  Gateway	  board	  
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Results:	  Performance	  

•  Performance	  
– The	  ra4o	  of	  the	  4me	  taken	  to	  check	  the	  syscall	  
trace,	  to	  the	  4me	  taken	  to	  produce	  the	  trace	  
	  	  	  	  Memory	  available	  	   12	  MB	   9	  MB	   6	  MB	  

Full-‐trace	  IDS	   165.2%	   214.6%	   315.1%	  

Our	  Model-‐based	  IDS	   4.0%	   4.0%	   4.0%	  

Full-‐trace	  IDS	  cannot	  keep	  up	  with	  the	  soDware,	  while	  
our	  model-‐based	  IDS	  incurs	  low	  overheads	  
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Results:	  Coverage	  (Unknown	  AAacks)	  

•  Detec2on	  (Unknown	  aIacks)	  
–  Code	  injec4on	  

•  Select	  a	  procedure	  to	  inject	  in	  the	  smart	  meter	  
•  Mutate	  the	  procedure	  by	  copying	  and	  pas4ng	  1-‐8	  lines	  of	  
code	  from	  some	  other	  part	  of	  it	  (makes	  it	  harder	  to	  detect)	  

Component	   Random	  (%)	   Popular	  system	  
calls	  (%)	  

Full-‐trace	  
(%)	  

Model-‐based	  
	  

Minimum	  	  	  	  	  Average	  	  	  	  	  Maximum	  

Server	  communica4on	   32	   36	   92	   59	   62	   63	  

Storage	  and	  retrieval	   14	   44	   84	   73	   74	   78	  

Serial	  communica4on	   42	   28	   88	   67	   72	   74	  

Total	   29.3	   36.0	   88.0	   67.4	   69.6	   71.7	  

Our	  Model-‐Based	  IDS	  achieves	  nearly	  the	  same	  
coverage	  as	  the	  full-‐trace	  IDS	  for	  a	  frac2on	  of	  
the	  cost,	  and	  significantly	  higher	  coverage	  than	  
the	  random	  and	  “most	  popular	  calls”	  IDSes.	  
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Results:	  Coverage	  (Known	  AAacks)	  

•  Detec2on	  (Known	  aIacks)	  
–  Implemented	  four	  different	  aAacks	  [WRAITS’12]	  

•  Communica4on	  interface	  aAack	  
•  Physical	  memory	  aAack	  
•  Buffer	  filling	  aAack	  
•  Data	  omission	  aAack	  

– Our	  Model-‐Based	  IDS	  detects	  all	  four	  aIacks	  
•  If	  undetected,	  the	  aAacks	  lead	  to	  severe	  consequences	  
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Results:	  Monitoring	  Latency	  

•  Monitoring	  latency	  
– Smaller	  T:	  Faster	  
detec4on,	  higher	  
performance	  
overhead	  

– We	  pick	  T=	  10s	  
•  Low	  performance	  
overhead:	  4%	  
•  Fast	  detec4on	  
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Conclusion	  
•  Smart	  meters	  have	  special	  constraints	  that	  cannot	  be	  
met	  with	  exis2ng	  IDSes	  

•  Our	  model-‐based	  IDS:	  Based	  on	  smart	  meter’s	  
requirements	  and	  high-‐level	  model	  of	  opera2on	  
–  Low	  performance	  overhead	  under	  memory	  constraints	  
–  Good	  detec4on	  coverage	  of	  known	  and	  unknown	  aAacks	  

•  Future	  work:	  	  
–  Generalize	  to	  other	  smart	  meters	  	  
–  Formalize	  model	  and	  IDS	  specifica4ons	  
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