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Running	  Example	  
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Web	  Applica7ons	  
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HTML	  

CSS	   JS	  

DOM	  Element	  Locators	   DOM	  Element	  Locators	  



DOM	  Tree	  
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HTML	  

BODY	  

DIV	  
id=header	  
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P	  
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id=content	  
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DIV	  
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JavaScript	  Code	  
1. var elems = $(‘#header .menu li:not(active)’); 

2.  
3. elems.each(function() { 

4.  $(this).hover(function() { 

5.   $(this).css({ 

6.    ‘backgroundColor’ : #123456 

7.   }); 
8.  }); 

9. } 
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id=content	  
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Goal	  

•  Assist	  developers	  in	  wri7ng	  JavaScript	  code	  
that	  interacts	  with	  the	  web	  applica7on.	  
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Challenge	  –	  1	  

HTML	  

BODY	  

DIV	  
id=header	  

DIV	  

P	  

SPAN	   SPAN	   UL	  

LI	   LI	   ..	  

UL	  
class=menu	  
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class=ac7ve	  

DIV	  
id=content	  

DIV	   UL	  
class=menu	  

LI	   LI	   ..	  

DIV	  
id=footer	  
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li:not(.ac+ve)	  ul.menu	  div#header	  



Challenge	  -‐	  2	  
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UL	  

LI	   LI	   LI	  
class=ac7ve	   LI	   LI	   LI	  



Challenge	  -‐	  2	  
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UL	  

LI	   LI	  
class=ac7ve	   LI	   LI	   LI	   LI	  



Challenge	  -‐	  2	  
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UL	  

LI	   LI	   LI	   LI	   LI	  
class=ac7ve	   LI	  

analyze	  mul7ple	  DOM	  states	  to	  detect	  
pa=erns.



Problem	  Statement	  

•  Wri7ng	  robust	  DOM	  elements	  locators	  is	  a	  
challenging	  and	  7me	  consuming	  task.	  
– Developers	  need	  to	  detect	  pa=erns	  in	  order	  to	  
avoid	  hard-‐coding	  the	  selectors.	  

•  Significant	  amount	  of	  JavaScript	  errors	  are	  
caused	  by	  DOM-‐JS	  interac7ons	  [ESEM’13]	  
– 65%	  of	  JavaScript	  faults	  are	  DOM	  related	  
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Prior	  Work	  
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JavaScript	  Code	   Test	  Code	  

CSS	  Code	  

[R.	  Yandrapally,	  ISSTA’14]	  
[F.	  Ricca,	  WSE’13]	  
[M.	  Leo=a,	  ICST’15]	  

Duplicate	  detec7on	  
Code	  Maintenance	  
[Mesbah,	  ICSE’12]	  

[Mazinanian,	  FSE’	  14]	  

Mul+ple	  DOM	  elements	  
locator	  synthesis	  

DOM	  Aware	  Code-‐comple7on	  
[Bajaj,	  ASE’14]	  
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Xpath	  Helper	  

Chrome	  Dev	  Tools	  



Proposed	  Solu7on	  

•  U7lize	  Program	  Synthesis	  techniques	  to	  
synthesize	  DOM	  Element	  locators	  
– Posi7ve	  and	  Nega7ve	  input	  examples	  
– Generate	  constraints	  
– Use	  exis7ng	  SAT	  solvers	  to	  solve	  these	  constraints	  

•  Prior	  work	  
– String	  Manipula7on	  [Gulwani	  et	  al.	  ]	  
– Data	  Manipula7on	  [J.	  Landauer	  et	  al.]	  
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Approach	  Overview	  

Input	  
Mathema7cal	  

Model	  
Genera7on	  

Constraint	  
Solving	   Output	  
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Phase	  1	  –	  Input	  DOM	  Elements	  
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  1	  –	  Input	  Constraints	  
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Constraints	   Value	  

Max	  Length	   3	  

Ignore	   body	  

…	   …	  

Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Posi+ve	  Elements	   Nega+ve	  Elements	  
body #header .menu ul li 

li 
ul li 

.menu li 
#header li 

body .menu li 
body div li 

#header ul li 
#header .menu li 

#header .menu li:not(active) 
 

li.active 
ul li.active 

ul li 
li 

#header li 
#content ul li 
#content li 

#content .menu li 
.menu li 

body .menu li 
ul.menu li 

div li 
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Posi+ve	  Elements	   Nega+ve	  Elements	  

body #header .menu ul li 
li 

ul li 
.menu li 

#header li 
body .menu li 
body div li 

#header ul li 
#header .menu li 

#header .menu li:not(active) 
 
 

li.active 
ul li.active 

ul li 
li 

#header li 
#content ul li 
#content li 

#content .menu li 
.menu li 

body .menu li 
ul.menu li 

div li 
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Constraints	   Value	  

Max	  Length	   3	  

Ignore	   body	  

Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Posi+ve	  Elements	   Nega+ve	  Elements	  

li 
ul li 

.menu li 
#header li 

#header ul li 
#header .menu li 

#header .menu li:not(active) 
 

li.active 
ul li.active 

ul li 
li 

#header li 
#content ul li 
#content li 

#content .menu li 
.menu li 

ul.menu li 
div li 
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Posi+ve	  Elements	  (DNF)	   Nega+ve	  Elements	  (DNF)	  
(li) V (ul li) V (.menu 
li) V (#header li) V 
(#header ul li) V 

(#header .menu li) V 
(#header .menu 
li:not(active)) 

 

(li.active) V (ul 
li.active) V (ul li) V 
(li) V (#header li) V 
(#content ul li) V 
(#content li) V 

(#content .menu li) V 
(.menu li) V (ul.menu li) 

V (div li) 
 
 

20	  

Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Posi+ve	  Elements	  (DNF)	   Nega+ve	  Elements	  (DNF)	  
(li) V (ul li) V (.menu 
li) V (#header li) V 
(#header ul li) V 

(#header .menu li) V 
(#header .menu 
li:not(active)) 

 

~(li.active) ^ ~(ul 
li.active) ^ ~(ul li) ^ 
~(li) ^ ~(#header li) ^ 

~(#content ul li) ^ 
~(#content li) ^ 

~(#content .menu li) ^ 
~(.menu li) ^ ~(ul.menu 

li) ^ ~(div li) 
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  2	  –	  Mathema7cal	  Model	  Genera7on	  	  

Conjunc+ve	  Normal	  Form	  

((li) V (ul li) V (.menu li) V (#header li) 
V (#header ul li) V (#header .menu li) V 

(#header .menu li:not(active))) ^ 
~(li.active) ^ ~(ul li.active) ^ ~(ul li) ^ 
~(li) ^ ~(#header li) ^ ~(#content ul li) ^ 

~(#content li) ^ ~(#content .menu li) ^ 
~(.menu li) ^ ~(ul.menu li) ^ ~(div li) 
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  3	  –	  Constraint	  	  Solving	  
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•  div#header ul.menu li:not(active) 
 

•  #header .menu li:not(active) 
 

•  div#header .menu li:not(active)	  

Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Phase	  4	  -‐	  Output	  	  

•  Rank	  the	  synthesized	  selectors	  using	  the	  
following	  criteria:	  
– Universality	  [QUATIC’10]	  
– Abstractness	  [QUATIC’10]	  
–  Input	  Constraints	  
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  

div ul.menu li:not(active) 
 

Universality = 1 / 3 = 0.33 
Abstractness = totalDOMElements * 3 / numElementsInSubtress 



Phase	  4	  -‐	  Output	  	  

•  #header .menu li:not(active) 
 

•  div#header .menu li:not(active) 

•  div#header ul.menu li:not(active) 
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Input	   Mathema7cal	  Model	  Genera7on	   Constraint	  Solving	   Output	  



Approach	  Summary	  

Input	  Phase	   Mathema7cal	  Model	  Genera7on	  
Constraint	  
Solving	  

Output	  
Phase	  

Posi7ve	  Examples	  

Nega7ve	  Examples	  

Configura7on	  

Generate	  
Constraints	  

Filter	  CSS	  
Selectors	  

Generate	  
all	  

selectors	  

26	  

SAT	  
Solvers	   Ranking	  



LED:	  Live	  Editor	  for	  DOM	  
	  
	  
	  
	  
	  
	  
	  

h=ps://github.com/saltlab/led	  
Tool	  Demo:	  Friday	  8:30	  AM	  
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Evalua7on	  
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RQ1	  	  
Complexity	  

RQ2	  	  
Coverage	  

RQ3	  
Accuracy	  

RQ4	  
Performance	  

LED	  



RQ1	  -‐	  Complexity	  
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•  Intercepted	  DOM	  API	  calls	  within	  JavaScript	  
code	  

•  Analyzed	  the	  DOM	  element	  locators	  used	  by	  
developers	  



RQ1	  -‐	  Results	  

No.	  of	  selected	  
Elements	  

Percentage	   Length	  of	  DOM	  
element	  locator	  

Percentage	  

1	   78.17%	   1	   65.85%	  

2-‐5	   11.97%	   2	   21.83%	  

6-‐10	   1.41%	   3	   2.46%	  

11	  -‐	  100	   8.10%	   4	   9.51%	  

>	  100	   0.35%	   >5	   0.35%	  
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22%	  select	  mul7ple	  DOM	  elements	  
	  

35%	  are	  a	  combina7on	  of	  mul7ple	  DOM	  element	  locators	  



RQ2	  -‐	  Coverage	  

•  Crawled	  Alexa’s	  top	  200	  websites	  
•  Analyzed	  DOM	  element	  locators	  used	  in	  
Stylesheets	  
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RQ2	  -‐	  Results	  
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86%	  supported	  DOM	  element	  locators	  



RQ3	  -‐	  Accuracy	  
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•  Intercepted	  DOM	  API	  calls	  within	  JavaScript	  code	  
•  Used	  the	  selected	  DOM	  elements	  as	  posi7ve	  
examples	  

•  Added	  random	  nega7ve	  examples	  
•  Synthesized	  the	  CSS	  selectors	  
•  Compared	  to	  the	  one	  used	  by	  the	  developer.	  



RQ3	  -‐	  Accuracy	  
Category	   Type	  

Inadequate	  

Adequate	   Essen7al	  

Auxillary	  
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	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Adequate	  
	  	  	  	  	  	  	  	  	  Recall	  	  	  	  =	  	  	  	  	  -‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Adequate	  +	  Inadequate	  

	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Essen7al	  

	  	  	  	  	  	  	  	  	  Precision	  	  	  	  =	  	  	  	  -‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐-‐	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Essen7al	  +	  Auxillary	  

HTML	  

BODY	  

DIV	  
id=header	  

DIV	  

P	  

SPAN	   SPAN	   UL	  

LI	   LI	   ..	  

UL	  
class=menu	  

LI	   LI	   LI	   LI	   LI	  
class=ac7ve	  

DIV	  
id=content	  

DIV	   UL	  
class=menu	  

LI	   LI	   ..	  

DIV	  
id=footer	  

Inadequate	  Adequate	  -‐	  Essen7al	  Adequate	  -‐	  Auxillary	  



RQ3	  -‐	  Results	  
Trial	   No.	  of	  +ve	  

examples	  
No.	  of	  –ve	  
examples	  

Recall	   Precision	  

0	   <=	  5	   0	   98.21%	   48.03%	  

1	   >	  5	   0	   100%	   47.85%	  

2	   <=	  5	   5	   98.05%	   91.84%	  

3	   >	  5	   5	   100%	   92.05%	  
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Recall	  =	  98%	  	  
Precision	  =	  92%	  



RQ4:	  Performance	  
Search	  Scope	   Average	  +me	  per	  applica+on	  (seconds)	  

Phormer	   Gallery3	   Wordpress	   Average	  

Limited	   0.05	   0.08	   0.46	   0.20	  

Local	   0.06	   0.10	   0.48	   0.21	  

Global	   0.07	   0.11	   0.49	   0.22	  

36	  

Average	  7me	  =	  0.2	  seconds	  
Max	  avg.	  7me	  per	  applica7on	  =	  0.49	  seconds	  



Contribu7ons	  
1.  Discussed	  the	  challenges	  behind	  DOM	  element	  locator	  

synthesis	  	  
2.  U7lized	  program	  synthesis	  techniques	  to	  synthesize	  DOM	  

element	  locators	  for	  mul7ple	  DOM	  elements	  	  
3.  Implementa7on	  in	  an	  open	  source	  tool	  called	  LED	  
4.  Empirical	  evalua7on	  to	  assess	  LED	  

h=ps://github.com/saltlab/led	  
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98%	  Recall	  and	  92%	  Precision	  

Max	  7me	  of	  0.49	  seconds	  


