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Many execution paths and states
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Web Testing Frameworks

QUnit example

Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.2.8) Gecko/20100722
Firefox/3.0.8, Ant.com Toolbar 1.3

1. a basic test example (0, 2, 2)
2. Module A: first test within module (0, 1, 1)
3. Module A: second test within module (0, 1, 1)

. 1. failing test, expected: false result: true, diff: false-true

2. passing test, expected: true

Tests completed in 66 milliseconds.
5 tests of 6 passed, 1 failed.
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Web Testing Frameworks

QUnit example

Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.5; en-US; rv:1.9.2.8) Gecko/20100722 Automate teSt exeCUﬁOn

Firefox/3.0.8, Ant.com Toolbar 1.3

1. a basic test example (0, 2, 2) But

2. Module A: first test within module (0, 1, 1) .

R R Test cases are written manually

. 1. failing test, expected: false result: true, diff: false-true

2. passing test, expected: true

Tests completed in 66 milliseconds.
5 tests of 6 passed, 1 failed.
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Difficult to write test suites with high fault e e s
finding capability 1 oo f, selenium
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JavaScript Test Generation Techniques

testMethod

open http://www.google.com

focus //F[@value="Google Search']/..
type //F[@value="Google Search']/..
keyUp //F[@value="Google Search']/..
keyPress //F[@value="Google Search']/..
keyPress //F[@value="Google Search']/..
waitForElementPresent | //INPUT[@name='q']

assertValue “INPUT' 9name=‘a' |

DOM event tests FaiI to capture faults that do not propagate to an observable DOM state ‘.;

PGP DTS e T

leﬁcult to ﬁnd the actual Iocatlon of the fault even |f |t propagates to the DOM

AR

Agnostic of the JavaScript code |

[\
PPN o TR




JavaScript Test Generation Techniques

testMethod

open http://www.google.com

focus //F[@value="Google Search']/..
type //F[@value="Google Search']/..
keyUp //F[@value="Google Search']/..
keyPress //F[@value="Google Search']/..
keyPress //F[@value="Google Search']/..
waitForElementPresent | //INPUT[@name='q']

assertValue “INPUT' 9name=‘a' |

DOM event tests FaiI to capture faults that do not propagate to an observable DOM state ‘.;

PGP DTS e T

leﬁcult to ﬁnd the actuaI Iocatlon of the fault even |f |t propagates to the DOM

AR

Agnostic of the JavaScript code ‘.’

G| (o X | o ) S () R e e e R e e e
X Clear: | € 1Error | | | A 0 Warnings | |

Exception was thrown at line 33, column 29 in ms-appx:/
@x800al3%e - JavaScript runtime error: Invalid price!
File: default.js, line: 33 column: 29

Soft oracles: Fail to capture logic errors
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Detecting regression JavaScript and DOM-level faults
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| Automate test and oracle generation for JavaScript applications |

Detecting regression JavaScript and DOM-level faults

DOI\/I IeveI event sequences and assertlons
«“ Check the appllcatlon S behawour from an end user’s perspectlve |
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<onclick, xpath://DIV[1]/SPAN [4]>£onmouseover, id:c_9>

) &)

\mzuseover, xpath://SPAN[2]/DIV[2]>
<onclick, id:c_3> @

%click, xpath://TABLE[1)/TR[1]/TD[1}/A[1]>

<ondblclick, xpath://DIV[3]/IMG]

Test model extraction
and
Function coverage maximization
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<onclick, xpath://DIV[1]/SPAN[4]>konmouseover, id:c_9>

©

<onmouseover, xpath://SPAN[2]/DIV[2]>

<onclick, id:c_3>

%click, xpath://TABLE[1J/TR[1]/TD[1}/A[1]>

Test case generation

<ondblclick, xpath://DIV[3]/IMG]

Test model extraction
and
Function coverage maximization

>

! test( “test X", function() { §
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<onclick, xpath://DIV[1]/SPAN[4]>konmouseover, id:c_9>

©

<onmouseover, xpath://SPAN[2]/DIV[2]>

Test model extraction

<ondblclick, xpath://DIV[3]/IMG] a n d

Function coverage maximization

<onclick, id:c_3>

%click, xpath://TABLE[1J/TR[1]/TD[1}/A[1]>

| test( “test X", function() {

Test case generation

test( “test X”, function() {

var returnVal=X(10);
“equal(typeof(returnVal), "number’); |
. equal(returnVal, 30);

Test oracle generation
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Model Extraction and Function Coverage I\/Iaximization\

Maximizing the number of

| (potential uncovered functions + potential clickable elements) }
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updButt

addButt
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updButt

addButt

Function setup(){
initialize(20);
S(#startButt).click(startButtHandler);
}
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updButt

addButt

updButt

Function setup(){
initialize(20);
S(#startButt).click(startButtHandler);
}

addButt

Function initialize(input){
var dim=input + (...);

return dim;

}
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updButt

addButt

= i

updButt

addButt

updButt

addButt

gl

{ Potential New Functions + Potential Clickables §
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Function setup(){
initialize(20);
S(#startButt).click(startButtHandler);
}

Function initialize(input){
var dim=input + (...);

return dim;

}
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updButt

addButt

updButt

addButt

Potential new functions + Potential clickables J

Function setup(){
initialize(20);
S(#startButt).click(startButtHandler);
}
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updButt

‘  Potential new functions + Potential clickables J

addButt

updButt
= Function initialize(input){

var dim= input + (...);

addButt

return dim;

}

Potential new functions + Potential clickables
~- (setDim) + (--) =1 i
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updButt

addButt

updButt

addButt

Potential new functions + Potential clickables J

Function setup(){
initialize(20);
S(#startButt).click(startButtHandler);
}
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updButt

addButt

Potential new functions + Potential clickables J

updButt

addButt

startButt
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Model Extraction and Function Coverage Maximization

N\
L\)Qd%

NQ
A

ST

<divElem>

>
<startButt>
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‘ Extract Event-based Tests\

ST S3 >

>
<updButt> <divElem> <startButt>

Selenium Test

@Test

public void testCasel(){
~ WebElement updButt=driver.findElements(By.id("updButt" ));
updButt.click();

WebElement divElem=driver.findElements(By.id("divElem"));
divElem.click();

WebElement startButt=driver.findElements(By.id("startButt"));
startButt.click();

25



| Extract Unit-Level TestsI
ﬁFunction States\

Input parameters

Global variables used in the function
Current DOM structure

‘Logs at the exit point
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Function State Abstraction

{ Huge number of function states\
‘ Negatively affect test suite comprehension I
| Hinders the scalability \
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Function State Abstraction

| Accessed DOM Property\

bBranch Coverage\

LReturn Value Type\
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%¢ function ButtonClicked() {
|

| var divTag = '<div id="divElem' />'";

if(S(this).attr('id') == 'addButt')

| Accessed DOM Property\

m Branch Coverage\

LReturn Value Type\
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%< function ButtonClicked() {
|

| var divTag = '<div id="divElem' />'";

if(S(this) attr('id') == 'addButt')

tBranch Coverage\

! functlon removeCIlckabIe() {

| |f(currentHe|ght< 40)
(Accessed DOM Property\ = ovell |

LReturn Value Type\
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%< function ButtonClicked() {
|

| var divTag = '<div id="divElem' />'";

if(S(this) attr('id') == 'addButt')

1: function startButtHandler() {

;;;ar dim=(S('#divElem').width() +
S(‘#divElem').height()))/dimension;

tBranch Coverage\

! functlon removeCIlckabIe() {

|f(currentHe|ght <= 40)

LReturn Value Type\
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Branch Coverage
50%

dimension=80

dimension=50

C
Urrepy, . dimension=50
W/o’f/)
<2

C
L/rrenf[/l//.d "

Return Type
[number]

Accessed DOM Properties
[<#addButt> <#startButt>]



Function State Abstraction

Branch Coverage
50%

C
Urrsy, ”Ve/gh Branch Coverage
ts

\20

dimension=80

an=6°

c U( (eﬂ‘\N

Cy, .
ent/\/e/.ghf
S <’>0

dimension=80

cust

dimension=5

Abstracted
States

Return Type
[number]

Accessed DOM Properties
[<#addButt> <#startButt>]



| Extract Unit-Level Testsl

S S3 >

>
<updButt> <divElem> <startButt>

Qunit Test

test("Testing startButtHandler”, 4, function(){
var fixture = S("#qunit-fixture");

fixture.append("<button id=\"updButt\"></button>
<button id=\"addButt\"></button>
<div id=\"divElem\"/>
style=\"height:200px;width:100px;\"/>");

var currentDim=20;
var result= startButtHandler(10);

1);
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| Test Assertion Generation\
) DOM-Level Assertions\

DOM mutation testing

DOM mutations target accessed elements during execution

Selectively compare DOM attributes affected by an injected fault

35



‘Test Assertion Generation\
Unit-Level Assertions\

Code-level mutations

Common code-level mutation operators

(changing the value of a variable, modifying a conditional statement, ...)

36



{DOI\/I-LeveI I\/Iutation\

_Original _Mutated

Update I

Add

> >
<upd Butt;@ <divElem> @ <startButt> .



{DOI\/I-LeveI I\/Iutation\

_Original _Mutated

> >
<upd Butt;@ <divElem> @ <startButt> .



{DOI\/I-LeveI I\/Iutation\

_ Original _Aftected DOM

ST

>
<updButt> <divElem>

>
<startButt>



ST

<updButt> <divkElem> S3 <startButt>>

Selenium Test and Assertion

@Test

public void testCase1(){
WebElement updButt=driver.findElements(By.id("updButt" ));
updButt.click();
WebElement divElem=driver.findElements(By.id("divElem"));
divElem. C|ICk()

j ‘olea n exists= drlve rﬁ ndEIemvents(By|d(”start'Bu” )) sizel= O/ “_

assertTrue(exists); ,_ g
WebEIement startButt drlverﬁndEIements(By |d("startButt"))
startButt.click();

7»|‘nt d|vEIe‘H'e|‘gt drlver‘ﬁndEIements(By/|d("d|vEIem"))getS|ze()helght‘

| assertEquals(divElemHeight S0);
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hCode-LeveI I\/Iutationl

currentHeight=0;

currentWidth=20;

function startButtHandler(dimension) {

currentHeight=10;

var dim=(S('#divElem").width() +
S('#divElem').height()))/dimension;

currentWidth += dim;

dim+=currentHeight;

return dim;
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hCode-LeveI I\/Iutation|

currentHeight=0;
currentWidth=20;

fuctrtuttHIr(dimension) {

| _currentHeight=10; |

-‘ v=('d|em').width() +
S('#divElem').height()))/dimension;

currentWidth += dim;

dim+=currentHeight;

return dim;
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hCode-LeveI I\/Iutation|

Mutated

currentHeight=0;
currentWidth=20;

fuctrtuttHIr(dimension) {

| _currentHeight="10"

*var dim=($( #divElem’).width() +
S('#divElem').height()))/dimension;

currentWidth += dim;

dim+=currentHeight;

return dim;
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|Code-Level I\/IutationI

Mutated

currentHeight=0;
currentWidth=20;

fuctrtuttHIr(dimension) {

| currentHeight="10":

var dim=($( #divElem").width() +
S('#divElem').height()))/dimension;

currentWidth += dim;

{ dim+=currentHeight;

return dim;
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Unit Test and Assertion

currentHeight=0;
currentWidth=20;

fuctrtuttHIr(dimension) {

|_currentHeight="10"}
var dim=($('dv|em').width() +
S('#divElem').height()))/dimension;

currentWidth += dim;

I dim+=currentHeight;

return dim;

{ Qunit Test ;g

test("Testing startButtHandler”, 2, function(){
var fixture = S("#qunit-fixture");

fixture.append("<button id=\"updButt\"></button>
<button id=\"addButt\"></button>
<div id=\"divElem\"/>
style=\"height:200px;width:100px;\"/>");

currentHeight=0;
currentWidth=20;
var result= startButtHandler(10);

equal(typeof(result), 'number’),-:
| |_equal(result, 30); '
N,

| ASSERTIONS

e e e
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Evaluation and Results

* Code coverage

» Fault finding capability

 Comparison with Artemis
(Feedback-directed automated random test generation technique)
[S. Artzi, ICSE’11]
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13 open-source web applications
Automatically seeding each application with 50 random faults

Remove the mutant if the mutation used for the evaluation

and generating oracles happen to be the same
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Statement Coverage

B JSEFT M Feed-back directed

N
@)

Statement Coverage (%)
N (@)
O @)

1 2 3 4 5 o6 7 8 9 10 11 12 13
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Statement Coverage

B JSEFT M Feed-back directed

g 9 10 11 12 13
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Fault Finding Capability

M JSEFT B Feed-back directed

Fault Detection Rate (%)

1 2 3 4 5 o /7 8 9 10 11 12 13
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Fault Finding Capability

Fault Detection Rate (%)

B JSEFT B Feed-back directed

13
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Fault Finding Capability

B JSEFT B Feed-back directed

Avg % of detected faults by
function and DOM-level tests

\N \'(.‘ﬂ “\e

Cmpa HI

510
O

Fault Detection Rate (%)

13

@ Not Detected
@ Function + DOM
® Function-level
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Fault Finding Capability

B JSEFT B Feed-back directed

Fault Detection Rate (%)

13

COnsiderabl‘

Numpe,
O faults Canng, s faults by

event. €ca
Nt-basey tests Plred by b Dop
Cve|

@ Not Detected
@ Function + DOM
® Function-level
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Function State Abstraction

B Function states w/o asbtraction
B Function states with abstraction

SR B S T e m SR S ma S S
IR BN B B B B B SR S S

200 -

# Function States
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Function State Abstraction

B Function states w/o asbtraction
B Function states with abstraction

55



Function State Abstraction

100 I -------

OUI’ Stg

B Function states w/o asbtraction
B Function states with abstraction

56



. Automate test and oracle generation for JavaScript applications

1“
m Detecting regression JavaScript and DOM-level faults

Implementation: JSEFT (JavaScript Event and Function Testing)

DOM-level event sequences and assertions
Check the application’s behaviour from an end user’s perspective

Function-level unit tests and assertions
! Verify the functionality of JavaScript code at the function level
.- - o

Summary

‘ Extract Event-based Tests

<startButt>

<updButt> \S_y<divElem>

Selenium Test

@Test

public void testCasel(){
WebElement updButt=driver.findElements(By.id("updButt" ));
updButt.click();
WebElement divElem=driver.findElements(By.id("divElem"));
divElem.click();
WebElement startButt=driver.findElements(By.id("startButt"));
startButt.click();

25

|DOM-LeveI Mutation

Original Affected DOM
<updButt> Update | ‘<udeuu>Upd_a«e|
<addButt>L| <addButt>L|
startButt> st |
<div> <div>
<UpdButt> S1 <divElem> ®<startButt> 54

Unit Test and Assertion

|

i Qunit Test

v

- test("Testing startButtHandler”, 2, function(){
currentHeight=0;

var fixture = $("#qunit-fixture");
currentWidth=20;
fixture.append("<button id=\"updButt\"></button>
<button id=\"addButt\"></button>
<div id=\"divElem\"/>
style=\"height:200px;width:100px;\"/>");

function startButtHandler(dimension) {

currentHeight="10";;
var dim=(S('#divElem').width() +
$('#divElem').height()))/dimension;

currentWidth += dim;

currentHeight=0;
currentWidth=20;
var result= startButtHandler(10);

dim+=currentHeight;

return dim;
equal(typeof(result), ‘number’);

} equal(regult, 30);

EASSERTIONS

Statement Coverage

M JSEFT M Feed-back directed

1ent Coverage (%)
% 3
0‘% W
L
o, W
()
ks
o
2
>
=
=
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Fault Finding Capability

M JSEFT M Feed-back directed

100 o a%e\

V!
P el10% on  verag®)
LB e 8%
: fa“:;om rechniae
fiv e ran ! _—
ieves ced02
i e

Fault Detection Rate (%)

® Function-level
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