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My Research

 Building error resilient and secure software systems

* Three areas
e Software error resilience [DSN’18A[DSN’18B][DSN’17][SC’17][DSN’16][SC’16][DSN’15]
* Web applications’ reliability [ICSE’18][ASE’17][ICSE’16][ICSE’15][ASE15][ICSE’14A][ICSE’14B]
* |oT Security and Reliability [ECOOP’18][FSE’17][ACSAC’16][EDCC’16]

* This talk: Web Applications’ and loT Reliability
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Modern Web Applications: Examples

Google amazon “




Modern Web Applications: JavaScript

e JavaScript: Implementation of ECMAScript standard
 Client-Side JavaScript: used to develop web apps

e Executes in client’s browser — send AJAX messages
* Responsible for web application’s core functionality

|II

* Not easy to write code in — has many “evil” features

X

JavaScript




JavaScript: History

Brief History of JavaScript (Source: TomBarker.com)

Notable Events in the History of JavaScript

- VBScript released by Microsoft

Microsoft supports XMLHTTPRequest
Object with IE 7

T Firefox 1.0 released - ECMAScript version 5 released

- LiveScript launches with Netscape
Navigator 2.0 beta

- ECMAScript version 2 released R -
= Safari supports XMLHTTPRequest Object

= ECMAScript version 1 released

bRl e LG = Google Web Toolkit released = CommonlS project started

LiveScript
= Mozilla creates XMLHTTPReguest Object
= Mosaic Netscape 0.9 released B = ECMASCcript version 4 abandoned
= ECMAScript version 3 released
= ¥YUI released to the public
Microsoft creates XMLHTTP Active X
control (beginning of AJAX) NodelS released
= JavaScript submitted to ECMA Committee = Firebug released

= LiveScript renamed to JavaScript = Prototype released
= Maosaic Corporation founded = CoffeeScript released
: ¢ = = JSON released = JQuery released 2 s
= Microscoft launches IE 3.0 with Jscript - Netscape Navigator officially ended
= Opera supports XMLHTTPRequest Object - Google releases Dart
1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011

JavaScript (JS) had to “look like Java” only less so, be Java’s dumb
kid brother or boy-hostage sidekick. Plus, | had to be done in ten
days or something worse than JS would have happened

— Brendan Eich (Inventor of JavaScript)

R e
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JavaScript:
Most popular language

2016 2015 2014 2013

55A4%

SQL (or SQL Server) 49.1%
Java 36.3%
C# 30.9%
PHP 25.9%
Python 24.9%
C++ 19.4%

c 15.5%

Node.js 17.2%
AngularJS 17.9%

Ruby 8.9%

Objective-C 6.5%

GitHub"”

JavaScript:
Top languages on GitHub
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JavaScript Today

express
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Full Stack corver

client




Studies of JavaScript Web Applications

Performance and parallelism: Reliability Security and Privacy:
JSMeter [Ratanaworabhan-2010], p) [Yue-2009], Gatekeeper[Guarnieri-2009],
[Richards-2009], [Fortuna-2011] C [Jang-2010]
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Does Reliability Matter ?

* Snapshot of iFeng.com: Leading media website in China
/ an error occurred when processing this directive

[an error occurred while processing this directive]
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Talk Outline

* Motivation and Goals
* Web Applications’ Reliability
* |oT Reliability

* Conclusions and Future Directions




Our Prior Work [ISSRE"11]

* Empirical study based on Console Error Messages: Alexa top 100

* Popular web applications experience four distinct JavaScript errors
(i.e., exceptions) on average (up to 20 errors), in normal operation

* Many errors were non-deterministic or dependent on event order -
hard to determine the root cause and impact of the error




Bug Report Study: Methodology

Collected 502 fixed bug reports from 19 web
applications over 10 years (2004-2014)

!

\ 7 Qualitatively analyzed and classified bug reports
~ manually and reading the commits

!

Aggregated data for further analysis
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Bug Report Study: 19 Objects (15 applns, 4 libraries)
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Bug Report Study: Research Questions

* What mistakes cause JavaScript faults?
* What impact do JavaScript faults have?

* How long does it take to fix these errors?

Okl /

* How many of these faults are browser-specific ?

 How many faults can be caught by strong typing ?
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Bug Report Study: Categories

Other
Syntax- 2%

Based Fault DOM-related
12% 68%

Incorrect\ Incorrect /

Return Value N Method

2% Parameter
/ ot 75%
Undefined v y
Method
4% Undeﬁqed/ Not DOM-
Null Variable Related
Usage 7%

5%
Incorrect Method Parameter Fault: Unexpected or invalid value passed to JS method
or assigned to JS property

DOM-Related Fault: The method is a DOM APl method
- Account for more than two-thirds of JavaScript Faults
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Bug Report Study: DOM-Related Faults

DOM (Document Object Model) Webpage

Retrieve this element

body, id=“main”

form img MGO 8!6

input

ocogle Search I'm Feeling Lucky
Google.ca offered in: Frangais

elem = document.getElementById (“main”) ;

Programming Error that propagates to a DOM method parameter




DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];
var dotsInStr = retrievedStr.split(".").length;
1f (dotsInStr == 0) {

var prefix = "id ";

elem = S ("#" + prefix + retrievedStr);
}
else {

elem = S(retrievedStr);

}

elem[0].focus ()




DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];

var dotsInStr = retrievedStr.split(".").length;
1f (dotsInStr == 0) {
var prefix = "id ";
elem = S ("#" + prefix + retrievedStr);
}
else {
elem = S(retrievedStr) ;

}

elem[0].focus ()

Retrieved string
via XHR
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DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];
var dotsInStr = retrievedStr.split(".").length;
1f (dotsInStr == 0) {

var prefix = "id ";

elem = S ("#" + prefix + retrievedStr);
}
else {

elem = S(retrievedStr) ;

}

elem[0].focus ()

Find the number
of dots in the
string



DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];
var dotsInStr = retrievedStr.split(".").length;
if (dotsInStr == 0) {

var prefix = "id ";

elem = $("#" + prefix + retrievedStr);
}
else {

elem = S(retrievedStr);

}

elem[0].focus ()

If there are no dots, prepend “id_” to the
string and access it via S(). Otherwise, leave it
as is, and access it via $().

w s place ol



DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];
var dotsInStr = retrievedStr.split(".").length;
1f (dotsInStr == 0) {

var prefix = "id ";

elem = S("#" + prefix + retrievedStr);
}
else {

elem = S(retrievedStr) ;

}

elem[0].focus ()

Retrieved string of “editor” would go here even though it has no
dots, which would erroneously cause $() to use selector

UNDEFINED EXCEPTION! “editor”, which doesn’t match any elements.
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DOM-Related Fault: Example

var elem, retrievedStr = [Retrieved via XHR];
var dotsInStr = retrievedStr.split(".").length;
1f (dotsInStr == 0) {

var prefix = "id ";

elem = S ("#" + prefix + retrievedStr);
}
else {

elem = S(retrievedStr) ;

}

elem[0].focus ()

BUG: The assigned value should be retrievedStr.split(“.”).length - 1,

as length() always returns at least 1.
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Bug Report Study: Fault Impact

* Impact Types — Based on Bugzilla [ICSE’11]

* Type 1 (lowest impact — e.g., cosmetic changes)
* Type 5 (highest impact —e.g., data loss bugs)

140

Around 80% of the
highest impact
faults are DOM

related
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Bug Report Study: Fix Times

DOM-related faults take much longer to fix than non-DOM faults

Triage Time Fix Time
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Bug Report Study: Browser Specificity

Most JavaScript faults are not browser-specific

2%

eCe

1%
1%

mIE

W Firefox
m Chrome
w Safari

m Opera

w Not browser-specific



Bug Report Study: Type Faults

* Most DOM-related faults are NOT type faults

* Among the type faults, a single category dominates

Type Faults Type Fault Categories

S - S _

2 m Al 2 m Al

§ S B Only DOM-Related 3 8- B Only DOM-Related

S (]

o g o |
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S o 5 Q-
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= N | o

Q o 4 e | .
o —

PEPA NuENuA NcENcA PENuA PENcA NuEPA NuENcA NcEPA NcENuA CENuA
Not a type fault Type fault




Bug Report Study: Summary

* Bug report study of 19 applications: JS faults
* Over 500 bug reports analyzed; only fixed bugs considered

* DOM-related faults dominate JavaScript faults

* Responsible for nearly two-thirds of all JavaScript faults
Responsible for 80% of highest impact faults
Take 50% longer time to fix for developers
Majority are not specific to web browser platform
Most DOM-related faults are NOT type errors

Need techniques to detect and prevent DOM-related faults
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Web Applications: Challenge

DOM is highly dynamic !

‘
R Q

RGO
A User Input / User Action / Server Side G A
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Web Applications: Existing Techniques

» Add gradual typing to JavaScript (e.g., TypeScript, DART, Flow)
* Typically ignore the DOM or provide only limited support

* Use higher-level programming idioms in JavaScript
 MVC Frameworks (e.g., AngularlS)
* Functional Reactive Programming (e.g., RxJS)

* Detecting errors in web applications: Ignore DOM
e Race conditions [Vechev-OOPSLA’13][Livshits-FSE’15]
* Type Coercion Errors [Pradel — ICSE’15][ Moeller — OOPSLA’14 ]
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Web Applications: Reliability Improvement

AutoFlox/Vejovis:

Localization and
Repair
[ICST’12][ICSE’14A]
[STVR][ICSE’15]
[ASE’17]

DOM-Related Faults
[ESEM’13][TSE]

Clematis/ToChal:
Program
comprehension
[ICSE’14B — dist paper]
[ECOOP’15][TOSEM]
[ICSE’16][ICSE’18]

DOMPIletion/LED:
DOM Code
completion and
synthesis [ASE’14]
[ASE’15][submitted]
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Web Applications: Reliability Improvement

DOM-Related Faults
[ESEM’13][TSE]

Clematis/ToChal:
Program
comprehension
[ICSE’14B — dist paper]
[ECOOP’15][TOSEM]
[ICSE’16][ICSE’18]

DOMPIletion/LED:
DOM Code
completion and
synthesis [ASE’14]
[ASE’15][submitted]
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Web Applications: Program Repair (Vejovis)

WRONG RIGHT

getElementById(“no”) getElementById(“yes"”)

Question: How do we know that we should
replace “no” with “yes”

Answer: We use the DOM structure, and the
JavaScript code structure

div
id = “yes”

f*’] splace of mind
!
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Web Applications: Bug Fix Patterns

——

Change is very small

ece w wplace of mind
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Web Applications: Running Example

1 function generateld(index) {
2 var prefix = "bar";
3 var 1id = prefix + index;
! id=“bar1”
S5 1}
6
7 function retrieveElement (index) {
8 var id = generateld(index) ; - Add the “bar” prefix to the ID
9 var e = document.getElementById (id);
10 return e;
11 }
12 Retrieve the element
13 for (var i = 1; i <= 4; i++) { with index i
14 var elem = retrieveElement (1) ;
15 1 .1 HTML = "It L .
16 1 SLeM. 1hRet em ¥ . J Update retrieved element

Fi] s place of mind
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Web Applications: DOM-Related Faults

body

div
id=“barl1”

This should be “<

nOt (l<=(l

1 function generateld(index) {

2 var prefix = "bar";

3 var 1id = prefix + index;

4 return id;

>}

6

7 function retrieveElement (index) {

8 var 1id = generateld(index);

9 var e = document.getElementById (id) ;
10 return e;

11 }

12

13 for (var 1 = 1; 1 <= 4; i++) {

14 var elem = retrieveElement (1) ;
15 elem.innerHTML = "Item #" + 1i;
16 }

in 4t iteration

Evaluates to “bar4”

ﬁl s place of mind
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AutoFlox: Fault Localization [ICST’12][STVR]

1 function generateld(index) { ERROR POINT TO
2 var prefix = "bar";

3 var 1id = prefix + index; REPAIR

4 return id;

>}

6

7 function retrieveElement (index)

8 var i1d = generateldAfindex);

9 var e = document,getElementById(id) Our Goal
10 return e;

11 }

12

13 for (var 1 = 1; 1 <= 4; i++) {

14 var elem = retrieveElement (1) ;

15 elem.innerHTML = "Item #" + 1;

[
(@)
——
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AutoFlox: Fault Localization [ICST’12][STVR]

1 function generateld(index) { ERROR POINT TO
2 var prefix = "bar";

3 var 1id = prefix + index; REPAIR

4 return id;

>}

6 | | | Vejovis
7 function retrieveElement (1ndex) ,

8 var i1d = generateldAfindex); I}CSE 14]
9 var e = document,getElementById(id)

10 return e;

11 ) " DOM METHOD
12 CALL

13 for (var 1 = 1; 1 <= 4; i++) {

14 var elem = retrieveElement (1) ; utoFLox
15 elem.innerHTML = "Item #" + 1; [ICST’12]

[
(@)
——

[STVR’16]
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Vejovis: Fault Repair [ICSE'14]

1 function generateld(index) {

2 d o V4

3

4

5

° “OFF-BY-ONE, SO REMOVE LAST
; ITERATION OF FOR LOOP”

10

11

12

13 for (var i = 1; 1 <= 4; i++) Evaluates to “bard”
14 var eleh. = retrievZEIgﬁéntigli\\\\\

15 elem.ln?;e\r% "Ttem #" + 1i; 1141)
16 }

“4” comes from iterator i
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Web Applications: Vejovis Actions

* Determine action for programmer to match valid DOM element
selectors (based on fix patterns)

e Use String Solver (HAMPI) [Kiezun09] to find the action
* Rank fixes based on their edit distances from original

MESSAGE TYPES

REPLACE STRING
REPLACE STRING AT ITERATION
OFF BY ONE AT BEGINNING
OFF BY ONE AT END
MODIFY UPPER BOUND
EXCLUDE ITERATION
ENSURE THAT
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Web Applications: Vejovis Recall
Sublet | BugReport#l | BugReportiz

Drupal We consider a fix to be
correct if and only if it

Ember.js
matches the
Joomla .
programmers’ fix for the
jQuery X bug.
Moodle
MooTools
Prototype
el o X Overall Recall: (20/22) =
TYPO3 91%
WikiMedia

WordPress
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Web Applications: Vejovis Precision

m Bug Report #1 Bug Report #2

Drupal
Ember.js
Joomla
jQuery
Moodle
MooTools
Prototype
Roundcube
TYPO3
WikiMedia
WordPress

31/40
1/2
1/ 88
2 /108
2 /37
2/2
1/6
4/79
1/187
6/24
13 /30

1/4
1/3
1/88

1/37
1/2
1/2

1/1
1/71
1/170

Many suggestions provided for
some cases

Ranking function for fix

#1 Ranking in 13 out of 20 bugs
(#2 in 3)



Talk Outline
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* Web Applications’ Reliability
* |oT Reliability

* Conclusions and Future Directions




Motivation

* World of loT growing very fast




Motivation

* World of loT growing very fast

* Traditionally, processing was
done in the cloud




Motivation

* World of loT growing very fast

* Traditionally, processing was
done in the cloud

* Emerging trend: running
applications on the loT devices
themselves (edge)

* Performance, costs, reliability



Goals

* ThingslJS: a framework for
developing and deploying high-
level applications on loT devices

*JavaScript !




Goals

* News Flash: JavaScript VMSs can run on loT |
* Samsung loT.js
* |ntel XDK

DukServer

Smart.js

Node.js / V8 (Google Chrome)

ChakraCore (MS Edge)

» SpiderMonkey (Mozilla Firefox)

But they are hard to program and unreliable ....
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Scenario: Video Surveillance




Scenario: Video Surveillance
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Scenario: Video Surveillance

ThingsJS:

Executing High-Level
Applications on
loT/Edge devices.



Scenario: Video Surveillance

ThingsJS:

Executing High-Level
Applications on
loT/Edge devices.




Scenario: Video Surveillance

ThingsMigrate:

Transparently migrating
JS applications between
loT/edge devices.




Scenario: Video Surveillance

eCe =




Challenge: Many Devices, OSes & VMs!

e Goal: capturing the state of the JavaScript VM
1. Closures (data encapsulation in functions)
2. Timers
3. Classes & prototypes
4. Asynchronous Model (Event-Based)

function Counter() {
var value = 0;

| 1

| 2

| 3

|4 return function() {
| 5 value += 1;

| 6 return value;

| 7 }

| 8 1}

| 9

|10 var ¢ = Counter(); // value in c¢ is O

(
|11 console.log( c() ); // prints 1
|12 console.log( <() ); // prints 2
|13 setinterval (function() { c(); },1000);}




Approach: Code Instrumentation

function Counter() {
var value = 0;

return function () {
value 4= 1;
return value;

b

var ¢ = Counter(); // value in ¢ is 0
console.log( <() ); // prints 1
console.log( <() ); // prints 2
setinterval (function() { c(); },1000);}

=
NFROOO~NOOITRRWN

e
w

l

var global = new Scope("global");

function Counter() {
counter. new Scope(global, "Counter");
var value = 0;

"

counter.addVar("value", value);

var anonl = function() {
anonl = new Scope(createcounters, "anonl");
value 4= 1;

_—————————1
QOUO~NOOCTIRhWNH

anonl.setVar("value", value);

[y
—

return value;

}

counter.addFunction("anonl", anonl);
return anonl;

[ g gy gy gy
~NOOCTRAWN
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ThingsMigrate: Results

e Test Bed

* Devices: Raspberry Pi 3, Raspberry Pi O, Cloud Server
* Chrome benchmarks and real-world loT applications

* Overhead:
e Execution time (CPU): ~30%
* Memory: About 2X overhead
e Support for multiple migrations without additional overhead
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GUI — Web Dashboard

ThingsJS

Nodes

Codes

Debug

Nodes

engine-pi0

engine-xeon

engine-pi3

engine-streamer

engine-jks-home-0

&
ol
&
sy
-

Raw Motion | Video Stream

IDLE
IDLE
BUSY
BUSY

DEAD

engine-xeon v | Status | Graph | Console
Memory | CPU
100
50
0
20:44:13 20:44:20 20:44:25 20:44:30 20:44:35 20:44:40 20:44:43
engine-pi3 v || Status | Graph | Console
Memory | CPU
100 — ——
50 =
20:44:27
W CPU 100
0 1
20:44:10 20:44:15 20:44:20 20:44:25 20:44:30 20:44:35 20:44:40 20:44:43
code-INTySRhX m -— Select Device — v
engine-pi0 v | Status | Graph | Console
Memory | CPU
100
50
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Ongoing Efforts: ThingsJS

* Scheduling for Edge Devices
* Failure Prediction and Live Snapshotting
* Global, distributed file system

e Security constraints and isolation
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Talk Outline

* Motivation and Goals
* Web Applications’ reliability
* |oT Reliability

* Conclusions and Future Directions
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Conclusion and Future Directions

 Web and loT applications represent the future of Software !

* Reliability is not clearly defined in these applications
* Need to understand what constitutes a fault or a failure
* Need to provide transparent reliability to applications

* Future Directions
* Understanding failures in edge-computing devices and applications
* Program synthesis for generating reliable code from specifications

More info at: http://blogs.ubc.ca/karthik
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